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SID: 103
Summary

This is a backdoor Trojan also known as Subseven22, impacts Windows based systems specially Windows 95, Windows 98, Windows ME, Windows NT, Windows 2000, and Windows XP

Impact and Hazards

This Trojan causes theft of data and may compromise any resources connected to the computer. It has also the ability to steal the password and disable the machine.  Some improved version of this Trojan is capable of causing Denial of Service (DOS) situation. This Trojan makes entry to the System Registry and WIN.ini file. After intrusion the Trojan replicates itself and gives all the copies random names of type .exe or .dll. It intrudes the system in various ways in the form of image file (jpg or gif) and/or executable files.
Corrective Actions

It is actually very difficult to get rid of this Trojan and should be handled by an expert user. The easiest way is to restore the windows registry to some good known configuration, and to find and delete all the files associated with this Trojan. Another way is to manually delete/fix all the registry entry associated with this Trojan.
SID: 104
Summary

This is a backdoor Trojan also known as Subseven22, impacts Windows based systems specially Windows 95, Windows 98, Windows ME, Windows NT, Windows 2000, and Windows XP

Impact and Hazards

This Trojan causes theft of data and may compromise any resources connected to the computer. It has also the ability to steal the password and disable the machine.  This Trojan makes entry to the System Registry and WIN.ini file. After intrusion the Trojan replicates itself and gives all the copies random names of type .exe or .dll. It intrudes the system in various ways in the form of image file (jpg or gif) and/or executable files.
Corrective Actions

In order to get rid of this Trojan the easiest way is to restore the windows registry to some good known configuration, and to find and delete all the files associated with this Trojan. Another way is to manually delete/fix all the registry entry associated with this Trojan. The Trojan also makes entry into the Sytem.ini file, therefore any process created due to this Trojan must be terminated and the system should be restarted

SID: 114
Summary

This event is generated when the Net bus Trojan service responds to an attacker’s commands on port 12346. The program is a backdoor designed for Windows 95, 98, NT and 2000
Impact and Hazards

This backdoor Trojan allows anyone who knows the listening port number and password to remotely control the host.  Intruders access the server using either a text or graphics based client. The backdoor program allows the remote user to execute commands, list files, start silent services, share directories, upload and download files, manipulate the registry, kill processes, list processes, as well as other options, as well as open/close the CD-ROM drive, send interactive dialogs to chat with the compromised system, listen to the system's microphone (if it has one), and a few other features. The Trojan causes theft of data, password and credential of infected system. The presence of this Trojan implies that the machine has been previously compromised with some other kind of backdoor and the intruder is trying to leave some other ways to exploit the system in a later time.
Corrective Actions

Telnet access to port 12346 from external sources must be refused. SSH should be used as opposed to Telnet for access from external locations The Trojan files must be deleted and all the associated processes must be killed
SID: 120
Summary

A Windows systems’ Trojan designed for Windows 95, Windows 98 and Windows ME
Impact and Hazards

The Trojan changes the System registry so that the Trojan remains active even if the System is restarted. It causes theft of data via download, upload of files. The Trojan is also capable of running exe files remotely and therefore capable of installing other Trojans on the system. The existence of this Trojan implies that the systems security has already been compromised. The Trojan may delivered to the infected computer in a form an image file or Win32 installation file.
Corrective Actions

The registry key entered by this Trojan must be removed; the Trojan processes must be killed. A system reboot is required to permanently eliminate the Trojan.
SID: 144
Summary

This is a back door Trojan designed to attack Linux based systems running a FTP Server. The Back door gets access via FTP login by attacker using the user name “w0rm”. 
Impact and Hazards

The attacker logs in through FTP using the user name “worm” and leaves a back door user account named ”w0rm”. The backdoor later sends an email to the attacker with the victim’s IP Address. This worm exploits vulnerability in BIND version 4.9.6 and is Linux specific. These attempts mean the box has probably already been compromised.

Corrective Actions

The only way to eliminate this Trojan is to update the version of the BIND to a newer one
SID: 145
Summary

This is a back door Trojan designed for Windows 95, Windows 98, Windows ME, Windows NT, Windows 2000 and Windows XP. This Trojan is well known As “Girlfriend”.
Impact and Hazards

Causes Theft of data from the infected machine and left the system in a compromised position. It also causes entry into the System registry.
Corrective Actions

The System registry must be fixed against the Trojan entries. The file called Windll.exe must be found and deleted from the system
SID: 353
Summary

Any system running an FTP server may become a victim to this attack. This signature is generated when a remote user attempts to anonymously log into an internal FTP server with a suspicious password. This indicates that an attacker may be scanning the FTP server for vulnerabilities using the ADMhack scanning tool.

Impact and Hazards

The accessed system is compromised against data lost and unauthorized access. The attacker scans the server’s port using ADMhack (a port scan tool) for FTP servers. If an FTP server is found it tries to log on using a password “ddd@ ”. The login becomes successful if the server contains some vulnerability. Upon successful login the attacker can exploit the system. 

Corrective Actions

The Trojan can access the system only if the system allows anonymous FTP login. Therefore Anonymous FTP login service must be disallowed.
SID: 698
Summary

This signature shows up on a Server machine that runs Microsoft SQL and a Trojan tries to exploit some known vulnerability of the Microsoft SQL server. 
Impact and Hazards

The attacker gets access to the systems users’ secure data and may temper with the data integrity. The worst part is that the user may get elevated privilege to the system.  If the attacker gets administrative level access to the system it may debunk the user credentials and/or create new user to get access the system.
Corrective Actions

Since the attackers’ may gain escalated privileges like that of a System Administrator any remote access from outside the systems’ trusted network must be disallowed. The System should also be patched with all the latest updates available.
SID: 815
Summary

This event is generated when an attempt is made to exploit a known vulnerability in a CGI web application running on a server.

Impact and Hazards

This attack may leads to administrative level access to the system compromising all the sensitive data of the system. This attack is specific to CGI web servers. Some applications do not perform stringent checks when validating the credentials of a client host connecting to the services offered on a host server. This can lead to unauthorized access and possibly escalated privileges to that of the administrator. If stringent input checks are not performed by the CGI application, it may also be possible for an attacker to execute system binaries or malicious code of the attackers choosing.
Corrective Actions

The system should use up to date version of the necessary software and all the software should be patched with vendor specific updates.
SID: 2628
Summary

This signature is generated when a known vulnerability in oracle database is attempted to be exploited. 
Impact and Hazards

This causes remote code execution on the database server and may lead the system to a Denial of Service (DOS) condition. Some of the Oracle database application servers contain procedures to assist database replication. One of such procedures contains a bug in it and the attackers may exploit this bug to cause buffer overflow attack. The attacker actually sends a long string of value for “gowner” or “gname” variable (used by one of the above mentioned replication procedures). In this attack situation the user may get access to the system with a higher privilege possibly like one of the administrators. 
Corrective Actions

The system should use updated version of the database software and all related applications must be patched with vendor specific updates


















