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1. Introduction


According to the Wikipedia, privacy “is the ability of an individual or group to keep their lives and personal affairs out of public view or to control the flow of information about themselves” [11]. Internet Privacy “is the ability to control what information one reveals about oneself over the Internet, and to control who can access that information” [3]. So, why has Internet Privacy become a hot topic in the present? What do big companies like Google have to do with Internet Privacy? How does Digital Rights Management (DRM) interfere with privacy?
2. Digital Rights Management (DRM)

What is Digital Rights Management (DRM)? According to the Wikipedia DRM is a technology that attempts to control the use of digital media by preventing access, copying or conversion to other formats [4]. Even before the arrival of digital media copyright holders opposed the copying technologies such as audio tape recording. With the invention of digital media their concerns skyrocketed. Not only is digital media easier to replicate it is much cheaper as well. Unlike copying from analog media, a computer can be used to copy digital media without any data loss. DRM was invented to prevent this from taking place. To be effective, DRM methods have evolved into tracking personal information and the usage of the media that they protect, as well as enforce usage rules [2]. When trying to enforce usage rules, these technologies may restrict legally permitted use of that content as allowed by copyright law [2]. This is evident in some music CD’s that contain DRM which prevent the CD from playing in computers. Also, certain CD’s prevent the user from ripping it to the computer or even if it supports ripping the ripped music won’t transfer to a personnel music player. This kind of behavior conflicts with a user’s privacy known as personal autonomy. After all the user pays for the CD he or she buys, which should give them the right to play it on any player they want. Also, if they want to transfer the music to a digital music player such as the Ipod, it should be allowed. Unfortunately DRM does not stop at that; certain DRM software go further and monitor user’s activity on his or her computer. This is done mainly for market research, advertising or simply because the architecture allows such activity.

DRM can record things such as the music played and their time of use, IP/MAC address of the computer, how frequently a file is played. “This level of surveillance can be used to create profiles about the habits and preferences of users, leaving them with no control over any of the information that has been collected about them or what is done with that information” [2]. For example Apple iTunes 6.0.2 MiniStore makes recommendations on similar music available for purchase from iTunes based on the songs initiated with a “double-click” [2]. Furthermore the Apple ID is linked to your credit card, address, and your purchasing habits with Apple.
3. Sony DRM Rootkit Controversy


Sony BMG employs two DRM systems to control the playing, copying and transferring of music from their CDs. Namely XCP and MediaMax [2]. Certain CD’s released by Sony BMG used to install a rootkit into the computer. A rootkit is a computer program “designed to hide evidence of a system intrusion” [2]. The installed rootkit could deploy computer viruses to take advantage of this introduced vulnerability on the computer [2]. Also, XCP and MediaMax employed techniques that acted in ways that would classify them as spyware [2]. Furthermore, XCP and MeidaMax monitored the CD-playing habits of users and contacted the vendor when protected discs were inserted to obtain images and banner ads to display [2]. Also, they logged the IP address, date and time of using the CD, identity of the album [2]. This kind of behavior without the informed consent of the consumer violated a user’s privacy and compromised the security of the user’s computer system.
4. Google

Google is the search engine with the world’s largest user base. Google states that their user base “is in the millions” and a recent media report estimates that they receive 380 million visitors each month [1]. Today, it is thought that Google is capable of keeping the entire internet in RAM [1]. With the ever decreasing cost of the storage devices it is highly likely that the information we provide will be never thrown away. Even though Google is concerned about providing long-term value for their end users, they do have to act in the best interests of their shareholders to maximize profits [1]. Therefore Google has adopted a business model that uses customized advertising which makes it necessary to track and store each user’s activity while using its search engine. “When aggregated individual and organizational data is combined with Google’s top tier intellectual talent and world class information processing resources it arguably gives them the information resources of a nation-state and constitutes a significant threat if not properly managed” [1].

“Google already knows more about you than the National Security Agency ever will. And don’t assume for a minute it can keep a secret” [6]. In many years of operation Google has collected a monumental amount of data and the company admits that it has never knowingly erased a single search query [6]. According to the “Is Google Evil” article, with Google’s unquenchable thirst for personal data, it has become the “greatest threat to privacy ever known” [6]. It already attracts hackers, crackers, online thieves and many other evil doers. But most worrisome of all it attracts governments intent on finding convenient ways to spy on its own citizenry [6]. The US government has already asked Google to turn over every query typed into its search engine over the course of one week without providing personally identifying information about the people who conducted searches. Even though Google refused to comply with the US government, it is entirely possible that they may do so in the future. 

5. 4th Amendment and Google

The 4th amendment of the US constitution states that “The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized” [9]. What saved Google this time was that the government did not explain exactly what they are going to do with this much information and they did not state exactly why they need it for? After all, Google does stack up more than a billion queries a week. So, if the government were able to come up with a good enough reason to subpoena Google, they will do so and Google will not be so lucky next time. Ironically the same Google that refused to turn in data to the US government complied with a Brazilian court's orders to turn over data that could help identify users accused of taking part in online communities that encourage racism, pedophilia and homophobia [8].

It is quite possible that the Justice Department has done all of us a great favor by subpoenaing Google. Make no mistake; the government only demanded a list of web queries that were submitted without the personal information attached. Sure, Google resisted partly on grounds that by turning over the data it will give the wrong image to the public – which they would give anything the government asks including personal data. This raises an important issue; how much Google really know about us? Given that Google hasn’t deleted a single search query since 1998, I’d say that’s heck of a lot of data. As far as the fourth amendment goes, I would say that Google is violating it, then again it is my personal opinion. The fourth amendment says “The right of the people to be secure in their persons, houses, papers, and effects”, if Google is retaining the search queries I entered and keeps them indefinitely and if that makes me insecure that should violate my right to be secure in my house and conduct searches assuming that I were a US citizen. 

6. The Fingerprinting threat

Another threat posed by Google is their ability to fingerprint users. It is theoretically possible to fingerprint users who over a period of time use Google or tools offered by Google to do their work.

[image: image1.emf]
“Fingerprinting Over Time: This figure depicts the sum total of information provided to information service providers. Based on the nature of the information disclosed and the resources of the provider there exists a threshold required to uniquely tie this information to an organization or individual” [1].


 In the above example a user or organization discloses information to two information service providers in a given period of time [1]. These are shown by the Service Provider A and B curves. “Each information service provider possesses some capability to fingerprint activity given enough information, as shown by the lines Fingerprinting Threshold A and B” [1]. The slopes of the lines that represent the fingerprinting threshold is negative based on the assumption that over time the two information service providers will acquire improved fingerprinting capabilities, perhaps due to advances in data mining technology [1]. “If, at some point, the information disclosed to an information service provider exceeds the fingerprinting threshold, the user or organization will be uniquely identified” [1]. “This occurs with Information Service Provider A at point FA, but never occurs with Information Service Provider B as the information disclosed never exceeds their fingerprinting threshold” [1]. “Based upon unique characteristics of the interaction it is possible, at times, to immediately identify a user even when using a different computing platform” [1].

As one can clearly see from this example, it won’t be long before Google can uniquely identify most of its users depending on what services they use and what searches they conduct. Given that they already have saved everything since 1998, most probably they have already fingerprinted some of its users and by all probability deliver targeted advertisements. This is a very grave situation; sure they need to make money but is it at the cost of people’s privacy? I don’t think so! I think the governments should toughen the privacy laws in order to accommodate the peoples right to not to be fingerprinted unless there is a valid reason to the contrary.  Just because some minority of the population engages in wrong doing, it doesn’t mean the whole population needs to be monitored. The problem is today’s governments are as much as addicted to Google’s jaw dropping amount of data as much as Google is.
7. Google and DoubleClick

In 2007 April, Google announced that it would pay 3.1 billion dollars to acquire the online advertising giant DoubleClick. DoubleClick Coordinates targeted Internet advertising campaigns for advertisers, and provides ad management services, software, and sales for publishers. So, what’s so dangerous about this acquisition? Google has a vast database of data it has acquired over the years about its customers. DoubleClick has a huge database of its own that contains a huge amount of data. By acquiring DoubleClick, Google will merge its database with DoubleClick’s database. This will result in analyzing of personal search and surf behavior. DoubleClick tracks a whole lot of web traffic; Google tracks a lot of web traffic using sites running its AdSense service, combine this and you will have most of the web covered. 

Furthermore, Google is DoubleClicks most significant competitor. Google is the dominant player in the online search advertisements. DoubleClick is the dominant player in non-search based online advertisements. If Google and DoubleClick are allowed to merge it could potentially kill off any other advertising based companies raising anti-trust issues.
8. Countermeasures

Given the situation with things like DRM and Google, it’s quite evident that people need ways to avoid being monitored and fingerprinted. Also, it’s quite possible that people’s behavior is altered by knowing that they are being monitored. “Countermeasures seek to disrupt our online signature and reduce the likelihood that such fingerprinting will occur. If properly executed, countermeasures will deny certain key elements required for fingerprinting and increase the adversary’s fingerprinting threshold.” [1]. 
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“The Impact of Privacy Countermeasures on Fingerprinting. The use of privacy enhancing countermeasures will raise the fingerprinting threshold and reduce the amount of  information disclosed. To maintain anonymity, the information disclosed should not cross the fingerprinting threshold “[1].
“In the above figure, the user or organization initially discloses information to Information Service Provider A as seen by the curve labeled Information Disclosed A” [1] Information Service Provider A possesses the resources to fingerprint the user when the information disclosed reaches Fingerprinting Threshold A [1]. When countermeasures are applied, the information disclosed will be reduced as seen in the curve Information Disclosed A’ [1]. “Ideally, this new curve will not cross the Fingerprinting Threshold for the duration of their online activities with the information service provider, but the actual deltas depend upon the combined impact of the employed countermeasures” [1]. In addition to that, if the countermeasures are effective at denying information critical to fingerprinting, such as IP addresses, the threshold will shift upward to Fingerprinting Threshold A’ and provide an additional measure of safety [1].

Users can choose to distribute data disclosure across multiple accounts [1]. This includes using multiple e-mail addresses and other online accounts to spoof the real identity of the user. However this is not a very effective solution to the problem since maintaining and managing multiple addresses and accounts could prove to be cumbersome and it is quite possible the fingerprinting can still be effective because of the small number of accounts a user will use. Also, this is not a practical solution since most users will be reluctant to switch between various accounts.
Users can also choose to use Network anonymization proxies [1]. Proxies can mask network addresses and make web browsing appear to come from random locations. 

As far as avoiding fingerprinting goes, proxies bear the greatest promise. [1] There are many online websites that allow your IP address to be hidden when browsing the web. Unblocked.org, Cantbustme.com, Proxymafia.net, BoratProxy.com, Invisiblesurfing.com, Anonymizer.com are such examples, where the user need only visit the site to hide their IP address. A full list of these proxies can be obtained from “http://www.privax.us/”. The adoption of these techniques still seems to be low simply because users are not aware of the threat posed by Google and DRM.

Cryptography can be used to encrypt the contents of e-mails which would prevent Google from reading your e-mail. Currently cryptography does not provide many uses when it comes to counter attacking the fingerprinting threat since security mechanism such as SSL consider Google to be a trusted party in our communication.
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