Analysis of privacy risks and measurement of privacy protection in web services complying with privacy policy

Ashif Adnan, Muhammad Omair Alam and A.K.M. Aktaruzzaman 
Department of Computer Science
University of Windsor
{adnan, alam1s, abul}@uwindsor.ca
Abstract

   The web services have been growing tremendously with the growth of internet leading to the need to protect the privacy of the web service users. To do this, we have to understand the risks to the privacy that comes with the service, how to measure the protection of personal privacy of the services and how to make privacy policy compliance web services. In this paper, we have found some weaknesses of the proposed methods what we have observed for analyzing privacy risks, measuring privacy protection, and complying with privacy policy [1,2,3]. Here, we have also proposed modified idea of analyzing privacy risks, measuring privacy protection and modified architecture for a privacy policy compliant system.  
 1. Introduction

   This work considers web services to be: a) web based services that employ XML (eXtensible Markup Language), WSDL (Web Service Definition Language), SOAP (Simple Object Access Protocol), and UDDI (Universal Description, Discovery, and Integration) in a service oriented architecture (SOA) [1], and b) existing and previous generations of web based applications that involve web browsers interacting with web servers that do not employ XML, WSDL, SOAP or UDDI. This work applies to all web services so described.

   Numerous web services targeting consumers have accompanied the rapid growth of the Internet. Web services are available for banking, shopping, learning, healthcare, and Government Online. However, most of these services require a consumer’s personal information in one form or another, leading to concerns over privacy. For web services to be successful, privacy must be protected.
   To bring the personal information under protection first we have to be able to analyze privacy risks with and how to measure   privacy protection in web services which should be followed by a privacy policy compliant web services. We have studied three publications on these three topics mentioned above.

   The approach we have studied for privacy risk analysis talks about where and what protection is needed with respect to privacy risk. According to the author of the paper, considering “where” and “what” is essential to effective privacy protection. In his paper, he has proposed a method for privacy risk analysis along with visual techniques to identify where and what protection is needed in terms of risk. Here the privacy risk analysis is limited to the identification of privacy risks [1].
   It is also important how well a web service protects consumer’s privacy. Such measure helps the customer to choose the service with the highest level of privacy protection and also helps the developers to measures how well a service protects consumer privacy to develop services that meet pre-defined goals of privacy protection.
The studied approach defines the measurement of web service privacy protection and its calculation [2].
   We have also found that we need a privacy policy negotiation approach to protecting personal privacy.  The literature for this provided semi-automated approaches for deriving personal privacy policies and approaches to ensure that provides of web services comply with the privacy policies of service users. The literature we studied has examined privacy legislation to derive requirements for privacy policy compliance systems and then has proposed an architecture for a privacy policy compliance system that satisfies the requirements [3]. 
     However, there are some weaknesses or incompleteness which we have found after studying the above mentioned approaches regarding privacy protection that we are going to discuss in this paper. So, the objective of this paper is to a) modify the proposed method for privacy risk analysis, b) modify measurement of privacy protection and c) also modify the architecture for privacy policy compliance system to make them complete mitigating that incompleteness.  
   This paper is organized as follows. Section 2 illustrates our background study about how to analyze privacy risk, how to measure privacy protection and the architecture of privacy policy compliance web service. Section 3 presents our modified method for risk analysis and measurement along with the modified version of the privacy compliance architecture. Section 4 presents conclusions and directions for future research.

2. Background study
   Here we are going to illustrate our observations on web service privacy into four different subsections which has been derived after careful study of the corresponding literatures [1,2,3].
2.1 Privacy and web services
    G. Yee has explained some terminologies in his paper [1] – privacy, privacy policy and user privacy risk based on the definition given by Goldberg et al. in 1997 [4].
    Privacy refers to the ability of individuals to control the collection, use, retention, and distribution of information about themselves. This suggests that personal information should be linked to a person to make it personally identifiable information (PII).  
    A user’s privacy policy is a statement that expresses the user’s desired control over a web service’s collection, use, retention, and distribution of information about the user. User information can only be disclosed to the provider if both the user’s policy and the provider’s policy are in agreement with each other. Figure 1 gives an example of user/provider privacy policies for a web service that implements an online pharmacy [1]. 
    A user privacy risk of a web service is the potential occurrence of any action or circumstance that will result in a violation of a user’s privacy policy in terms of collector, what, purposes, retention time, and disclose-to. 
    The policies in Figure 1 are minimum privacy Policies[10]. Each set of such fields is termed a privacy rule describing a particular information item.
	Policy Use: Pharmacy

Owner: Alice Buyer

Valid: unlimited
	
	Privacy Use: Pharmacy

Owner: A-Z Drugs Inc.

Valid: unlimited

	Collector: A-Z Drugs Inc.

What: name, address, tel

Purposes: identification

Retention Time: unlimited

Disclose-To: none

Collector: A-Z Drugs Inc.

What: drug name

Purposes: purchase

Retention Time: 2 years

Disclose-To: none
	
	Collector: Drugs Dept.

What: name, address, tel

Purposes: identification

Retention Time: 1 year

Disclose-To: none

Collector: Drugs Dept.

What: drug name

Purposes: sale

Retention Time: 1 year

Disclose-To: none


Figure 1. Example user (left) and provider (right)

privacy policies
2.2 Method for web service privacy risk analysis

    Web service privacy risk analysis is performed into two different steps – first by developing Web Service Personal Information Model (WSPIM) and then by following the method for privacy risk analysis described in details in paper [1] which suggested the risk questions in Table 1 and has given an example for Personal Information Model (PIM) of a book seller web service in Figure 2 and corresponding risk table in Table 2.

Table 1. Risk questions
	Field


	Risk Questions



	Collector


	How can the PII be received by an unintended collector either in addition to or in place of the intended collector?


	What
	How can the user be asked for other PII, either intentionally or inadvertently? 



	Purpose


	How can the PII be used for other purposes? 



	Retention time
	How can the PII retention time be violated?

	Disclose-to
	How can the PII be disclosed either intentionally or inadvertently to an unintended recipient? 
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Figure 2. PIM for a book seller web service
Table 2. Partial Privacy Risks Table corresponding to Figure 2
	(PIIs / locations)

	Privacy Risks


	(1,2,3 / path into A); (2 / path into D); ( / path into E)

	Man-in-the-middle attack violates collector, purposes, and disclose to; for path into A, user could be asked for personal information that violates what

	(1, 2, 3 / A, B); (1 /

C); (2 / D); (3 / E)

	Trojan horse, hacker, or SQL attack (for B) violates collector,

purposes, and disclose-to; for B, information could be kept  past retention time 




2.3 Measures of privacy protection 

    In this paper we have studied what are the measures of privacy and how to calculate them.
    Violations of user’s private policy can be classified as internal and external violations:
Internal Violations (IV): The provider or employees of the provider may be dishonest and violate the policy for their own gain. These may also be called insider attacks.
External Violations (EV): The provider’s systems that provide the service or store private data may be attacked by malicious parties outside the provider’s organization compromising the user’s private information (e.g. Trojan horse attack).
    Thus, measuring how well a service provider protects privacy involves looking at what provisions are in place to prevent IV and EV. Let M denote the measure of how well a service provider protects consumer privacy. Measure M will contain two components: one component, mi, to account for the provisions used against IV and the other component, me to account for the provisions used against EV. In other words, M is a matrix expressed as 
M = (mi, me)
    We can make use of some provisions [2] which aim to prevent IV or lessen the probability of it occurring:

    In order to avoid possible ineffective use of the provisions, it is recommended that some standard bodies [2,6] study and recommend percentage rating of the effectiveness of each combination effective against IV such as pj for a combination j. Then for a service provider that has implemented combination k, 


mi = pk , 
0 <= pk <= 1
    For external violations we can carry out a special security threat analysis. Suppose that such an analysis identified n such security weaknesses but that effective security provisions (or countermeasures) are in place for q of the weaknesses. Then for a service provider with such analysis results,
me = q/n ,
 if n> 0, so that 0 <= me <= 1

     = 1,

 if n=0.
    Substituting the values for mi and me into the equation for M,

M = (pk, q/n),
 if n>0

    = (pk, 1),
 if n=0.
    In practice, mi and me may be more visible to consumers expressed on a scale of 1 to 10. Therefore, rather than using M directly, it is recommended that M10 be used to measure how well a service provider protects privacy, where
M10 = (10.pk , 10.q/n),
 if n>0

        = (10.pk , 10),
 if n=0

    The paper [2] has explained in details of calculating mi which has given the example of provision combinations in Table 3.

Table 3. Example IV provision combinations
	Comb. number
	        Description
	Effectiveness Rating (pk)

	     1
	PPCS only
	        95%

	     2
	Secure log only
	        60%

	     3
	Secure log, employee screening, reputation mechanism
	        70%

	     4
	Secure log, employee    screening, reputation mechanism, seals of approval
	        80%


    The paper has also talked about the calculation of me which requires a threat analysis of security weaknesses in the service provider’s systems. 
    For calculating me, the steps are
· Identify threats on the user’s data.
· Create attack trees for the system.
· Apply weights to the leaves.
· Prune the tree so that only exploitable leaves remain. Count the number of such leaves or vulnerabilities.

· Determine if countermeasures are in place for the vulnerabilities. Count the number of these vulnerabilities so mitigated.
    After performing the above steps, both q and n are available for calculating me.   
2.4. Privacy policy compliance web services
    In this paper the author has designed a Privacy Compliance System which will provide consumer a promising approach to measure of control over his/her private information through the use of a PPCS (Private Policy Compliance system). In order to design such a sophisticated system, he analyzes and find out essential requirement for the system according to the Canadian Privacy constitutional law. For details of those entities are discussed in [2]. The table shows the main points of the Privacy Policy.
Table 4. Privacy Policy
	Accountability
	Identifying Purposes
	Consent

	Limiting Collection
	Limiting Use, Disclosure, and Retention
	Accuracy 

	Safeguards
	Openness
	Individual Access

	Challenging Compliance
	
	


    The proposed architecture according to the above requirement analysis [1]
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    Figure 3. Privacy policy compliance system

architecture
    Brief description of the component of the architecture of the figure 3 is given below. For details activities description please see [3].

1. Web Interface: web user interface for interactions with the consumer, consumer             designate, or any Internet user for checking provider information requirements for specific purposes.

2. Privacy Controller: controls the flow of provider and consumer information and requests to fulfill the consumer’s privacy policy.

3. Database Access: provides read/write access to the databases as requested by the Privacy Controller.

4. Private Data Import/Export: sends private information disclosures to other providers, receives private information disclosures from other providers.

5. Provider Information Database: contains provider information.

6. Consumer Information Database: contains consumer information items.

7. Logs Database: contains log entries for PPCS consumer actions.

8. Service Processes: represent the services offered by the provider.

    Strength of PPCS System has the ability of securitization of information usage and disclosure by the internet assuring the honesty of the provider. This also handles the information deletion and reception from others in a simple manner and it also allows the consumer to verify policy compliance.
    However, the PPCS system has lack of scalability, inability to inform the consumers of how to check secure logs for compliance, inability to protect from tampering by malicious provider and has high cost of installation.
3. Our proposed modifications
    As we mentioned that this paper is about modifications of some existing works which we have studied on privacy risk analysis, measurement and privacy compliance [1,2,3]. In this section we are going to discuss first the weaknesses / incompleteness issues of those works and then presents our modifications on those approaches. So, we have divided this section into three different subsections which will be explaining those modifications.
3.1 Web service risk analysis – extend method
We have found after examining the privacy policies mentioned in paper [1] and CSAPP [3] that the contents of a privacy policy for each item of private data can be extended by including some more fields to make the policy complete so the consumer can have full confidence to do the transaction with the provider. The new fields that we have found should be included are as follows:

a) Safeguards: Even though the existing privacy rule can satisfy privacy legislation [1], sometimes it is possible that the consumer’s data are sensitive for which the consumer may want the provider to put more attention to protect the data other than just controlling the disclosures. So, the consumer needs to make sure that the provider has security safeguards appropriate to the sensitivity of the information provided by the consumer to protect his/her data.
b) Individual access: The consumer has the sole right to get informed of the existence, use and disclosure of his or her personal information and should be given access to that information. He or she should also be able to challenge the accuracy and completeness of the information given to the provider. So, this is another issue that the consumer must be confirmed with the provider before transaction.
c) Challenging compliance: This is anther policy which should be included that the consumer also has the right to be able to address a challenge concerning compliance with all of these policies (including new ones) to the individuals accountable for the organization’s compliance. So, the consumer has to also make confirm this issue with the provider.
d) Certificate Authority Access: Sometimes Consumers may want to check the secure logs for compliance but may not know how to [2]. So, there must be some Certificate Authorities to offer consumers a compliance verification service with which the provider has to be registered. Thus, the consumer and provider both have to agree about the same third party authority so the consumer can access the authority for verification. 
    Thus, from the CSAPP we derive 3 more attributes of consumer private information, namely Safeguards, Individual access, Challenging compliance. Now we can follow the example of user/provider privacy policies on online pharmacy in Figure 1 to modify the policy by extending the fields for each information item as follows:
	Policy Use: Pharmacy

Owner: Alice Buyer

Valid: unlimited
	
	Privacy Use: Pharmacy

Owner: A-Z Drugs Inc.

Valid: unlimited

	Collector: A-Z Drugs Inc.

What: name, address, tel

Purposes: identification

Retention Time: unlimited

Disclose-To: none
Safeguards: Yes

Individual access: Yes

Challenging compliance: Yes
Certificate Authority: SB Inc.
Collector: A-Z Drugs Inc.

What: drug name

Purposes: purchase

Retention Time: 2 years

Disclose-To: none
Safeguards: Yes

Individual access: Yes

Challenging compliance: Yes
Certificate Authority: SB Inc.


	
	Collector: Drugs Dept.

What: name, address, tel

Purposes: identification

Retention Time: 1 year

Disclose-To: none

Safeguards: Yes

Individual access: Yes

Challenging compliance: Yes
Certificate Authority: SB Inc.
Collector: Drugs Dept.

What: drug name

Purposes: sale

Retention Time: 1 year

Disclose-To: none

Safeguards: Yes

Individual access: Yes

Challenging compliance: Yes

Certificate Authority: SB Inc.



Figure 4. Modified example user (left) and provider (right) privacy policies
    Accordingly we have to extend the risk questions in Table 1 for each new field we have found based on our idea that how a risk can arise in these new fields. So, the new extended risk table is as follows:

Table 5. Extended Risk questions
	Field


	Risk Questions



	Collector


	How can the PII be received by an unintended collector either in addition to or in place of the intended collector?


	What
	How can the user be asked for other PII, either intentionally or inadvertently? 



	Purpose


	How can the PII be used for other purposes? 



	Retention time
	How can the PII retention time be violated?

	Disclose-to
	How can the PII be disclosed either intentionally or inadvertently to an unintended recipient? 



	Safeguards
	How can the security safeguard appropriate for PII be affected?

	Individual access
	How can the access of personal information by appropriate individual customer be violated?

	Challenging compliance 
	How can the compliance regarding Privacy principles associated with PII be changed intentionally or unintentionally?

	Certificate authority
	How can the secured logs passed by the certificate authority to customer be accessed by unintended recipient in addition to the intended customer?


3.2 Privacy Policy Compliance System (PPCS) –        with compliance verification
    The PPCS system has been designed to advocate the match the consumer and provider privacy policy. But there are some strengths and weaknesses. We not going to discus about the strength of the system because, we have developed new ideas about the PPCS system based on weakness of the system. 

    After analyzing the data of requirement analysis of the PPCS system, we found following weaknesses and developed our new ideas that the system should be armed with the solutions. Also these ideas developed on the characteristic of the segment of implementation. 
    Web services can only succeed if consumers are confident that their privacy is protected. PPCSs are essential for giving consumers this confidence. As future work, it will be more robust if we can modify the architecture and fulfill the further requirement which we have pointed out below and develop an architecture in a prototype to explore any potential usability with higher level of privacy security.

1. Damaged protection: Should the consumers be protected if there are emotional of economical damaged occurred due to shared personal information or disclosed to others.
2. Children protection: How under aged children can protected from sharing information to the provider or others related to the specific provider. Should the parents have an option to get inform and take prohibited action according to behavior?
3. Right to transfer: Should the Company choose to sell or transfer business assets, it is possible that the information we possess may be transferred as part of that transaction. The Company may decide to retain a copy of the information post sale or transfer. 
4. Right to opt in/out: Are there any provision to opt-in or opt-out in case of consumers are willing for their personal information?
5. Lack of scalability: If number of consumers is huge then load balancing is required

6. Lack of knowledge: Consumer may lack of knowledge to check log file 

7. Data temper: Malicious provider may tamper with its PPCS so that fallacious logs are recorded

8. Cost: Provider may not install PPCS due to the cost

Modified Architecture
    In accordance to our analysis of weakness of requirements, we have found that in-case the lack of customer’s knowledge or not to bother, how to check the log file, we have proposed new architecture. There should be third party Certificate Authority, who will be linked to consumer and provider. From this entity/component, Customer can inquiry and collect their personal information from certificate authority that verify compliance and provider also can be sure of their collected data is verified and accurate. 

[image: image3]

Fig 5: Modified PPCS Architecture
3.3 Privacy Measurement – with new       measurement technique 
    The following steps can be used for making the data transactions more secure. Even it can be safeguarded against the employees of the company who would want to access the data for their malicious purposes. 
1. Create each record with a virus and assign ID for each record using an algorithm,
Say if the records are named as R1-Rn and virus is named as V, the records in the new file become RV1-RVn.

2. Since the records are created with virus, if any unauthenticated person tries to access the record, the attacker just gets to see the infected file, i.e. the record with the virus. For example if he tries to see the 55th file, he gets to see only the RV55.

3. Whichever records are accessed by the attacker will changed into infected format and sent to the destination. The records which are not viewed/ accessed will be sent in original format.

4. The authentication to access the record can be specified using any passwords, voice message or any encoding format. It adds more privacy and prevents the unauthorized access. 

5. Also give the records a specific TTL (time to live). That is if the attacker continuously attacks the file in order to gain access, the record will be discarded after a particular time. [image: image4.png]



6. Also the user comes to know which record has been infected with, and how many times it has been viewed, and he too gets the file in the infected format. Since the records are given ID, the authorized person will get to know which records have been tried to accessed and deleted. He then sends a request to the sender to resend the deleted record For example, the record R82 has been deleted and it can be resend.  

7. The user then uses a reverse algorithm for decoding the virus and gets back the file. R1-Rn

 

    In this way the private information of the user goes straight from the user to the person who has been authenticated to use it. The algorithm used for sending the virus with the file, will be predefined by the company's authenticated official, as well as the reverse algorithm.
4. Conclusions and future researches
    The rapid growth of web services has led to various methods to protect privacy.  However, before privacy can be protected, it is necessary to understand how to analyze the risks to privacy and how to measure them following the privacy policies. This is key to develop a privacy policy compliant web service. This works have studied some literatures on visual analysis of privacy, measuring privacy protection and privacy policy compliant service [1,2,3] and found some limitations of those approaches. Observing those weakness, this works have also proposed 
Some modified idea for analyzing privacy risk, measuring privacy protection and architecture for a privacy compliant system so we can protect privacy more effectively.
    Plans for future research include: a) Programming the graphical notation to be machine readable for visually analyze the privacy risks to make it semi automated, b) Protecting the system from occurring damage due to shared personal information c) Protecting children from getting affected by shared information by others by giving some options to the parents to get informed d) Improving the procedure for threat analysis by automating it and making it more foolproof  e) Investigating other possible methods of privacy protection effectiveness .
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