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Abstract: 
This case study discusses the security and privacy policy of ZAK Airlines. The primary responsibilities of company are to issue the ticket to customer in a manner that after issuing the ticket, the company will not keep the data in to their own database. All the data will be saved in the smart card of the customer. Smart card is a device, which contains the “Personal Data” of the user. Personal data refers to any information that identifies or can be used to identify the person to whom such information is relevant. The information includes name, address, phone number, fax number, email address, financial profile, social security number and credit card information. Due to the confidential data on smart card, we will have to insure certain things like confidentiality, integrity, authentication and non-repudiation as a part of our security policy. And we have to cover things like Collection of personal data, release of personal data to others, integrity and relevance of data, required disclosure of personal information, enforcement, rules on policy violation and changes in our privacy policy.
1. INTRODUCTION

As an airline company our primary responsibility is to issue tickets to customers in a manner that we will not be required to keep customer personal information in our database for our own internal operation. Customer will be carrying all personal information regarding every aspect of life with him and at the time of issuing a ticket he will present his smart card in our branches/ office and we will write the ticket into his card in a way he will not be able to forge it. To implement this system we will have to take some security and privacy policy. This paper discusses overview of such policies.

Since we have to write the ticket into customer’s smart card/ flash key, our system permits only to book the ticket online and to confirm/ purchase the ticket the customer MUST visit one of our branches before certain time of the flight.

Since the customers will give booking online, purchase tickets with credit cards, we will have to ensure certain things like confidentiality, integrity, authentication and non-repudiation as a part of our security policy.

2. SECURITY POLICY
2.1. Confidentiality:

We assume that the smart cards will be distributed/ managed by other third party or government offices. Every smart card will have a personal code by which the customer will authenticate himself.

For confidentiality we will use the technology similar to public key encryption. Each smart card will have a set of public key and private key. The public key will be available to everyone and only the customer will know the private key. 

Figure: Method of using Public Key System for Confidentiality
Using the public key and encryption algorithm we will encrypt the ticket containing all personal information. The resulting cipher-ticket will be kept into our database for a certain time after the flight executes and this cipher-ticket only can be decrypted using customer’s private key which will not be available to us. Thus the customer will have confidentiality with our system. We will keep the cipher-ticket for purpose of future modification/ cancellation of ticket, for which we will need the customer’s private key/ personal code and only customer can do such modification/ cancellation. Further without the private key the cipher-ticket will make no sense and the confidentiality of customer’s data will be satisfied.

2.2. Authentication:

Since the customer will have to visit our office to confirm a ticket or to check in booth in the airport, authentication will not be an issue in this case. Because the customer will authenticate him by entering the personal code of his smart card and there should be some photo identification in his smart card.

2.3. Integrity and Non-repudiation:

Integrity will be an important issue in this case as we assume that the customer may alter the data (date of flight/ class of travel/ price of ticket etc) and data integrity will ensure that such things do not occur. 

Non-repudiation will ensure that the customer agrees with the ticket and the customer certifies that he is aware of the terms and conditions of the ticket. 

To ensure the ticket integrity and non-repudiation we will use some existing technologies like many-to-one hash function, message digest and digital signature. 

At first when we will write the ticket into customer’s smart card, we will get the fixed-length message digest by passing the entire ticket through many-to-one-hash function. Then that message digest will be encrypted by the customer’s private key/ personal code. The customer will do this in our office at the time of purchasing the ticket.


Figure: Method of generating digital signature

Then we will write the signed message digest into his smart card. 
    Later when he comes for any modification/ cancellation then we will pass the signed message digest through the encryption algorithm and will use customer’s public key. As a result we will get a fixed-length message digest. Then we will pass the entire ticket (that the customer claims to be not altered) through the many-to-one hash function and we will get a fixed-length message digest. If both fixed-length message digest are same then the customer did not alter the ticket, otherwise the customer has altered the original ticket. This technology and process will ensure us about the ticket integrity and non-repudiation. 
Figure: Verifying message integrity/ digital signature
2.4. Backup of data:
     We will also create a backup of our transactions for emergency cases. Backup database will be placed in a secure place outside company office. All data in the backup database will be in encrypted form, so without customer’s consent we will not be able to retrieve those data. In case of emergency customer must notify us so that we can write recent transactions with that customer into his smart card. The writing technology will be the same as we write a ticket normally into smart card. For any emergency situation if those data need to be retrieved, then it will have to come through the proper authority like government. In that case government will collect the private and public key of that customer from the 3rd party (which also may be a subsidiary of government) and will supply us the keys in order to get customer data.

2.5. Process of online transaction:
     Customer can buy tickets through our secured website. In that case customer will be given a confirmation number and this confirmation number will be supplied to our airport booths. When the user will board on to the plane, before boarding at the time of check in, our office in the airport will write that ticket into customer’s smart card. Note that, in case of online transaction we will keep the un-encrypted ticket prior to the flight. As soon as the customer checks in and we write the ticket into his smart card, we will delete the un-encrypted ticket and will save only the encrypted form of that ticket.
2.6. 3rd party maintaining the public and private key of smart card:
     All smart cards will be issued by a third party. This 3rd party will have the records of all public and private key of all smart cards. This agency will also keep records of which customers have smart card along with their public/ private keys. This 3rd party might be a government subsidiary or a division of some ministry of government. They will be maintaining the maximum standard of security policy and technology.
3. PRIVACY POLICY
ZAK Airlines Corporation recognizes the importance of safeguarding the privacy interests of individuals. Although ZAK primarily interacts with the travel industry and related businesses, it regularly receives Personal Data about the flying persons as part of its activities. 

"Personal Data" refers to any information that identifies or can be used to identify, contact, or locate the person to whom such information pertains. This includes information that is used in a way that is personally identifiable, including linking it with identifiable information from other sources, or from which other personally identifiable information can easily be derived, including, but not limited to; name, address, phone number, fax number, e-mail address, financial profiles, Social Security number, and credit card information. Personal Data do not include information that does not identify an individual or demographic information not connected to an individual. 

In 1998 the European Union introduced the Directive on Data Protection, which regulates the transfer of personal data to non-EU countries. Personal Data may be transferred to companies in the United States that are in compliance with the Safe Harbor provisions of the Directive. The European Union and the U.S. Department of Commerce established the Safe Harbor Program in 2000 to ensure that all companies handling such Personal Data possess "adequate" privacy standards. 

3.1. Collection of Personal Data


     ZAK does not gather any Personal Data from individuals who merely visit our Web site to learn more about our services. ZAK itself does not solicit Personal Data directly from Customers. ZAK receives Personal Data about the individuals ("Customers") that are the subjects of their transactions. Users supply sales information about Customers and their transactions which is stored in the ZAK database. ZAK does not receive, collect or process any sensitive Personal Data, that is, information relating to a person's race, religion, ethnic origin, political opinions, trade union membership, sex life, or health or medical conditions.

3.2. Release of personal data to others


     The Personal Data received by ZAK is used primarily to facilitate the performance of the contracts between the Users and the Customers, and are available only to ZAK, the Sales partners directly involved in the performance of that contract, and financial intermediaries whose payment systems are involved in the transaction. ZAK does not disclose Personal Data to any other person. ZAK does not sell or market any Personal Data about Customers either individually or in the form of customer lists. ZAK does prepare and make available to Sales partners and others reports based on aggregated or consolidated data, including statistical data, of Customers’ transactions. These reports do not contain any data specifically pertaining to an individual Customer or that would enable the recipient to identify a Customer.

     ZAK may disclose Personal Data pursuant to written request from law enforcement or a government agency relating to national security matters and/or to provide for the prevention or detection of imminent criminal acts or the apprehension or prosecution of offenders. You may choose not to have your Personal Data disclosed to any other person for the foregoing purposes. In the event that you do not wish to have your Personal Data disclosed to such persons for the foregoing purposes, please contact us at the address set forth in Section 10, below.

3.3. Integrity, Relevance of Data 

     ZAK attempts to process and retain Personal Data that is relevant to enable Sales partners to complete the transaction for the related Customer. Following delivery of Personal Data about a Customer to ZAK, the Personal Encrypted Data is retained for 39 months, following which it is deleted. That period represents the period during which disputes between the Users and the Customer are likely to arise and with respect to which the Personal Data will continue to be relevant. 

3.4. Required Disclosure of Personal Information

    In certain exceptional circumstances, ZAK may be required to disclose Encrypted Personal Data without the consent of the Sales Partner or Customer. For example, in situations where ZAK:
· is required to comply with a judicial proceeding, a court order or legal process served upon ZAK;
· is required to comply with a government order, or to cooperate with law enforcement authorities in connection with a criminal investigation;
· undertakes an investigation of potential fraud, misrepresentation, or larceny;

· determines disclosure is required to protect the vital interest of an individual (life, health); or

· is involved in a civil action against a Sales Partner or Customer.


    In such instances, ZAK will make all reasonable efforts to preserve Personal Data that have not been specifically requested. Note that in all cases we will supply only the encrypted personal data and it is not our responsibility to supply the public and private key of the smart card. At best we can reference the third party who handles all issues regarding issuing smart cards along with public and private key.

3.5. Enforcement 

    All U.S.-based Users and Customers who wish to file a complaint concerning ZAK's compliance with its privacy policy should first contact the ZAK Customer Support Center using the contact information provided in Section 9, below. ZAK shall be responsible for conducting an initial investigation of the complaint and, if possible, for resolving the dispute. ZAK shall provide an explanation if it decides to reject a Customer's complaint.

    In the event that any citizen of the European Union is not entirely satisfied with the resolution of a complaint proposed by ZAK, ZAK will cooperate with the relevant European Data Protection Authorities to resolve that Customer's complaint. 

3.6. Rules on policy violation
    The violation may occur due to an individual's negligence, accidental    mistake, having not been properly informed of the current policy, or not understanding the current policy as well as user may knowingly perform an act    that is in direct violation of the defined policy.

    When a policy violation has been detected, an investigation should be performed to determine how and why the violation occurred and the appropriate corrective action should be executed.

3.7. Determining the response to policy violation
     Determine if the violation to policy is committed by "insiders" or "outsiders" based upon administrative, legal or political boundaries. Corrective action must be taken to correct the offending party; from a written reprimand to pressing legal charges.  

3.8. Policy on Lost or Stolen Smart Card

    As we assume that the smart cards will be distributed/ managed by other third party or government offices and therefore if it is lost then we are not responsible to reproduce it. But we can reproduce the ticket before flight into his new smart card in case of a lost/ stolen smart card. 

3.9. Changes 

    The information and materials contained in this policy are subject to change. Any changes to this privacy policy will be posted at least 10 days prior to the change taking effect. 

3.10. Questions 

    Should you have questions about anything in this policy, please contact ZAK: 

Phone: +1 519.256.2594
Fax: +1 519.256.2594
E-mail: rahma21@uwindsor.ca 

Mail:
Zillur-Ahmed-Khan (ZAK) Airlines Corp.
Customer Support Center
401 Sunset Ave, Suite 3142

Windsor, ON N9B 3P4
4. CONCLUSION
The system we designed to implement with the Smart Card concept can be augmented with the existing other systems and technologies. We used technologies like public key system, many-to-one hash function, digital signature etc which already exist in current technology. Our implementation ensures the confidentiality of customer personal data, integrity and non-repudiation of data. However we are looking forward for new technologies where we can overcome this limitation and offer customers complete and flexible systems where they can write their card without visiting our branches or offices while maintaining the confidentiality, integrity and non-repudiation of data. 
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