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Abstract— The rapid proliferation of credit cards and the cost-effective growth of maintaining security in transactions are creating unprecedented opportunities for developing large-scale distributed applications. At the same time, there is a growing concern over the security of Web-based applications, which are rapidly being deployed over the Internet. This paper discusses policies and methodologies to improve the security level of credit card transactions using smart devices, Service Oriented Architecture (SOA), and virtual money where the user controls all the information and hence the issue of user-privacy is taken care of.

I. INTRODUCTION
In this information age the whole world and most of its population, directly or indirectly, are connected with the Internet for electronic communication and to achieve enhanced performance in all dimensions of the human works. Though this massive interconnection gives us an enormous advantage in our daily lives but this potentially introduces a new area of problem – individual user privacy. Information about individuals is currently maintained in many thousands of databases, with much of that information, such as name and address, replicated across multiple databases [1], [5].

Currently the user does not own, maintain, and control his personal information, allowing access to those who needed at the time it is needed. The users’ information is spread over numerous databases. Even the users are unaware where the information is distributed. It is user’s sole responsibility to notify any changes to his/her information to those distributed data repositories. In consequence, in this scenario where the user does not even know where to notify, it is pretty likely that the information held by the cyberspace is nor accurate and consistent [8]. 

There are researches going on towards a new paradigm where users will own and control access to their personal information in an electronic commerce environment. So the new idea is that the user will have all the data with him/herself rather than distributed over thousands of places. Lots of varieties of data there should be with each user for example, banking information, medical, financial reports, insurance information, credit card information etc.

In this paper a complete policy and planning of the credit card information was designed so that the user should be handling in this new user-owned information system environment. 

II. SCENARIO

There are lots of possible scenarios to consider between a user and the credit card company but the authors are interested mostly in credit card transactions. There are basically two major types of transactions – Card Swapping and Online Transactions. Other concerns such as frauds, violations, and release of information to third parties are also taken care of. In the followings it will be defined credit card policies for these activities.

III. SECURITY AND PRIVACY POLICIES 

This momentum is driving us toward conflicts between huge amount of transactions provided by organizations’ need for security on one side, and individuals’ need for privacy and financial protection on the other. The card information must be encrypted all the time by means of the most robust encryption mechanism available. Users own all of their personal information at a hardware level and all the information are encrypted. Specialists encourage the spread of “smart devices [5] or “card computers” [3], [4]. 

A. User Interface

The user interface to the mobile card is very straightforward hiding the technical and implementation details from the user. The user does not need to know the details of this technology but only how to use the card and configure it properly. The user interface is intelligent enough to guide and instruct the user about various configuration options.

B. Authentication

The policies required for authentication could be split in two separate parts: user side authentication and company side authentication. 
1) User-Side Authentication 

The personal authentication of the user is done by using both biometrics [4] and password.

2) Company-Side Authentication

These are the policies required for company-side authentication:

When the user swaps the card for the transaction or any modification then the credit card company needs to authenticate itself to the card to access only credit card information database of the user. This would be a password-based authentication system to identify the legitimate access by the credit card company. 

This swapping is done basically using a card reader. The user will indicate using the card reader terminal (similar to the activity in the present day ATM machines) that s/he needs to do a credit card transaction. 

This will eventually establish a secure connection and will grant a Role Based access to the credit card transaction server, after the server itself authenticates to the card using a password based authentication system. It can be assumed that the authentication used by the credit card company is very secured and it is their responsibility to keep and maintain the passwords in a secure environment (e.g. the same way they maintain all the valuable information of the customers along with their unique credit card number). In addition, this password-based authentication is even stronger than the present password-input system because this system is fully automated and machine generated i.e. the password is never entered manually.

C. Disclosure of Information to a Third-party

There is also the requirement for a third party to be able to decrypt a user’s information, such as in the case where a user dies, gets disabled or there’s a need of information to law enforcement agencies and to the government in case of national security. Those third parties should have an agreement about sharing of information with the owner and the credit card company regarding these issues. 

The sharing of information is done from the backup server of the credit card company as the smart-card can only be accessed by the owner and nobody else, as it is protected by both biometrics and password. Owner should be able to specify who else can decrypt his data and under some special circumstances This could take the form of partial key escrow that obey the secret sharing property [5].

An audit trail is needed that can be trusted and used in the event of a dispute. These audit logs are all encrypted and are kept in a tamper-resistant hardware, such as the Trusted Computing Platform (TCP) with a protected storage area where they cannot be deleted. As the information goes to a third-party while auditing, there should be a strict expiration date (usually 36 months as detailed later) for the data needed during that period [5].

D. Role Based Access Control

Mainly, Role Based Policy [5] is implemented so that the credit card company has the access right to the part of information for which it is only allowed to. For instance, other businesses (health care industry, other credit card companies) will not receive information about transactions that are not involved.

In this role-based access control system none is the super user (i.e. no one should have all the rights to write or read the information). Therefore the user will only be able to see the credit card transaction, balances and other information regarding to his credit card activity but s/he is not permitted to write/modify those data. The credit card company only has the read privilege on the current account balance of the holder but not to the other information not related to transaction and will have the write privilege to update the most recent transaction and account balance. While the credit card company reads the data from the owner of the data, it should use a pseudonym [5] so that it cannot identify the user. 

There should be intrusion detection and prevention system implemented so that someone unauthorized cannot gain control of the user data.

E. Data Synchronization and Backups

It is needed to have backups in case of loss of the cards and also for the online transactions. Also, in the case of online transactions and data modification, if needed in agreement with the user and the company, it is required to synchronize the updated data. 

The following procedures are followed to backup the data:

Backups are mandatory for the information in the card and are encrypted with the owner’s public key. Backups should be performed after every transaction so that should the backup is required there is no information loss.

For backup the user’s data is distributed across secure servers such that the mobile device is only an access point (this assumes that the user’s information is encrypted so that it can not be viewed by the owners or administrators of the servers). If the servers follow regular backups and employ hardware solutions such as RAID, then the user should not need to worry about performing backups or losing data [5].

Online transactions are done through the backup servers where the same type of role based access control and authentication is implemented for the credit card company to access and modify the transaction and balance records as done for the card. At any point of time the backup server holds the most updated records because it is updated right away after any transaction is being made by the mobile card.

The following procedures are followed to synchronize the data:

All the cardholders are required to have a mobile card reader device if they want to do online transactions. The user needs to use that device in connection with the computer used for an online transaction. In this case the online transactions are treated in the same way as offline transactions. Suppose a user wants to pay a company x. Then company x will contact the credit card backup server to initiate a connection with the user’s card through a mobile device card reader at the location of the user. The credit card company will authenticate itself and do the steps to update the records (current balance and transaction information) in the same way as it does for the swapping transactions.

In case of suspension, cancellation, increment of the credit limit or any other modifications needed to be done by the credit card company (not by users as they do not have that right), they will call the owner and will tell him/her to hook-up the card reader device, insert the card inside, and then the credit card company will do the modification in the same way it synchronizes or updates data while doing online transactions. Alternatively, these modifications can be done by telling the user to visit any of its branches with his smart card.

F. Policies About Violations

The credit card company reserves the right to fetch all the information of a customer from its backup database to take collection/legal actions if s/he tries to fraud or violate the rules and agreements with the company. 

As privacy is the main concern for this new system, the authors oppose the idea of current credit bureau where all types (good and bad) credit records are kept. Instead, they propose to store information about violators in a “Bad Credit Bureau” so that other credit companies can check to prevent further possible crimes in future.

G. Collection of Transactions and Personal Data

The credit card company will retain the information about a user for a period of 36 months in its database. This period is taken as a possible time-span where there could be dispute between the user and the company. It will discard any data of a user that is 36 months old

IV. DEVICES

For improving efficiency in credit card transactions, the following devices might be considered:

-Smart devices

-Virtual Money
A. Smart Devices
At a hardware level a company should encourage the use of “card computers”[4]. These devices could be used together with personal identity cards, being accessed using digital passwords or fingerprints. This idea is not new. There has been over 20 years of sustained research in this direction.  

Different from traditional orientation when different organizations collect in different places information from users, the main idea for smart devices is that the information about users is centralized. In this way the information is systematically updated in a centralized system. In addition the users can decide who should receive information about them and what. 

The user should fully understand the responsibilities and to provide appropriate access. In addition, once someone performs identity theft might have access to all personal information and provoke greater damages. 

B. Digital Cash

Another important idea that is recommended is the implementation of the digital cash. The idea consists of using “digital payment” as a transaction unit. The merchant involved in transaction could redeem after these payments in transforming them in real money. Such systems have already introduced in America and Europe. Big credit card companies such as VISA and Master Card already proposed an international standard for transactions called Secure Electronic Transaction (SET).

V. SOFTWARE ARCHITECHTURE REQUIREMENTS

Due to great security levels required in transactions, a credit card company should have its information systems and applications graded at a high level of security. Unfortunately many well-known software vendors don’t yet understand that security is not an add-on feature [8]. They continue to design and create products with little attention paid to security. They start to worry about security only after their product has been publicly (and often spectacularly) broken by someone. After intrusions took place, they propose a patch instead of coming to the realization that designing security from the start might be a better idea. This sort of approach won’t work in credit card business-critical applications.

A. General Ideas for Credit Card Software Applications

Technological trends consider the use of Web Services (WS). WS era is intended to enable automatic online commerce in the spontaneous open way that has characterized the latest years on the World-Wide Web (WWW). With regards to the high automation process achieved with Electronic Data Interchange (EDI), the major difference between EDI and WS is the distribution. With EDI, a business transaction model is conducted directly to other parties, but WS relies on third parties in order to complete the same transaction [6]. Not only, the different approach makes WS more scalable, but also it adds more complexity to the designed of WS. There are discussions to replace the old EDI components and the security technologies are the most important aspects. 
It is recommended that a credit card application have the followings:

- Avoid the policy “Penetrate and Patch” by designing in time more reliable products. The security issues should be from the beginning considered of highest importance. Further detected flaws are more costly and less effective to patch for already established market. 

- All sensitive credit card information should be encrypted within a database to protect all clients’ credit card information from prying eyes.

- There should be a user level password protection to controls user permissions within access to database.

- Use Address Verification Service (AVS) to reduce fraudulent transactions.

- Increase security with CV2 verification standard (reduce charge backs by verifying that the front of the card matches the values on the back).

- Decrease expenses that result from attempts to authorize insufficient credit or invalid cards.

- Define a reliable transaction clearing and settlement process that ensures fast and accurate payments.

B. Mapping Security to a Services-Oriented Architecture 

Designing a system for security, carefully implementing the system, and testing the system extensively before release, presents a much better alternative. Especially a Services-Oriented Architecture (SOA) software offer high level of security facilities and opportunities to reduce the time required to develop a complex software strategy. SOAs systems have been praised for their high level of scalability [2].

C. The Implementation of Roles Based Policy

The smart card will contain a small personal database, containing encrypted information about user’s current balance and the user’s identity, possibly for few different credit card companies. Each company has individual and unique entries in that database. During a transaction or modification, after the credit card company authorizes itself to the card, it gets the permission to access the information that is unique and not to the other company’s unique information.

Related to the implementation of software architecture, web-services layers using XML architecture are designed rather than directly against a legacy layer. There are several security aspects: 

- Creating a persisting security context from the end users, clients to the business systems, and internal operators. They will have access only to their permitted information, according with their role.

- Ensuring that an unauthorized user (internal or external, who could send malicious XML messages) is blocked from the Web service.

- Blocking deceitful XML messages that try to go through the XML gateway.

D. Security Services Using XML layer
To understand how security requirements are mapped to a typical services-oriented architecture, O’Neil proposed Web services deployed at the consumer and access layers [7]. The communications is realized through Web portals architecture offering the following facilities:

- End users interface indirectly with Web services 

- Application-to-application communications

- Services designed as layers (across an XML message bus or other type of orchestration engine). At the systems layer, business applications have security profiles that must be mapped to the end users or Web services client applications.

Using VPNs and wireless LANs, passing XML traffic to the services layer through the XML gateway is not always safe. Frequently problems can occur in these in trying to manage the client/user security context between the access layer (where the identity of the client or user is authenticated) and the services layer (where applications authorize and tailor responses to the end user or client). For this cause, experts recommend that security be "deperimeterized" [7] by enforcing security rules at the services layer, close to the end point. For this purpose security tokens should be used. These security tokens are inserted into XML messages. The most often encountered solutions are SAML assertion and WS-Security (Username Token). 

To pass security context with XML messages sent to and within a services layer, the software architecture use the existing users policies’ roles rather than establishing a new scenario just for Web services. For this purpose an XML security server containing links to existing security architecture is used. A solution designed by O’Neil [7] is represented below:


Fig.  1. The Layered Software Designing Approach to Implement Security to the System.

VI. CONCLUSION

For credit card companies, large-scale automation transaction systems are required today. One might then ask: To what forms of society could this new technology lead? The approaches appear to hold quite different answers. Using secure software architectures in credit card transactions remains of paramount importance. In addition, selecting smart devices, users will own personal information details and will be responsible for the distributions. This process will simplify and improve the audit effort of tracking financial transactions that credit card companies should provide. Overall, the transactions are made more secure, providing a more flexible access to users than in the past. Coupling computers with telecommunication devices creates what has been called “the ultimate medium” and it certainly represents a great step.
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