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Abstract—Information about customers is maintained in thousands of databases and, the companies find ways to misplace or share this personal information with other individuals or companies. Personal information – such as what we have spent and where we have spent, our social insurance numbers, driver’s license number, insurance policies – can be made public to other organizations without our consent. This paper presents the concept of users owning their personal information and introduces security, privacy, authentication and access control requirements, as well as the technology that could be applied to implement these policies.
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I. INTRODUCTION
C
urrent systems are based on the facts that the user information is stored and controlled by the organizations. Whenever a user accesses any service, his/her personal information is stored with that service provider. This provides consistency in case user returns to that service provider for further services. Although this model seems very intuitive, but it fails in two ways. One, lack of rigorous security, and the other is misuse of user’s personal information which many companies considers a commodity that could be bought, sold or traded without users consent. The solution we propose is to give users control over their personal information. This paper suggests privacy and security policies that should be implemented once the user has the control over his data. We are presuming to be a company that provides health insurance services to its customers.
II. SCENARIO AND ORGANATION POLICY
We are facing a scenario where companies and industries are forced not to keep the customers data. Customers will keep all the respective information related to the services or facilities they are getting from a company. In this kind of setup, companies still need to impose efficient and effective security and privacy policies so that customer’s information and important data remains private.

Our team is taking up the role of a Health Insurance Company. We provide short term health insurance of four months. The customers have to pay their full policy upfront which expires automatically after four months of activation.

Since customers are responsible to keep their data with them, hence it is part of the agreement to contact a third party to backup their information. It is the client’s choice to pick any third party service they like. We are devising some privacy and security policies for retrieving information from the backups.  Only customers can access the backup information in case they loose the information in hand (Smart card).

In the subsequent sections we will present the privacy and security policies along with the proposed technology that will help in implementing the policies.  In our scenario customers are chief responsible for their own data.
III. PRIVACY POLICY
This policy covers how our company treats personal information related to our customers. Personal information is information that is personally identifiable like customers name, address, email address, or phone number, insurance details, and that is not otherwise publicly available.
A. Personal Autonomy
Client’s personal information will never be shared with third party.  No information is kept with the company itself.

B. Ownership of Data
1) Write-access: No other individual, organization or client itself can write or modify the client’s information.
2) Read-access: Health care service providers who need to access the client’s health insurance information can read the data.

3) Customers have the right to share their own personal information with other individual and organization.

C. Responsibilities of Employees with Access to Health Insurance
· Employees can not access any insurance record as all the information and data lies with the customer.

· All the insurance records are secure and confidential since they lie with the customers.  We have placed sound security policies that ensure confidentiality of the data.

· While processing the customer’s requests, all the data processed on company’s computers are erased once the information is transferred onto the customer’s smart card.
D. Health Care Systems Responsibilities
Any health care system that tries to access the users’ insurance information via his/her smart card, will only be able to retrieve following information for validation purpose.
· Clients’ name

· Clients’ insurance type

TABLE I

SECURITY FEATURES AND CORRESPONDING SOLUTIONS
	Security Features
	Corresponding Solutions

	identity protection
	customers’ picture

	data integrity
	secure hash function

	data confidentiality
	asymmetric key cryptosystem

	data authentication
	asymmetric key cryptosystem


· Clients’ insurance validity
E. Physical Ownership
Clients carry their information with them all the time.  They can allow access to appropriate parts of information to their desired individual or service providers.

Since customers carry their information with them, it gives them the flexibility and immediate access to their information world wide wherever our insurance is acceptable.

In case of loss of their personal information, they are required to contact the third party with whom they have kept their backup information. Since we have enforced strict security policies, we are ensuring that no one makes a copy of the stolen data.
F. Sharing Information with Third Party
· No information will be shared with third party.

· User will always be anonymous with us.

· Client maintains his/her autonomy and dignity.
G. Correctness of Information
The information remains precise and correct because only the company has the right to modify the user information.
H. Backup Data Privacy
Since users are keeping control over their data, they are also required to keep a third party backup that could be used in case of their data lose. To ensure proper privacy in order to retrieve backup information, we suggest the use of biometrics as access mechanism of authentication. It is entirely up to the user to share this data with someone else.
IV. SEURITY POLICY
This policy covers how our company ensures the data security such as identity protection, data integrity, data confidentiality and data authentication.
In our company’s policy, we do not keep any of customer information. All the relative information is stored in the smart cards and is kept by the customers.
A. Identity Protection
Each of the smart card required to have a customer’s picture on it to prevent identity theft. The smart card will look like the regular health insurance card in Ontario, Canada.
B. Data Integrity
All the data is required to be hashed using a secure hash function to ensure data integrity.
C. Data Confidentiality
All the data is required to be encrypted using the asymmetric key cryptosystem to ensure data confidentiality.

D. Data Authentication
All the data is required to be signed (encrypted) using the asymmetric key cryptosystem to ensure data authentication.
Table I summarizes the security features in our system and the corresponding solutions.
E. Data Backup & Recovery
This policy is to prevent losing of data.

· All the customers are required to keep a backup of their data in a standard data center which is hosted by a third party.
· The suggested access mechanism of authentication for retrieving backup information is biometric authentication. This access mechanism will ensure customers’ privacy.

· The data center is only responsible for storing and recovering the backup data which is already encrypted by our company.
F. Audit Trail
With the limited amount of storage space on the smart card chip, the data on the chip has to be stored somewhere else once it reaches its capacity. This is also called an audit trail. Such a system is used in case of disputes when historical data is needed to resolves the issues. We propose that the user should be backing up the data with the choice of his third party.  How data is kept secured is discussed in backup section.

V. SYSTEM MECHANISM
This section will explain the system mechanism that we use to implement the security policy.
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Fig. 1.  Overall System Flow.

The insurance company is responsible of issuing the smart cards to the clients. Each of the smart card will have the customer’s picture on it for the purpose of identity protection. The data will be stored in the card using special encryption techniques. We are proposing to have an infrastructure in place that is similar to banking system where user information is sent to the service provider using a small machine that reads the card information and sends it over. Hospitals and other medical institutes will be equipped with similar hardware that will read in client’s information, sends it over to the client’s insurance provider to verify if that card along with the information inside is really provided by them. This information won’t be altered by the user because they don’t have the private key to decrypt the information for modification. The following are the steps do safe guard and access the information.
Write-Access
Step 1: Hashing
After getting all the necessary information from the customer or finishing updating his/her information, all the information will be hashed using a secure hash function for the data integrity purpose. After this step, a hash value will be produced.
Step 2: Encryption
After hashing the information, both of the information and the corresponding hash value will be encrypted using our company’s public key in the asymmetric key cryptosystem for the purpose of data confidentiality since the encrypted information can only be decrypted using our company’s private key in the asymmetric key cryptosystem.
Step 3: Signature
In this step, the entire encrypted information will be signed (encrypted) using our company’s public key in the asymmetric key cryptosystem for the purpose of data verification in the future.
Read-Access
Step 1: Verification
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Fig. 2.  Mechanism of Data Backup & Recovery.

When reading the information in the smart card, the information can be verified using our company’s public key in the asymmetric key cryptosystem to ensure the data was prepared by us.
Step 2: Decryption
After verifying the information, the information can be decrypted using our company’s private key in the asymmetric key cryptosystem.

Step 3: Hashing
In this step, the information is operated same as the step 1 in the write-access procedure. There will be a hash value produced.
Step 4: Comparison
At the last step, we compare the hash value in step 1 in write-access procedure & step 3 in read-access procedure to endure the information was not modified by someone else. Fig. 1 illustrated the overall system flow.

Updating Information
Taking the example of banking system where user has to go to the ATM/Bank to withdraw/deposit money, users of the insurance company must go their insurance office to update any information necessary.
Data Backup & Recovery
In our data backup mechanism, we try to balance the power of each role. The customers and the data center both hold the encrypted information, but they are unable to decrypt it. The insurance company is able to decrypt the encrypted data in order to modify it, but it does not keep any data. Fig. 2 illustrated the mechanism of data backup & recovery.
VI. TECHNOLOGY OF SECURITY
There are four major technology used in our security system which are smart card, asymmetric key cryptosystem, hash function and biometric authentication. In this section, we are going to give a brief introduction on each of the technology that we use in our system.
A. Smart Card
A smart card is a pocket-sized card with embedded integrated circuit, so it is also referred as integrated circuit card (IC Card) [2]. There are two major types of smart card which are memory card and microprocessor card. Microprocessor card is the card that we are using in our system. It has various properties such as secure file system and human-readable features which is able to provide security services. A smart card is required a smart card reader to communicate with the computer.
B. Asymmetric Key Cryptosystem
In Asymmetric key cryptosystem, each user has a pair of key (a public key and a private key) which is generated simultaneously using the asymmetric algorithm such as RSA algorithm. The keys operate as inverse. For an example, let KUb be receiver B’s public key and KRb be the corresponding private key. When the sender encrypts the plaintext P using the public key and produces the cipher text C, the C = EKUb (P) [4]. The receiver would be able to recover the plaintext P using the matching private key. Therefore, plaintext P = DKRb (C) = DKRb (EKUb (P)) [4]. Furthermore, plaintext P = DKUb (C) = DKUb (EKRb (P)) [4].
In the asymmetric key cryptosystem, the private key is never shared with anyone, and the public key is publicly available to all the users (senders).
Additionally, the receiver B can authenticate the sender A using the sender A’s public key KUa when receive a message which is encrypted by the sender A using the sender A’s private key KRa. For an example, the sender A uses the message P and the private key KRa as input to sign (encrypt) the message and produce the cipher text C. After receiving the encrypted message, the receiver B would be able to verify (decrypt) the cipher text C using the matching public key KUa since the keys operate as inverse. The message can only prepare by the sender A because it is impossible to alter the message without having the sender A’s private key. Therefore, the message is authenticated in terms of source.
As shown in Fig. 3, it illustrated both of the secrecy and authentication using asymmetric key cryptosystem.
C. Secure Hash Function
A hash function can be used to transforming a string of characters into some shorter fixed length value called hash value.  The following formula shows how it works.

[image: image3.wmf])

(

x

HF

h

=

, where h is hash value, HF is hash function and x is the input string [4].
[image: image4.png]Sender A Receiver B




Fig. 3.  Secrecy and Authentication using Asymmetric Cryptosystem.

There are two major requirements for a secure hash function which are irreversible and computational invisible. A hash function is said to be irreversible if it is one way operation.  For an example, given a hash value h, and it is computationally infeasible to find the input x using 
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Another requirement for a cryptography hash function is computational invisible. It means that a hash function should not produce the same hash value from two different inputs (i.e. h1(h2 if x1(x2).

D. Biometric Authentication
Biometric authentication aims on recognizing humans’ physical or behavioral traits in order to confirm its identity [1].  There are two major groups of human characteristics that we can use to measure and analyze. They are physical and behavioral characteristics. Physical characteristics include fingerprints, eye retinas and irises, facial patterns and hand measurements. Fingerprints are the characteristic that we use for the biometric authentication in data center.
VII. CONCLUSION
In this paper, we have proposed privacy and security policies in a scenario where the user has full control over the access and distribution of his/her private data. We need a paradigm shift from the prevailing system where information is distributed across multiple organizations without users consent, to a system where users maintains information on small specialized devices, like smart cards. Although it is impossible to provide full data privacy and security, still there are ways of decrease the chance that autonomy of a user will be compromised.
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