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Abstract- The world is a global village. Thousands of information about individuals is maintained in different databases across the world. Most of this information’s are obsolete and most time organizations passes this obsolete information around. Proliferation of personal information, no doubt raises issue about privacy. There is no guarantee that the custodians of our data will not give out or sell our information. The worst scenario is a situation where inaccurate data are given out by the custodians of our data, or the data not been available when needed. Therefore it becomes inevitable that users must own and control their own data and grant access to whoever they wish needs the information. This paper addresses user ownership and control of information in passport offices. The paper looks at the current system of maintaining data in passport offices, and recommends a new approach towards owner-controlled information. We addressed the problem of authentication, back-up/recovery of data, and tamper proof hardware to protect the database.
I. Introduction
Passport is currently been issued by government through the passport office. It is claimed that this information is owned by the government since it is government’s responsibility to grant citizenship and also revoke it. But the passport contains users’ information and even though it is not owned by him, it belongs to him. It is therefore imperative that users keep a copy of their passport information and provide it upon request.

The current system is based on a centralized database that stores users’ data. Users are authenticated by giving out their passport ID or name. This system is still effective since individuals have adapted to it, but the system has some flaws. 

Currently most of the passport offices in government missions abroad are not linked together to share user information. It is always a frustration when people travel from 
one country to another and have to wait for weeks or months for their information to be transferred from the country to another mission abroad. For example if the passport of a Canadian expires in China, he has to go to the Canadian  embassy in China to apply for a new passport and can not travel to any other country (except Canada) until he/she gets a new passport sent from Canada.

It is still the responsibility of the user to make sure that the information available in the passport office database is correct. Most of the times the user submits correct information to the passport office but the data entry operator enters incorrect data in the database and it still fall on the user to update the correct data. Users also have to update different passport and immigration office sites where their data is stored whenever their information is changed. For instance In Canada, an International student seeking Canadian permanent residence status that sent his/her application to Buffalo, USA, has to update Canadian Immigration sites both in Canada and Buffalo whenever his/her address changes. If these are not done both sites will have different information about the user address.

Privacy of users are been protected by both Federal and Provincial laws. Users currently do not know how their information is been used. There is no measure for users to know where their information is been sent and who has access to their information.

There is also the issue of the cost of getting passports.
II. Owner-Controlled Information System

The new system will enable users to carry their information about, and also ensures that their information is correct at any time. Users can conveniently update their information in only one location. Moreover it is now the responsibility of the user to control access to who will have his/her information.

There is still some security concerns regarding this new system. Though the user is the custodian of this information it does not give him/her the super power to change whatever he want in this information. Of course users cannot change their name, however they will be able to change some attributes like their address.

The new system therefore will be for user’s passport data to be stored in a mobile personal card computer similar to driving-license-sized card and includes a character display, keyboard. This user’s information will be encoded and digitally signed and stored in a database inside the card with access control defined in it and also in the database of passport office.

Decrypting the data will involve using the user’s private key and the public key of passport office, whenever a user presents the card for authentication, the passport office or border security will confirm that there is no unauthorized change in the passport using the method described later in this paper.

This way the passport office cannot have access to the user data unless the user provides his/her private key and the user cannot make any unauthorized change since the passport office has a stored encoded value of it in its database and the document is also digitally signed.

III. Current Research on Authentication

Currently there are research and work going on deployment of biometric technology in passport to ensure passport integrity and authenticity. 

On May, 2003 the Air transport committee of International Civil Aviation Organization (ICAO) approved a four-part recommendation from the TAG/MRTD which subsequently became known as the ICAO “Blueprint”. The ICAO proposal involves storing “facial  recognition” to authenticate  a user and storing the information in an Integrated circuit(IC).The document will be secured using modified public key infrastructure (PKI)  system for the implementation of digital signatures. [3].

The ICAO “Blueprint” contravenes the privacy of the user data since it means creation of centralized national databases of personal biometric information, this has been opposed by the Privacy International. The centralized national database means user’s biometric data can be access at anytime without user’s permission.
The solution will be to store a biometric template of user locally in the database inside the user’s mobile personal computer card. The stored biometric template will be encrypted and digital signature incorporated to show authenticity. Whenever the user presents his/her information to the border security the stored biometric template will be compared with the user’s live template to ensure that there is a match.

Users can also be authenticated through other processes like password verification and tokens. But the disadvantage here is that users may forget their passwords, use easy to guess password or write it down and another user uses it for identity theft. Token can also be lost.

Encryption of user’s data inside the system is inevitable at all times incase of identity theft. But a situation whereby the criminal gains access to the underlying system, he may find a copy of the key. Carrie Gates and Jacob Slonim [1] suggested encoding the key so that the user does not need to store it locally, such as through the use of tokens. Another alternative they mentioned is to utilize a user’s biometric information to create a key and they made reference to the work of Fabian Monrose at Bell Labs and Michael Reiter at Carnegie Mellon University [4] for current research in this area. 

But there is still a problem here, since it requires the user to give access to all his/her information. In a situation that the user is unconscious and need to be moved to another country for treatment , and the users passport information requires decryption with his/her voice, that country may refuse to grant the user access as there is no way of identifying him/her. It therefore requires a third party to be able to decrypt user information. 

The Clipper Chip (for voice communications) and Capstone (for data communications) used a cryptosystem known as Skipjack, which was developed by the United States National Security Agency (NSA) [6]. The system has numerous flaws [8] and it seems it has been superfluous.

Cartie Gates and John Slonim suggested a cryptographic system [1] where the owner can specify who else can decrypt his/her data and under what circumstances. It will be in form of a partial key escrow [5] that obeys the secret sharing property. A situation whereby K pieces of the key can reconstruct the key, but that no t pieces provide information about the key, where t < k [6]
It is also imperative that the person requesting user’s data be authenticated before he can have access to user’s data, see proposal made by Park and Sandhu on role-based certificates [7].
IV. Our Approach

Our proposed system addresses the following issues:

Authentication

Access Control

Backup and Recovery

A. Authentication

The new system uses the above mentioned ideas combined into a single solution. To obtain privacy, all users’ data is encrypted. For security we have used both Digital Signature and users’ biometric information.
1) Creating the Passport

The encryption algorithm consists of two steps. First to ensure user’s privacy, information is encoded using a key that is obtained from user’s biometric template. And after that to ensure the authenticity of the data the passport is digitally signed by the passport office. Figure 1 shows how the passport is created. 

Ordinary User Information does not necessarily have to have any data in it. It is designed in case there is some data that user wants to be exposed none encrypted.
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Figure 1. Passport Creation
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Figure 2. Encryption & Digital Signature
Figure 2 shows inside of the Encryption and Digital Signature module of Figure 1.
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Figure 3. Passport Authentication
2) Decryption

For authentication we first verify the digital signature. Then we obtain user’s biometric template to generate user’s key. Using the key we decrypt the information to obtain user’s biometric template. Then we compare it with the live template. If they match the passport is valid. Figure 3 shows the process.

3) Issuing Digital Visa

Issuing a digital Visa employs the same process as creating the passport. Each Visa requires, the embassy writing in a new mobile personal card. All the information including user’s personal information (e.g.: Name), user’s passport information (i.e.: passport number, expiry date, etc.), information regarding the Visa (i.e.: place of issue, date, No. of entries, category, etc.), are encoded and digitally signed according to figure1.
Whenever the visa is expired the card can be formatted and can be used later for a new Visa. Users can also keep the card for their own records.
4) Crossing the border

Whenever a person holding a digital Passport and Visa wants to cross the border, the border security first verifies the passport using the algorithm indicated in the section “Decryption”, and then they will verify the digital Visa again using the same algorithm.
B. Access Control

There needs to be an access control in the underlying database inside the card. The “owner” of the data will have privileges to change some attributes e.g. address, but not a super privilege to alter data or attributes like biometric template inside the database. The “owner” of the data will also be able to grant access.
C. Backup and Recovery

What happens if a user loses the card or the card is stolen? There has to be a mechanism for automatic backup to be performed whenever there is an update in the device. The backup data need also to be encrypted so that even if the backup is stolen or lost, user’s data cannot be accessed.

Since we cannot guarantee users backing up their data and keeping the backup safe, another option will be for the data to be stored in servers in a datacenter. The datacenter will be able to regularly back up the data, through RAID implementation and good quality hardware [2].The data in various servers in the datacenter will be encrypted, so that the datacenter operators cannot have access to the data.
V. Conclusion
This paper argues that users should own their personal information, and should have control over both access and distribution of this information. Recent activities are motioned throughout the paper and at the end an authentication method is proposed. Both security and privacy aspects have been taken into consideration. 

Research into this area is in its early stages and it also requires an infra structure which a lot of countries do not have at these time.
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