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Abstract-We have developed an efficient security policy for a banking organization which requires the clients to use smart cards technology to store their valuable information. Technology and security are strongly related; therefore we give special attention to build a policy document that outlines specific requirements or rules that must be met. Our effective security policy makes frequent references to standards and guidelines that exist within the organization. Architecture of the banking organization, its policy, system of working and technology usage for security and privacy are fully elaborated in this document. 
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I.  INTRODUCTION

In this report, we put together an efficient security policy framework for a banking organization assuming that the customers carry their own information in the form of a smartcard to be used to access payment systems, banking services, and do financial transactions. The bank is not authorized to retain any information about any of its customers. Given such a scenario, we built the policy document in such a way that the banking system can run its operations smoothly and effectively.

The rest of the document is organized as follows. Section 2 describes the architecture of the banking organization and Section 3 details the organization’s policy. The system of working of the organization is depicted in Section 4 and technology usage of the organization is described in Section 5. Finally, Section 6 concludes the document.
II. Architecture of the Company

    The banking organization supports a centralized system of networks maintaining easily accessed and accurately updated lists of information on all the clients and services it provides. Users need to only refer to the central body consisting of the intranet; hence there is no confusion as to communication channels. The bank has a total of 25 branches in Ontario and users are assigned roles and groups, and use of application is restricted based on roles, groups and access control lists. Authorized users can proactively launch, upgrade and configure applications at remote sites with a web browser. 

    The architecture consists of computers that are configured with corporate-approved vendor products and security configurations. The computers used for ‘access points/base stations’ that connect to intranet of the company are the ATM machines. Remote access workstations exclusively used by the employees of the company comply with the standards that are applicable to the internal network of the company.

    The organization provides Internet /Intranet /Extranet related systems such as computer equipments, software, operating systems, storage media, network accounts providing electronic mail, WWW browsing and FTP and to be used for serving the interest of the company, its clients, and customers in the course of normal operations. Moreover, the organization supports use of smartcards for customers carrying their own information and provides its effective use in terms of trust and security. The organization’s policy is described in details in the following section. 
III. Organization’s Policy

 Acceptable use Policy
   The organization’s ‘Acceptable Use Policy’ defines acceptable use of equipment and computing services and the appropriate employee security measures to help protect the organization’s corporate resources and proprietary information.  
A. Purpose
    
The purpose of this policy is to determine the acceptable use of computer equipment and to protect the employees and the company. Wrong use exposes many threats like virus attacks, compromise of network systems and services and legal issues. 
B.  Scope
    
The policy applies to employees, contractors, consultants, temporaries, and other workers at the company as well as all the equipment that is owned by the company.
C.  
Policy
    1)  Individual departments are responsible for creating guidelines concerning personal use of Internet/Intranet/Extranet systems.
   
2)  Any information that users of the company consider sensitive or vulnerable will be encrypted.
   
3) For security and network maintenance purposes, authorized individuals within the company may monitor equipment, systems and network traffic at any time based on the Audit Vulnerability and Scan Policy.
    4) Company reserves the right to audit networks and systems on a periodic basis to ensure compliance with this policy.
    5) The user interface for information contained on Internet/Intranet/Extranet-related systems should be classified as either confidential or not confidential. Examples of confidential information include but are not limited to: company private, corporate strategies, competitor sensitive, trade secrets, specifications, customer lists, customer backup/history, and research data. Employees should take all necessary steps to prevent unauthorized access to this information.
    6) Passwords should be kept secure and sharing of accounts is not acceptable. Authorized users are responsible for the security of their passwords and accounts. System level passwords should be changed quarterly and user level passwords should be changed every six months.

    7)  All PCs, laptops and workstations should be secured with a password-protected screensaver with the automatic activation feature set at 10 minutes or less, or by logging-off when the host is unattended.
    8)  Encryption of information in compliance with the Acceptable Encryption Use policy.
    9)  All workstations used by the employee that are connected to the company Internet /Intranet /Extranet, whether owned by the employee or the company shall be continually executing approved virus-scanning software with a current virus database.

10) Employees must use extreme caution when opening e-mail attachments received from unknown senders, which may contain viruses, e-mail bombs, or Trojan horse code.
Smart Card Use Policy
A. Purpose
The purpose of this policy is to define standards on the smart card technology that will be used by the company.
B. Policy
    1) The company will use contact smart card where the micromodule containing the chip is directly visible on the surface of the card required to insert into a smart card reading device like ATMs. The smart cards will be microprocessor cards with memory to manipulate information and execute code from their memory and will contain CPU, memory, operating system (OS), input/output ports and storage.   

    2) The contacts of the smart card will be based on module according to Java Card 2.2.1 and 2.2, encryption and digital signature (RSA 1024/2048 bit; on-card key-pair generation). The Java Card will be used along with the Global Platform compliant Card Operating System (COS).   
     3) The Java Card security is provided by the Java Card Virtual Machine (JCVM), firewalls and security domains.      
    4) All data and password on a card are stored in the 32 bit EEPROM.    
    5) Since software producers contribute to the Smart Card security, they should provide their products with properly encrypted data and transfers. Hardware-based or OS-based instructions and libraries supporting advanced cryptographic algorithms should be used.
Account Access/Operation/Backup Policy
A. Purpose    
     The purpose of this policy is to define the appropriate use of smart card technology by the clients, the employees and the administration of the company. Also, this will classify the appropriate access and operation to the user accounts.
B.   Scope          

    This policy applies to all the clients, employees and other workers at the company. The clients before creating an account with the company must give in writing that they abide by this agreement.
C.   Policy
    1)  When creating an account, the clients must provide appropriate identifications required by the company. The client is required to create two passwords (card holder verification 1, card holder verification 2). At the time of creation of the account, a unique password is created by the system to identify each other in the future.  
   2) The smart card holders can only perform transactions with the company’s ATMs/tellers and also accomplish debit purchases
    3)  The smart card and the ATM (Card Accepting Device- CAD) communicate via means of small data packets called APDUs (Application Protocol Data Units). The CAD and the smart card use a mutual active authentication protocol to identify each other. After entering the correct password by the user, the card generates a random number and sends it to the CAD, which encrypts the number with a shared encryption key before returning it to the card. The card then compares and returned result with its own encryption. The pair then performs the operation in reverse. After establishing the communication between the CAD and smartcard, each message between the pair is verified through a message authentication code. This number code is calculated based on the data, an encryption key, and a random number. If the data has been altered such as the ‘account details’, or there has been transmission errors, message must be retransmitted. Fig. 1 illustrates the communication protocol between the CAD and smart card.
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Fig. 1 Smart Card communication Protocol [1]
    4) While operating with the teller, the client must insert his smartcard into the card reading device (CAD) and provide his password, upon receiving which the system presents its password unique to each client. Then the verification process begins as mentioned above. After the verification is done each for account access instance with the company, the teller provides his own password to do the transactions required by the client.  
    5)  The smart card is blocked after entering a wrong password (card holder verification 1) several consecutive times. The number of times depends on the operating system of the card. Once blocked, the card can only be unblocked with an unblocking password (card holder verification 2) stored in the card. The unblocking password can become blocked in the same way. In such case, card is said to be irreversible blockage and have to be scrapped for security reasons. 
    6)  In case of theft or blockage of the card a new card is required by the user. Since the company is not allowed to retain any of the clients’ data, for such incidents a backup storage or history is maintained by the company which can only be accessed with the authorization of the client. Client and the system present their own password (client’s password is in the form of biometric eye scan), then once verified a company personnel with appropriate access permission can enter the backup system and restore the data in a new card. 
IV. SySTEM OF WORKING
Remote Access and VPN Policy
A. Purpose

The purpose of this policy is to define standards for connecting to the company’s network from any host. These standards are designed to minimize the potential exposure to damages which may result from unauthorized use of company’s resources. Damages include loss of sensitive or company confidential data, intellectual property, damage to public image, damage to critical internal systems, etc. 

B. Scope

This policy applies to all employees, contractors, vendors and agents with a company-owned or personally-owned computer or workstation used to connect to the company’s network. This policy applies to remote access connections used to do work on behalf of company or customers performing operations like deposit /withdraw /transfer cash from their account/s.

C. Requirements
1) Non-standard hardware configurations and security configurations for access to the company resources must be pre-approved by the expert team of network engineers.

2) Personal equipment that is used to connect to the company’s network must meet the requirements of company-owned equipment for remote access.

3) Routers for dedicated ISDN lines configured for access to the company’s network must meet minimum authentication requirements by CHAP.

4) Secure remote access must be strictly controlled. Control will be enforced via one-time password authentication or public/private keys with strong pass-phases.

5) Dual (split) tunneling is not permitted; only one network connection is allowed.

D. Enforcement


Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.

E. Definitions

CHAP: Challenge Handshake Authentication Protocol is an authentication method that uses a one-way hashing function.

Wireless Communication Policy

A. Purpose
This policy prohibits access to the company’s networks via unsecured wireless communication mechanisms. Only wireless systems that meet the criteria of this policy or have been granted access by the expert team of network engineers are approved for connectivity to the company's networks.
B. Scope
This policy covers only wireless data communication devices like smartcards connected to any of company's ATM machines located at selected centers in the city. Wireless devices and/or networks without any connectivity to company’s networks through the above mentioned ATM machines do not fall under the 
purview of this policy.

C. Register Access Points and Cards
The wireless access points/base stations connected to the corporate network must be registered with the company and are subject to periodic penetration tests and audits. All smartcards owned by the customers should be registered with the company.

D. VPN Encryption and Authentication

All computers with wireless LAN devices must utilize a corporate-approved Virtual Private Network (VPN) configured to drop all unauthenticated and unencrypted traffic.  To comply with this policy, wireless implementations must maintain point to point hardware encryption of at least 56 bits.  All implementations must support a hardware address that can be registered and tracked, i.e., a MAC address.

E. Enforcement
Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment.
V. TECHNOLOGY FOR SECURITY AND PRIVACY

Acceptable Encryption Policy
A. 
Purpose

The purpose of this policy is to provide guidance that limits the use of encryption to those algorithms that have received substantial public review and have been proven to work effectively.
B. Scope

This policy applies to all the company’s employees and affiliates.

C. Policy
Proven, standard algorithms such as symmetric 3DES, RSA should be used as the   basis for encryption technologies. These algorithms represent the actual cipher used for an approved application. Symmetric cryptosystem key lengths must be at least 56 bits. Asymmetric crypto-system keys must be of a length that yields equivalent strength. Company’s key length requirements will be reviewed annually and upgraded as technology allows.

The use of proprietary encryption algorithms is not allowed for any purpose, unless reviewed by qualified experts outside of the vendor in question and approved by our team of network engineers.

D. Enforcement

Any employee found to have violated this policy may be subject to disciplinary action, up to and including termination of employment. 

E. Definition
Proprietary Encryption: An algorithm that has not been made public and/or has not withstood public scrutiny. 

Symmetric Cryptosystem: A method of encryption in which the same key is used for both encryption and decryption of the data.

Asymmetric Cryptosystem: A method of encryption in which two different keys are used: one for encrypting and one for decrypting the data (e.g., public-key encryption).

Anti-virus Policy

A. Anti-virus Course of Action

Following are the suggested processes to prevent virus problem:
1)  Run the corporate standard, supported anti-virus software that is available from the corporate download website at all times. Download and run the current version and run updates when they become available.
2)  Never open any files or macros attached to an email from an unknown, suspicious or untrustworthy source. Delete those attachments immediately, and empty from the Trash.
3)  Do not download files from unknown or suspicious sources.
4)  Try avoiding direct disk sharing with read/write access unless there is absolutely a business requirement to do so.
5)  Back-up critical data and system configurations on a regular basis and store the data in a safe place abiding by the Backup Policy.

Audit Vulnerability Scan Policy

A. Purpose

The purpose of this policy is to agree on the network security scanning offered 
by the Audit Unit to the company. The Audit Unit will utilize the Nmap Security Scanner to perform electronic scans of client’s networks and firewall on any system at the company. These audits will be performed to ensure integrity, confidentiality and availability of information and resource, investigate possible security incidents and monitor user or system activity. 
Audit Unit may also perform Denial of Service activities where appropriate.
B. Scope

The policy includes all computers and communication devices owned or operated by the company.
C. Policy

To perform an audit, the Audit Unit will be granted access to the company’s networks and firewalls to the extent necessary to allow the scans. This access may include: user level and/or system level access to any computer or communication device, access to electronic, hardcopy etc. that may be 
produced, transmitted or stored on the company’s equipment or premises, access to work areas to interactively monitor and log traffic on company’s network.
D. Network Control and Service Degradation

If the network and/or Internet service is supplied by a second or third party, these parties must approve scanning in writing if scanning is to occur outside of the company’s LAN. During the scanning, network performance may degrade and the company releases the Audit Unit of any liability for damages due to the network scanning provided such damages do not result from Audit Unit’s carelessness or deliberate misconduct.   

E. Definitions

Nmap Security Scanner: Nmap ("Network Mapper") is designed to quickly scan large networks and single hosts. Nmap uses raw IP packets in novel ways to determine what hosts are available on the network, what services (application name and version) those hosts are offering, what operating systems (their versions) they are running, what type of packet filters/firewalls are in use etc. Nmap runs on most types of computers and both console and graphical versions are available.
VI. CONCLUSION

Security Policies are an essential part of an organization as they provide the virtual glue to hold it all together. In this report we outlined a security policy framework for a banking organization to define appropriate behavior, tools, procedures, and to provide a foundation for action in response to inappropriate behavior. Individual organizations decide on the scope and goals of the policy and also decide on how specific to make the policy. As this has been a proposed model of policies for the hypothetical scenario of using smartcards that store the user-classified information, the trade off has been the exclusion of web services. (Computers in the world of Internet today have no provision for the smartcard reading device/s.) In future, new resources and policies may be added to further improve this framework.
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