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Finding the question:
	Character
	ASCII Code

	R
	82

	a
	97

	c
	99

	h
	104

	i
	105

	t
	116

	a
	97

	S
	83

	i
	105

	n
	110

	g
	103

	h
	104

	SUM
	1205

	(1205 mod 23)+1
	10


Question 10.

Assume that you generate an authenticated and encrypted message by first applying the RSA transformation determined by your private key, and then enciphering the message using recipient's public key (note that you do NOT use hash function before the first transformation). Will this scheme work correctly [i.e., give the possibility to reconstruct the original message at the recipient's side, for all possible relations between the sender's modulus nS and the recipient's modulus nR (nS > nR, nS < nR, nS = nR)]? Explain your answer. In case your answer is "no," how would you correct this scheme?

Solution:

Yes, this scheme will work correctly.

We assume that the sender here is Alice and the receiver is Bob. We assume Alice’s private key as d, public key as e and Bob’s private key as d’ and public key as e’. If Alice sends an authenticated and encrypted message to Bob with Alice’s private key, we have 
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Where d and n are Alice’s private key.

This provides the digital signature, because it is impossible to alter the message without access to Alice’s private key, so the message is encrypted. And we also know that since the message was encrypted by Alice’s private key, only Alice could have prepared this message and no one else, and hence it provides digital signature S.
Next, we encrypt again using receiver’s public key that is (e’, n), Bob’s public key,
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The final cipher Y can be decrypted only by Bob, who has alone the matching private key d’of himself and public key of the sender e that is Alice’s public key.
Now to reconstruct the original message at the recipient’s side, we can decrypt it by first, decrypting the message by Bob’s private key and then decrypt by applying Alice’s public key.

We have,
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By this way we can reconstruct the original message for all relations between the sender's modulus nS and the recipient's modulus nR. 
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