Assignment 3

Course: Security & Privacy on the Internet (03-60-564)

Fall 2007
Submitted to

Dr. A.K. Aggarwal
Submitted By

Debashis Roy

[image: image1.png]University w

of Windsor




School of Computer Science

University of Windsor
Determining the question number:
	Letter
	ASCII value

	d
	100

	e
	101

	b
	98

	a
	97

	s
	115

	h
	104

	i
	105

	s
	115

	<space>
	32

	r
	114

	o
	111

	y
	121

	SUM
	1213

	Question No.
(SUM%23+1)
	18


9.18 
The problem illustrates a simple application of the chosen ciphertext attack. Bob intercepts a ciphertext C intended for Alice and encrypted with Alice's public key e. Bob want to obtain the original message M = Cd mod n. Bob chooses a random value r less than n and computes


Z = re mod n


X = ZC mod n


t = r1 mod n

 
Next, Bob gets Alice to authenticate (sign) X with her private key (as in Figure 9.3), thereby decrypting X. Alice returns Y = Xd mod n. Show how Bob can use the information now available to him to determine M.
Answer:
We have,
Z 
= re mod n  
………………….……... 
(i)

X 
= ZC mod n 
……………………….... 
(ii)

t 
= r1 mod n = r  [as r<n] ……………..
(iii)

Y 
= Xd mod n
………………………....
(iv)


The message M has been encrypted with the public key (e,n) of Alice to obtain the ciphertext C. Therefore,

C
=
Me mod n
………………………....
(v) 
From eq(i) and (v) we get,

r
=
Zd mod n
………………………....
(vi) 

M
=
Cd mod n
………………………....
(vii)

Substituting the value of X in eq.(iv) we obtain,

Y 
=
(ZC mod n)d mod n


=
[(ZC mod n).(ZC mod n).(ZC mod n)… d times] mod n ……. (viii)
According to the rule of modular multiplication we have,


xy mod p =  [(x mod p).(y mod p)] mod p …………….. (ix)
Hence, eq.(viii) can be written as,

Y
=
[(ZC).(ZC).(ZC)… d times] mod n


=
(ZC)d mod n


=
(ZdCd) mod n


= [(Zd mod n).(Cd mod n)] mod n    (using eq. ix )

Substituting the values of (Zd mod n) and (Cd mod n) from eq. (vi) & (vii) in the above eq. we obtain,

Y
=
[r.M] mod n



as,




r = Zd mod n 




M = Cd mod n

Hence,

r.M = i.n + Y , where i≥0 is any integer

M = (i.n + Y)/r

The above eq. can be written as,

Mi = ( i.n + Y )/r ………………………. (x)
Now Bob can use eq. (x) to generate different Mi for different values of i≥0 and encrypt Mi with Alice’s public key to obtain 
Ci = Mie mod n.

Bob will then keep on comparing Ci with the original ciphertext C to get some j=i such that Cj=C.

If for any i = j, Cj=C, then,

Mj will be the original message M. 


In this way Bob can get the message M which was encrypted with Alice’s public key without knowing the private key of Alice.
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