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	My Name
	mohammedmokbel

	Char by Char
	m
	o
	h
	a
	m
	m
	e
	d
	m
	o
	k
	b
	e
	l

	Ascii Code (Hex)
	6D
	6F
	68
	61
	6D
	6D
	65
	64
	6D
	6F
	6B
	62
	65
	6C

	Result (+)
	6D + 6F + 68 + 61 + 6D + 6D + 65 + 64 + 6D + 6F + 6B + 62 + 65 + 6C = 5C2 = 1474 (DEC)

	Equation
	Question = (Result mod (n) + 1)                ; Where n = The number of questions (23)

	
	Question = (1474   mod (23) + 1) = 2 + 1 = 3 ;  [image: image2.png]


 Question = 3 := (9.3)


· 9.3 In a public-key system using RSA, you intercept the ciphertext C = 10 sent to a user whose public key is e = 5, n = 35. What is the plaintext M?
· Solution:
                                   [image: image4.png]


                    And we need to find the plaintext M = ?


       [image: image6.png]I know the Encryption equation: C = M® modn




[image: image7.png]1 know the Decryption equation: M = C* mod n = (M*)? modn= M*® modn






      Therefore I need to find “d” as I already know C, e and n variables values.


The relationship between e & d can be expressed as follows:  [image: image9.png]ed mod B(n) = 1






Which is equivalent to:  [image: image11.png]mod®(n) = d







We need to find two prime numbers p & q such that p # q    ; Where [image: image13.png]n=pg->n=>5-7






And the Euler totient function is [image: image15.png]Opg) =p—-Dlg—-D-=0)=05-DT-1)






[image: image17.png](n) = (4)(6) = 24







We already know ‘e’ which must satisfy this property:  [image: image19.png]ged(@(n)e) =1;1<e < 0(n)







This is true: [image: image21.png]ged(@(n),e) = ged(24,5)







[image: image23.png]mod®(n) >d=5"mod24 =5-d =5






Now ‘d’ is known applying the decryption equation is straight forward:



[image: image24.png]1 know the Decryption equation: M = C% modn = 10° mod 35







[image: image26.png]‘M =5;To check the encryption equationif it does hold with this value







[image: image28.png]C=M*modn— C= 5 mod35

3125 mod 35

(Correct)




[image: image29.png]



