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Assignment 3

1) Write down your full name

2) Convert each letter into ASCII code

3) Add those ASCII’s

4) Find the result of that Sum mod N 
(N is the number of problems in Chapter 9. Public-Key Cryptography and RSA in Cryptography and Network Security Principles and Practices, Fourth Edition)

5) Add 1 to the result

6) The final number you’ll got will be the number of problem you have to solve

	F
	A
	D
	I
	F
	A
	R
	H
	A
	T

	70
	65
	68
	73
	70
	65
	82
	72
	65
	84


70 + 65 + 68 + 73 + 70 + 65 + 82 + 72 + 65 + 84 = 714
Knowing that N = 23 (
714 mod 23 = 4

1 + 1 = 2 (
I have to solve the following problem:
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Perform encryption and decryption using the RSA algorithm, as in Figure 9.6, for the following:
1. p = 3; q = 11, e = 7; M = 5

2. p = 5; q = 11, e = 3; M = 9

3. p = 7; q = 11, e = 17; M = 8
4. p = 11; q = 13, e = 11; M = 7
5. p = 17; q = 31, e = 7; M = 2 
Hint: Decryption is not as hard as you think; use some finesse.
Figure 9.6. Example of RSA Algorithm
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Solution:
Encryption and decryption are of the following form, for some plaintext block M and ciphertext block C:
C = Me mod n

M = Cd mod n = (Me) d mod n = Med mod n
1. p = 3; q = 11, e = 7; M = 5

The encryption will be:
Knowing that:

- n = p * q

- C= Me mod n 
(
C = 57 mod (33)

C = [(54 mod 33) * (52 mod 33) * (51 mod 33)] mod 33

C = (31 * 25 * 5) mod 33

C = 3875 mod 33
(  C = 14
The decryption will be:
Knowing that:

- M = Cd mod n = (Me) d mod n = Med mod n
- e and d are multiplicative inverses modulo ((n), where ((n) is the Euler totient function.
- d ( e1 (mod ((n))
(
((n) = (p –1) (q –1)

((n) = (3 -1) (11 –1) = 2 * 10 = 20

de (1 (mod 20) and d < 20. 
The correct value is d = 3, because 3 x 7 = 21 = 1 x 20 + 1;
d can be calculated using the extended Euclid's algorithm
M = Cd mod n = 143 mod 33 = [(142 mod 33)*(141 mod 33)] mod 33 = 434 mod 33 = 5

( M = 5
The same rules will be applied for all the questions.
2. p = 5; q = 11, e = 3; M = 9

The encryption will be:
C = Me mod n

C = 93 mod 55
C = 729 mod 55

( C = 14
The decryption will be:

((n) = 40

d = 27

M = Cd mod n = 1427 mod 55
M = [(1416 mod 55) * (148 mod 55) * (142 mod 55) * (141 mod 55)] mod 55

M = [(144 mod 55) * (144 mod 55) * (144 mod 55) * (144 mod 55) * (144 mod 55) * (144 mod 55) * (142 mod 55) * (141 mod 55)] mod 55

M = [26 * 26 * 26 * 26 * 26 * 26 * 31 * 14] mod 55 = 9 

( M = 9
3. p = 7; q = 11, e = 17; M = 8
The encryption will be:
C = Me mod n

C = 817 mod 77

C = [ (816 mod 77) * (81 mod 77) ] mod 77

C = [ (88 mod 77) * (88 mod 77) * (81 mod 77) ] mod 77

C = [(84 mod 77) * (84 mod 77) * (84 mod 77) * (84 mod 77) * (81 mod 77) ] mod 77

C = [(4096 mod 77) * (4096 mod 77) * (4096 mod 77) * (4096 mod 77) * (8 mod 77)] mod 77

C = [15 * 15 * 15 * 15 * 8] mod 77

C = [ 405000] mod 77

( C = 57
The decryption will be:

((n) = 60

d = 53
M = Cd mod n = 5753 mod 77
M = [(5732 mod 77) * (5716 mod 77) * (574 mod 77) * (571 mod 77)] mod 77
574 mod 77 =  71

578 mod 77 = (71 * 71) mod 77 = 36
5716 mod 77 = (36 * 36) mod 77 = 64
M= (64 * 64 * 64 * 71 * 57) mod 77
( M = 8
4. p = 11; q = 13, e = 11; M = 7
The encryption will be:
C = Me mod n

C = 711 mod 143

C = [ (78 mod 143) * (72 mod 143) * (71 mod 143) ] mod 143
C = [(74 mod 143) * (74 mod 143) * (72 mod 143) * (71 mod 143) ] mod 143
C = (113 * 113  * 49 * 7) mod 143

C = (4379767) mod 143

( C = 106
The decryption will be:

((n) = 120
d = 11
M = Cd mod n = 10611 mod 143
M = [(1064 mod 143) * (1064 mod 143) * (1062 mod 143) * (1061 mod 143)] mod 143
M= (3*3*82*106) mod 143
M = 78228 mod 143 

( M = 7
5. p = 17; q = 31, e = 7; M = 2
The encryption will be:
C = Me mod n

C = 27 mod 527
C = 128 mod 527
( C = 128
The decryption will be:

((n) = 480
d = 343
M = Cd mod n = 128343 mod 527
M = [(128256 mod 527) * (12864 mod 527) * (12816 mod 527) * (1284 mod 527) * (1282 mod 527) * (1281 mod 527)] mod 527
128 ^ 2 mod 527 = 47

128 ^ 4 mod 527 = (47 * 47) mod 527 = 101

128 ^ 16 mod 527 = (101* 101* 101* 101) mod 527 = 35

128^64 mod 527 = (35* 35* 35* 35) mod 527 = 256

128^256 mod 527 = (256* 256* 256* 256) mod 527 = 35

M =(35 * 256 * 35 * 101 * 47 * 128) mod 527

M = 190548377600 mod 527 

( M = 2
