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                        String: AmarBahadurPatel

                       Equivalent Decimal: 65 109 97 114 66 97 104 97 100 117 114 80 97 116 101 108

                             / Ascii Value 

                      Sum: 65+109+97+114+66+97+104+97+100+117+114+80+97+116+101+101+108 =   1582
                                 1582 Mod 23 i.e. 1582 / 23 = 18

                                 1582 Mod 23+1 = 18+1= 19 (Question).
    Bottom of Form

                   Q.19:  Show the OAEP decoding operation, used for decryption that corresponds to the encoding operation of Figure 9.9.

  Figure 9.9 depicts OAEP encryption. As a first step the message M to be encrypted is padded. A set of optional parameters P is passed through a hash function H. The output is then padded with zeros to get the desired length in the overall data block (DB). Next, a random seed is generated and passed through another hash function, called the mask generating function (MGF). The resulting hash value is bit-by-bit XORed with DB to produce a maskedDB. The maskedDB is in turn passed through the MGF to form a hash that is XORed with the seed to produce the masked seed. The concatenation of the masked seed and the maskedDB forms the encoded message EM. Note that the EM includes the padded message, masked by the seed, and the seed, masked by the maskedDB. The EM is then encrypted using RSA.

                         Figure 9.9. Encryption Using Optimal Assymetric Encryption Padding (OAEP)
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Q.19.Solution  
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 EM= Encoded message
 M= Decoded message

 DB= Date block,
 MGF= Mask generating function.
                      Figure 1: OAEP Decoding Operation
 The Figure 1 shows the OAEP decoding operation and its process. The cipher text (encoded message) converted to the plaintext (decoded message) by modular exponentiation with the private exponent followed by the integer to octet translation. A mask generation function (MGF) uses the least significant portion of the plaintext to unmask the seed. A mask generated from the seed unmasks a hash, padding and the confidential message. The integrity of cipher text is verified by comparing the unmasked has to an independently. Calculate of the parameters (by checking the padding).
                               After the private key operation the decryption operation can fail in the integer-to octet translation in the OAEP decoding (e.g. integrity check fails).
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