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Assignment 3:
Question 9.19 
Show the OAEP decoding operation, used for decryption that corresponds to the encoding operation of Figure 9.9. 
Answer: calculation of the problem to solve
	
	Total

	Name
	A
	K
	M
	A
	k
	t
	a
	r
	u
	z
	z
	a
	m
	a
	n
	

	ASSCI [Dec]
	65
	75
	77
	65
	107
	116
	97
	114
	117
	122
	122
	97
	109
	97
	110
	1490

	ASSCI [Hex]
	41
	4B
	4D
	41
	6B
	74
	61
	72
	75
	7A
	7A
	61
	6D
	61
	6E
	5D2

	
	
	
	
	
	
	


Fig 1: Calculation of problem to solve
Total = 1492

Number of Problem = 23

1490 mod 23 = 18 

The number of problem to solve = 18 +1 = 19

Before the description of decoding operation, let me describe the encryption scheme. Encryption scheme consist of two operations. One – encryption and second is decryption.  The encryption operation produces a ciphertext from a message with a recipient's public key, and the decryption operation recovers the message from the ciphertext with the recipient's corresponding private key. The following figure 2 depicts OAEP encryption operation. 

· The first step, the message M is padded, and a set of optional parameters P is passed through a hash function .The output is then padded with zeros to get the desired length of data block (DB). 

· A random seed is generated and passed through another hash function, called the mask generating function (MGF). 

· The resulting hash value is bit-by-bit XORed with DB to produce a maskedDB. 

· The maskedDB is in turn passed through the MGF to form a hash that is XORed with the seed to produce the masked seed. 

· The concatenation of the maskedseed and the maskedDB forms the encoded message EM. 

· The EM is then encrypted using RSA.

The encryption operation

[image: image1.emf]
Fig 2: Encryption Using Optimal Asymmetric Encryption Padding (OAEP)

Decryption Operation:  Corresponding to the fig 2. Which is for encryption, below figure 3 is the decoding operation for OAEP decryption.
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Fig 3:  Decryption operation
Steps for decryption operation from cipher text data to plain text data are as follows:
· First step is to pass the Masked DB to the Mast Generation Function, the output of the MGF will be XORed with Masked Seed. Output of XORed will be the seed only

· Second step is to pass the seed to the MFG hash function again and XORed with Masked DB. Output of XORed will be Padded DB
· Thirdly the padded data block will be pass to the padding checker in order to get the original data

· Final output is the original message or data

Algorithm for Decryption operation:
Input:

   K:
recipient's RSA private key

   C:
ciphertext to be decrypted, an octet string of length

      
k, where k is the length in octets of the modulus n

   P:         encoding parameters, an octet string that may be empty

Output:

   M: 
message, an octet string of length at most k-2-2hLen,

               where hLen is the length in octets of the hash
               function output for EME-OAEP; or "decryption error" of the RSA modulus n)

Steps are as follows:

1. If the length of ciphertext c is not k octets, outputs   “decryption error” and stop

2. Convert the ciphertext C to an integer ciphertext    representative c: c = OS2IP(C).   

    (Note: OS2IP: Octet-String-to-Integer primitive, defined in RFC 2437)
3. Apply the RSADP decruption primitive to the private key
    K and ciphertext representative c to produce and integer
    message representative m: 

    M = RSADP (K, C)

   If RSADP outputs "ciphertext out of range," then output "decryption error" and stop.

4. Convert the message representative m to an encoded
   message EM of length k-1 octets: EM = I2OSP (m, k-1)

   (Note: I2OSP: Integer-to-Octet-String primitive, defined 

   in RFC 2437

   If I2OSP outputs "integer too large," then output "decryption error" and stop.

5. Apply the EME-OAEP decoding operation to the encoded
   message EM and the encoding parameters P to recover a
   message M:

   M = EME-OAEP-DECODE (EM, P)

   If the decoding operation outputs "decoding error," then 
   Output "decryption error" and stop.

   6. Output the message M.

Reference: From [Request for Comments: 2437]




























