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\_» INTRODUCTION

What is Intrusion ?

 There are quite a few factors that dictate
data is on your computer. In defining “saf
either talk about it being safe from viru
from system damage, or safe from intrusion.

* Intrusion, the act of someone that yo
who gains access to your compute
permission, is on the rise.

eally a big concern and bad ne_V\/
always want to make it s
 is safe from intruders.
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Why Intrusion is done ?

* Hackers are more interested in gaining ac
computer and using it for other purposes

e If a hacker can gain access and use
access, then they can use your machi
other attacks on other computer
themselves pretty well hidden.

ers have control of thousands of me
am any time for their attacks.

n events almost daily. Recen
“mail server and also o
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\_» INTRODUCTION

Why intrusion is done ?

e There are certain applications that ta
months to run a series of processes o
fastest computer. But if a hacker can ge
1000 computers and utilize their combinec
power, a process that would take a mont
computer could complete the operation
an hour.

ostly intrusion is to retrieve the spe«
stemm or make the availability o

t or completely shutdown. Big

2s portals suffer the most in

) [ ) -
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Ways to minimize the intrusion
 Updating the Operating system

The later operating systems have better
into them than the earlier ones

* Firewalls

Simply put, a firewall is a piece of softw
intruders from accessing your comp
rules that allow you to access the

besn't allow others to access your c
ide.

pjans and other funky anir
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How the Intrusion detection system works

e An Intrusion detection system (IDS) is soft
hardware designed to detect unwanted
accessing, manipulating, and/or disablin

systems, mainly through a network, such as

Intrusion detection can be perform by imple
important tasks on the host computer anc
like real time traffic analysis and packet
networks

can be composed of several compo
generate security events, a Conso




\/ NIDS The environments that are

to missed intrusions are
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Heavy traffic networks

e In these environments the high amour
overloads the IDS sensor and intrusion traffic

100 % intrusion detection is a big challenge

e There are two mainstream versions of a nIDS
1arket: '
nsor (capable of monitoring up to._'l
apable of monitoring anywﬁ' re




Hub Networks
e AnIDS is designed to monitor individual

Traffic flows through a hub

=) =

PC 2 PC3 PC4

u;

PC

PC1 wants to communicate to PC2, but the request is broadcast on all ports,
so if PC4 was used as a nIDS it would hear all communications



Switch Networks

e A switch understands Layer 3 & 4 infor
therefore knows the IP address/s of the
connected to it.

Traffic flows through a switch

PC3
192.168.168.3

PC4
192.166.168.4

PC 2
192.168.168.2

192.168.168.1

A switch understands Layer 3 or 4 information (i.e. IP address), so when PC 1 sends a
request to PC 2, the switch knows that the packets are deemed for 192.168.168.2 and only
sends it there. A nIDS seated on PC 4 would not be able to "hear" the conversation, so not
be able to monitor for attacks



nIDS Solution for Switch and Hub netw

e Theissue is how to connect a nIDS so tha
listen to all the communication on the s

The answer lies in what Cisco calls SPA
(www.cisco.com\warp\public\473/41.h

t other vendors also call Mirror Por
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Asymmetrically Routed Networks

— Asymmetrically Routed
Networks
These tour routers have been configured to route
asymmetrically {active/active), therefore a
stream of data could travel one of four paths.

Firewall
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A nIDS can only work properly if it sees all the packe
of data.

look at a simple CGI bin exploit on a web server, a hac
enter in: '

http://www.target.com/cgi-bin/test-cgi?* to get a li

files and directories in the scripts directory.
This stream could be split into 5 packets
www.tar get.com /cgi-bi n/test-c gi?*

Nithin an asymmetrically routed network, this stre
y one of 4 ways --even if one has connec




Asymmetrically Routed Networks

Packets bei lt | e
nlDS sensors f \

Internet

Sensar

- . T -
W tar T T get.com

nitest-c

fegi-bi

qit*

& nlDS Sensor has been connected o each router, if the stream of data
waz sxactly split 30050 between routers, then each nlDS will only see half
the conversation.
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Description of the Project
e Detect the Intrusion on the Network.

e Generate the attack on one computer anc
intrusion on the other computer.

 Protecting the personal computer system
based intrusion detection system.

Issues to be Identified and Discussed

ne main issue for this project is to ck
k for vulnerabilities and signs of hack

\achine will be connected to the ir
> typical home user machine.
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Project Focus

Baseline of the project is to monitored p
before taking any preventive action. The
preventive steps, monitoring packet traffic e
is catching suspicious behavior like it is SUpg

>ax2 allows for customizable security po
¢ traffic statistics. These capabilities als
>nerated audits provided me
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Available Tools for Intrusion Detection System
SNORT every one’s favorite open source ID’s
OSSEC HIDS An Open Source Host-based Intrusion Detecti
BASE The Basic Analysis and Security Engine ‘
Sguil The Analyst Console for Network Security Monitorin
Netcat The network Swiss army knife
Metasploit Framwork : Hack the Planet
Kismet : A powerful wireless sniffer
Hping2 : A network probing utility like ping on steroids
1p : The classic sniffer for network monitoring ane
n detection and prevention system (IDS)
ic open source network protocol analyze
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Introduction to the selected tool
Intrusion Detection System — Sax2 Main features

1. Intrusion Detection and Prevention

2. Conduct of Audits
3. Traffic Statistics and analysis
4. Customize Security Policy

5. Logs and events
oport multiple adapters

on and packet streaming
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System requirements and tool installation
Sax2.0

e Sax2is freeware and can be downloaded from ve
offering free downloads. Some well known sites ¢

http://wareseeker.com
http://www.freedownloadscenter.com

http://3d2f.com/



http://wareseeker.com/�
http://www.freedownloadscenter.com/�
http://3d2f.com/�
http://sax2-intrusion-detection-system-free-.smartcode.com/�

\_/ TOOLS / SOFTWA

Installing the tool and System reqwrements
Size 5.52 MB
System Requirements

The following minimum requirements are the base li

and run Ax3soft Sax2ly.

It would be better if your system has a higher config
especially in a busy or big network. '

a). Minimum requirements: P4 1.2G CPU, 512 MB ".
Explorer 5.5 or higher

mended requirements: P4 3.0G CPU, 1 GB R,
orer 6.0 or hlgher
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Installing the tool and System requiremen
WIRESHARK
The world’s foremost network protocol analyzer
http://www.wireshark.org/docs
CAIN ABEL

Cain & Abel is a password recovery tool for
Operating Systems

AP (automatically install with CAIN &

ca_in.html



http://www.wireshark.org/docs/�
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Intrusion detection Intrusion det
system activities Infrastr

10S Tasks
Prevenfion b

Simulation

Infrusion Monitoring

Analysis
| i Monitring Notfication
Infrusion defection

Notification

Protected System Additonal 105 Infostructure
Response

Response
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System specification of VICTIM and ATTACKER

ATTACKER
LAPTOP
Windows VISTA

CAIN & ABEL

WIRESHARK

IP ADDRESS 192.168.1.101
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1

ICTIM
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Screen shoots for CAIN

Looking for the poisoning route
[ we Bl +v » 8  me Denr 09 i
|é_% Decoders IQ MNetwark Iﬂ'ﬂ Sniffer ](af Cracker I@ Traceroute Im Ccou 1 a’l Wireless IE_E) OLlery]

| IP address ] IMAC address ] QUL fingerprint | Hast name ] B.. | B... ] BS ] Gr ] 110 | I'\.'1J.| I3 ]
192.163.L.100 001DI2ERF50A  MICRO-STARINT'L CO.LTD.
192.168.L.1 Q0LCL02614D8  Cisca-Linksys, LLC

ARP Test (Broadcast 31-bit) .. [ 5'9%}
Current Host:

192.168.1. 150

] Cancel

!' Haosts |®APR I'f' Routing I% Passwords ]ﬁ WVaIP ‘

Lost packets: 0%

< Eo%e Q= WS o0
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Screen shoots for CAIN

New ARP poisoning route

QRS BN v R mEEa0%R O ¢ 0L
Ig, Decoders |§ Networl-c Iﬁ'ﬂ Sniffer Ilf Cracker |@ Traceroute |m CCcou I[(' " Wireless |$) Ouer}' |

@ APR Status I IP address J FAC address J Packets - > I - Packets I FAC address IP address I
=] APR-Cert

-2 APR-DNS

..... B APR-SSH-1(0)
2y APR-HTTPS (1)
..... S APR-RDP (0) Mew ARP Poison Rauting B>
-2y APR-FTPS (0)

_____ 2y APR-POR3S (0] WARNING 1l
é APR-IMAPS (0) APF enables you ta hijack |P raffic between the selected hast on the left list and all zelected hosts on the right list in both

= directions. If a selected host has routing capabilities WaAMN traffic will be intercepted az well. Pleaze note that since your
""" £y APR-LDAPS (0} Status I IP acldresy machine has not the same performance of a router you could cause DoS if pou set APR between your Default G ateway and

é APR-SIPS (0} all ather hosts on pour LAN.

IP address | MAC | Hostname IP address l MAC | Hostname
192.168.1.100 00 DIZEBFS0a
19216811 00 C10261408

6] | Cancel

@ Configuration / Routed Packets |

g Hasts I@APR_'Q’ Rauting I% Passwartls |& ValP |

Lost packets: 0%
| / T} _ = e - M -
‘s : Abel 4

cain screen 1 - Paint
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Screen shoots for CAIN
ARP poising result on the Victim desktop. All visited URL’s are shown dfte

File View Cor‘n‘igure Tools  Help

I @ BN |+ R LYMEBEa08RE | O 7 0
|& Decoders I Q Networl\ Iﬁ'ﬂ Sniffer Ilf Cracker I@ Traceraute |m Ccou I&' ! Wireless Iﬁ) Query |
g& Passwards Timestamp | HTTP server | Client | Username | Password URL UserField PassField
----- ﬁ FTP (7) 12/11/2009 - 21:56:04 74.125,95.100 192.168.1.101 "{180ED3AC-E.. "Service Pack 2"/ <oia.. toals.google.com userid= p=
@ HTTP {19} 12/11/2009 - 22:09:15 66.235,133.1 192,168, 1.100 cpc.ca: person.. [ http:/fwww.canadapost.ca/cpotools/apps/track/personal/find...  MNAME= p=
5 EE IMAP (0) 1172009 - 22:10:21 209.73.157.189 192.168.1.100 T4d3ad8dbi5s...  wt, us.cata.toalbaryahoo.com uid= p=
: LDAP (0) 12/11/2009 - 22:28:34 74.125.95.102 192.168.1.101 2045636111 http:/fwanw uwindsor.cal id= p=
_____ lp POR3 (1) 12/11/2009 - 23:10:55 74.125,110.165 192.168.1.101 ytl 0.0.0.0 http:/fwanw youtube . com/watchv=2Tmb_AyzGyQ&feature=r... key= p=
s SMB (0) 12/11/2009 - 23:10:55 74.125,110.165 192.168.1.101 ytl 0.0.0.0 http://stima. com)/yt/ swf watch-wfl 132254, swf key= p=
e L2/11/2009 - 23:10:57 74.125.95.101 192,168, L.101 2Tmhb_Ayz Gy 903105,902899 http://s.timg. com/yt/swi/ watch-wfl 132254 swf id= p=

- B Telnet (0) 12/11/2008 - 23:10:57 74.125.95.139 192.168.1.10L  27mb_AyzGyQ 903105902599 http://s.ytimg. com/yt/swf/watch-vfl 132254, swf icl= p=
~[RE VMC (D) 12/11/2009 - 23:10:58 74.125.95.148 192.168. 1101 AARJOMFDAR.. 1 http://ad.daubleclick.net/870366/DartShel Player7_7_37.swf?a..  id= up=
E}) TDS () 12/11/2009 - 23:10:55 74.125.95.148 192.168.1.101 AAR4ONFDdR... 1 http:/fwanw youtube, com/watchv=2Tmb_AyzGyQ&feature=r... id= up=
- THS () L2/11/2009 - 23:10:55 74.125.95.148 192,168, L.101 AARJOMFDAR... 1 http://s.timg. com/yt/swif/ watch-wfl 132254 swf id= up=
5 SMTP (@) L2/11/2009 - 23:10:55 74.125.95.148 192,168, L.101 AARJOMFDAR... 1 http://s.ytimg. com/yt/swi/ad-vfl132258. swf id= up=
@ MMTP {0) 12/11/2009 - 23:10:55 74.125,95.157 192.168.1.101 AAR4ONFDdR... 1 http://ad-g.doubleclick.net/adi/comytpwatch.entertainment/... id= up=
DCE/RPC (0} 12/11/2009 - 23:11:10 74.125.95.139 192.168.1.101 2Tmb_Ayz Gy 903105,902899 http://stima. com)/yt/ swf watch-wfl 132254, swf id= p=
B3 MSKerbS-PreAuth (0] 12/11/2008 - 23:11:12 74.125.95.139 192,168, L.10L 2Tmhb_Ayz Gy 903105,902899 http://s.timg. com/yt/swif/ watch-wfl 132254 swf id= p=

- U L2415/ 2009 - 23:13:05 74.125.95.155 192,168, L.100 9078204531 http:/ftaonly.com HTT...  http://ftaonly.com/farums/fagq.php MAME= p=
-~ 8h Radius-Keys (0) 12/11/2008 - 23:13:05 74.125.95.155 192.168.1.100 6000202887 http://Fraonly.com HTT...  http://fraonly.com/farums faq.php NAME= p=
- & Radius-Users (0) 12/11/2009 - 23:13:05 74.125.95.155 192.168.1.100 9078204531 http:/ftaonly.com HTT... http://ftaonly.com/Forums/faq.php MAME= =
----- ﬁ ICq 12/11/2009 - 23:13:05 74.125.95.155 192,168, L.100 6000202887 http:/ftaonly.com HTT...  http://ftaonly.com/farums/fagq.php MAME= p=
-5 IKE-PSK (0}
-Fh MysaL (o)
= SMMP (0)
..... & SIP (0}
--<Z» GRE/PPP (0)
<> PPPaE (0)

< m | »

@ Hosts ]@APR I'i" Rauting ]% Passwards |& ValP |

http/ Swnenw. oxid it

gl sy PRsacs WO 1122PM
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Sax2 Screen 1 before starting Intrusion Detection System captur.

ﬂ Intrusion Detection Systemn - SAX2(Free)
File(F) Edit(E) View(v) Detection{D) Tool(S) Help(H)

Cpen Start Adapter Options Policy ExpertDetection =
Nodes Explorer > & x Statistics | Conversations | Events | Logs
% Nodes Explorer + X | - Rons 70
Statistics Item Statistics Data -
= Physical Explorer — Packet Size Distribution Packets Bytes Percent{3t)
<=04 0 0B 0%
B85-127 1] 0B 0%
128-255 1] 0B 0%
256-511 a 0B 0%
512-1023 a 0B 0%
1024-1517 a 0B 0% E
>=1518 1] 0B 0%
Sum 1] 0B 100%
— TCP Connections Count
TCP Connections Initiated 0
TCP Connections Established 0

TCP Connections Refused
TCP Connections Reset
—| FTP Analysis

FTP Control Connections

FTP Failed Login

FTP Data Connections Initiated

FTP Successful Data Connections

FTP Failed Data Connections

FTP Unknown Connections

FTP Files Upload

FTP Files Download

FTP Bytes Upload

FTP Bytes Download

FTP Servers Visited
— IMAP Analysis Count
IMAP Connections 0
IMAP Unknown Connections a

a
1]

- 0 x

3 X

Start Time
Duration
Packets Captured
Packets Accepted {0%a)
Packets Lost {0%a)
Buffer Usage {0%:)

View state of the system,

oo oo oo oo o oo

Ready

Intrusion
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Expert detection setting. Selecting ARP for detecting ARP poiso

ﬂ Intrusion Detection Syster - SAX2(Free)
File{F) Edit(E) View(V) Detection(D) Tool(S) Help{H)
k- Q| = @ =

Save Stop | Adapter Options Policy ExpertDetection =

Explorer Statistics | Conversations | Events | Logs
X "
(%1 N__D_des Sxplorer ! - EI Ii‘ - ert Detection Settings Raws o
[« N> s Statistics Item M
i Physical Explorer {5) 65-127 [C]ICHP
) 00:1C:10:26:14:08 (18) 128-255 ] TFTP
3 00:11:22:33:44:55 (18) 256-511 [ PMAP
3 00:1B:77:B4:D0:ES (192.168.1.101) S [C]NFS
HE 00:1B:24:86: 24:A1 (2) =[] IP
2 01:00: 5E: 7F:FF:FA (239,255, 255,250) sty CIHTTP
[EE 00: 1D:92:EB:F5:04 (192, 168. 1. 100) >=1518 [C1DMS
Sum [T FTP_CTRL
—| TCP Connections [C]FINGER
TCP Connections Ini D NNTP

TCP Connections Es
TCP Connections R

TCP Connections R [C]SMTP Description
+ FTP Analysis [Crce
+ IMAP Analysis [C1POP3
-+ DNS Analysis Impact L
— HTTP Analysis i

HTTP Connections

HTTF Unknown Coni
HTTP Request
HTTP Server No Req

Corrective Action

»

- 0 x HTTP Severs Visited|
W) Status a x + SMTP Analysis
= + POP3 Analysis
rt Time -11- 119
— 2009-11-1300:19: 14 + MSN Analysis
uration :06:
0Days 00:06:21 + NNTP Analysis
Packets Captured 255 =
+ WHOIS Analysis
Packets Accepted ~
+ NETBIOS Analysis Count
Packets Lost 0 (0%%) =
+ QQ Analysis Count
Buffer Usage (0%%) -
+ | ECHO Analysis Count |

View state of the system.

Ready

«» Start ; o] ¥ F Htled) - Wire Intrusion D
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All Intrusions events detected by SAX 2.0

ﬂ Intrusion Detection System - SAX2(Free)

File(F) Edit{fE) View(V) Detection(D) Tool(3) Help(H)

=] Q| = @ =
Save Stop | Adapter Options Policy ExpertDetection =
wplorer > & X Statistics | Conversations” Events | Logs

=4 Nodes Explorer e RUEEE Rows 31 Severity” Top 5 Events

[« N> s Statistics Item Statistics Data - H

1 Physical Explorer (8) |Allntrusinns[w:ms F A” |I"ItI'USIOI"IS EVEI"ItS

H3 00:1C:10:26:14:08 (14) Backdoor

HE 00:11:22:33:44:55 (14) DOS

E35 00:18:77:64:00:E2 (192.168.1,101)
E3 00:18:24:86: 24:A1 (169,254.2, 136)
5 01:00:5E:7F:FF:FA (239,255,255, 250) Virus
=3 00:1D:92:E6:F5:0A (192.168.1,100) Database

Other

P

TCP B 100% ARP_MAC Address Changed

m

Scan

upDP

ICMP

FTP_CTRL

FTP_DATA

PMAP

TFTD

e E - -0 s Rows 0

Severity Time Protocol Event Source Destinations

< | n | »

m|
— (Empty)
Al Status g X
Start Time | 2009-11-13 00: 19: 14
Duration 0Days 00:03:36 Packet | Original Communication
e 123 Item Comment Size
Packets Accepted
Padkets Lost|D 0%) There are no items to show.
Buffer Usage (0%)
rethccuve TN | . 1 ;
View state of the system.
Ready MNUM

14 start - "(E] Microsoft PowerPoint ... =d) - Wire Intrusion D . : Untitled - P2 <[] 3 [ g 12:22AM
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ARP intrusion detected from the 192.168.1.101 (Attacker Laptop

ﬂ Intrusion Detection System - 5AX2(Free)

File(F) Edit(E) View(vV) Detection{D) Tool(S) Help(H)

=] Q| =m @m <=
Save Stop | Adapter Options Policy ExpertDetection =
Nodes Explorer > 1 % Statistics” Conversations | Events | Logs
d:ﬁ Modes Explorer g X II--J B=| B - IELI . s 70
% P1 Portl | P2 Port2 | Protocol | Status Events Packets Bytes A
| Physical Explarer (8) 192.168.1.1 4152 | 239,255.255.250 1500 UDP CLOSED 0 1 406B
3 00:1C:10:26: 14:08 (19) 192.168.1.1 4161 | 239.255.255.250 1500 | LDP CLOSED 0 1 3748
g 00:11:22:33:44:55 (15) 192,168.1.1 4160 | 239,255.255,250 1500 | UDP CLOSED 0 1 335B
g ggﬁ;:gg:i Eg 192.168.1.1 4159 | 239,255.255,250 1900 |UDP CLOSED 0 1 3908
3 01:00: 55: TF:FF:FA (239,255, 255,250) | 192.168.1.1 4158 | 239.255.255.250 1500 UDP CLOSED 0 1 393 B
3 00:10:92:EB:F5:0A (192, 168, 1, 100) 192.168.1.1 4157 | 239.255.255.250 1500 |UDP CLOSED [u] 1 335B
192.168.1.1 4156 | 239,255,255, 250 1500 UDP CLOSED 0 1 3268
192.168.1.101 51285 | 208.77.137.146 80 |HTTP CLOSED 0 2 1208
192.163.1.101 51152 |66.114.53.22 80 |HTTP CLOSED 0 2 1208
192,168.1,101 51154 | 66.114.53.22 80 |HTTP CLOSED 0 2 1208
192,168.1.101 57227 |24.226.10.194 53 |DNS CLOSED 0 2 804B
192,168.1.101 51356 |66.114.53.22 80 |HTTP CLOSED 0 2 1208
192.168.1.101 51238 |66.114.53.22 80 |HTTP CLOSED 0 2 1208 E
192.163.1.101 51239 |66.114.53.22 80 |HTTP CLOSED 0 2 1208
192,168.1,101 50815 | 212,58.253.68 80 |HTTP CLOSED 0 2 1208
192,168.1.101 57640 | 24.226.10.194 53 |DNS CLOSED 0 2 804B
192.163.1.101 51195 |69.63.181.15 80 |HTTP CLOSED 0 2 1208
192.163.1.101 51188 |69.53.181.15 80 |HTTP CLOSED 0 2 1208 -
) Events List | Data Stream
vl;l Dedl E-&-|v|0 o Rows 35
Severity Time Protocol Event Source Destinations -
A Status # % 00:26:21  ARP The corresponding Mac({192. 1 77:B4:00:E9) will be changed to 00:11:22:33:44:55 00:11:22:33:44:55 00:1B: 77:64:DD:E9

Start Time | 2009-11-13 00:19: 14
Duration Days 00:03:06
Packets Captured 353
Packets Accepted

00:26:33 ARP The corresponding Mac{192. 16
00:26:42  ARF The corresponding Mac(192.
00:27:03 ARP The corresponding Mac({192.
:27:21 | ARP The corresponding Mac({192.

:22:33:44:55) wil be changed to 00: 1B
be changed to 00:11:2
3 ) will be changed to
4:0DD:E9) will be changed to 00:11:22:

00:1B:77:B4:.0D:E9 00:10:92:EB:F5:0A
00:11:22:33:44:55 00:18:77:64:0D:E9
00:1B:77:64.0D:E9 00:1D:92EB:F5:0A
00:11:22:33:44: 55 00:1B:77:84:DD:E9

00000000

Packets Lost 0 (0%) 00:27:33 | ARP The corresponding Mac(132. +22:33:44:55) wil be changed to 00: 18:7 00:18:77:B400:E9 00:1D:32:EE:F5:0A
Buffer Usage (0%) 00:27:51 | ARP The corresponding Mac(192. 116 77:B4:D0:ES) wil be changed to 00:11:22:33:44:55 00:11:22:33:44:55 00:1B: 77:B4:DD:EQ lEl
Traffic Curve m 00:28:03 |ARP The corresponding Mac(192. 168. 1. 1) of IP(00: 11:22:33:44: 55) will be changed to 00: 18:77:B4:DD:E9 00:1B:77:B4:DD:E9 00:10:92:EB:F5:0A s

View state of the system.

Ready NUM

.y Start [e] Microsoft PowerPoint ... =) Intrusion - i sa = ¢y s R 12:28 AM
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ﬂ Intrusion Detection System - SAX2(Free)

File(F) EditfE) View(V) Detection(D] Tool(3) Help{H)

Hio O » = &
Save Stop | Adapter Options Policy ExpertDetection =
Modes Explorer > X Statistics | Conversations” Events | Logs
=% Nodes Explorer 7 X ) - E Rows 31 Severity” Top 5 Events
o9 4 Statistics Item Statistics Data -
! Physical Explorer (&) HTTP ARP_MAC Addl’ESS ChangEd
5 00:1C:10:26:14:D8 (14) POP3
H@ 00:11:22:33:44:55 (14) SMTP

3 00:18:77:54:0D:E9 (132, 168.1.101)
5 00:15:24:85:2A:A1 {169.254.2, 136)
S 01:00:58: 7F:FF:FA (239.255,255.250) |ARP_MAC Address Changed 8
5 00:1D:92:EB:F5:0A {192, 168, 1, 100) MSN

SHMP

NINTP

WHOIS B 100% ARP_MAC Address Changed

—| ARP Count

TELNET

NETBIOS
FINGER
NFS
ECHO

BeE B-R-||@|0a| Rows ]

Severity Time Protocol Ewent Source Destinations -
] 00:19:51 | ARP The corresponding Mac{192. 00:11:22:33:44:55 00:1B: 77:B4:DD:E9
] 00:20:21 | ARP The corresponding Mac(192. 16 00:11:22:33:44:55 00:1B: 77:64:DD:E9 L
L] | LI} LI < ] 00:20:42 | ARP The corresponding Mac{192, 00:11:22:33:44:55 00: 1B: 77:B4:DD:ES i
[ 00:21:21 | ARP The correspanding Mac(192, 00:11:22:33:44:55 00: 1B: 77:B4:D0:E9 i
A status 3 = ] 00:21:51 | ARP The corresponding Mac{192. 00:11:22:33:44:55 00:1B: 77:B4:DD:E9
] 00:22:21 | ARP The corresponding Mac(192. 16 00:11:22:33:44:55 00:1B: 77:B4:DD:E9 il
StartTime | 2009-11-13 00:19:14
Duration Days 00:04:13 Packet | Criginal Communication
e ] 145 = | Item Comment Size
Packets Accepted E - .
Packets Lost 0 (0%) ere are no items to show.
Buffer Usage (0%)

View state of the system.

Ready

Intrusion Dy
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oo reeherark card
Wireless Foular




\.» NETWORK PRESE

Project execution demonstration 2
(actual network presentation)

RiepComputer

OWindOWS VISTA
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\_» QUESTIONS ?

RESPECTABLE AUDIENCE HAS ANY QUESTION, CONCERN
POINT ABOUT THE PRESENTATION, PLEASE GO A HEAD...
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