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Q.1

(a) An organization has been assigned the network number 140.25.0.0 and it needs to create a set of subnets that supports up to 25 hosts on each subnet. 

  (i) What is a subnet mask you would use to do this? 

  (ii) How many such subnets are possible? 

  (iii) Given that you have 25 hosts on each subnet, how much of the address space is being wasted?

(b) A block of 8192 addresses is available starting from 207.137.0.0.

Three organizations,  called  A, B and C,  ask for 2048, 4096 and 1024 addresses respectively. Using CIDR, these addresses are to be allocated out of the available block starting from 207.137.0.0. 

             (i) Choose an appropriate allocation of addresses to A, B and C. 

             (ii) For each of the three allocations, specify the following:

                                       The first host address, the last host address, mask,

                                       slash notation for the block 

(c) State the advantages and disadvantages of using Network Address Translation system for the network of an organization. The organization’s network is to be connected to the Internet.                                                                                                                                                                                                           

                                                                                                                          30 marks

Solution:

(a) No. of  hosts= 25

24<25<25
Therefore,  No. of bits in new host ID=5

So, No. of bits in subnet ID=11

(i) subnet mask: 255.255.255.224

(ii) No. of subnets=211-2=2046

(iii) Instead of 30 hosts, it uses only 25 hosts. 

 So, 5 addresses are not used

Wastage=5/30=1/6=16.67%

The following may also be considered: 5/32, 7/32.

(b)  Available Address: 207.137/19

	Organization
	No. of Address
	Slash Notation
	First Host Address
	Last Host Address
	Mask

	A
	2k
	207.137/21
	207.137.0.0
	207.137.7.255
	255.255.248.0

	C
	1k
	207.137.8/22
	207.137.8.0
	207.137.11.255
	255.255.252.0

	B
	4k
	207.137.16/20
	207.137.16.0
	207.137.31.255
	255.255.240.0


Or:

	Organization
	No. of Address
	Slash Notation
	First Host Address
	Last Host Address
	Mask

	B
	4k
	207.137/20
	207.137.0.0
	207.137.15.255
	255.255.240.0

	A
	2k
	207.137.16/21
	207.137.16.0
	207.137.23.255
	255.255.248.0

	C
	1k
	207.137.24/22
	207.137.24.0
	207.137.27.255
	255.255.252.0


Or:

	Organization
	No. of Address
	Slash Notation
	First Host Address
	Last Host Address
	Mask

	B
	4k
	207.137/20
	207.137.0.0
	207.137.15.255
	255.255.240.0

	C
	1k
	207.137.16/22
	207.137.16.0
	207.137.19.255
	255.255.252.0

	A
	2k
	207.137.16/21
	207.137.24.0
	207.137.31.255
	255.255.248.0


Or:

	Organization
	No. of Address
	Slash Notation
	First Host Address
	Last Host Address
	Mask

	C
	1k
	207.137/22
	207.137.0.0
	207.137.3.255
	255.255.252.0

	A
	2k
	207.137.8/21
	207.137.8.0
	207.137.15.255
	255.255.248.0

	B
	4k
	207.137.16/20
	207.137.16.0
	207.137.31.255
	255.255.240.0


(c)  NAT

Advantages:

1.  A smaller number of IP addresses may be used, even though the number of users in an organization may be large.

2.  Since IP addresses of hosts, secured by an NAT, are not known to the outside world, thus these addresses cannot be attacked by a hacker.

Disadvantages:

1. IP architecture model is violated. Now there may be many machines will be the same(intranet) addresses, which are virtually on Internet.

2. IP does not retain any record of state (i.e. connectionless). NAT stores the identification number and port number of the internal user machine and the ephemeral port number it introduces in the outgoing messages. Thus it makes IP “partially” connection-oriented.

3. If  NAT crashes, all the messages relating to many machines on the internal network may be lost.

4. Protocol lagering principle is violated. Now Transport Layer protocols cannot change the size of PORT field, without informing NAT also.

5. Basic Internet theory did not make use of TCP or UDP compulsory. Only the use of IP was mandatory. Now it becomes necessary to use either TCP or UDP if NAT is to be used.

6. If an application should insert IP address in the DATA part, NAT would not be able to change it.  Thus an intranet address (in the DATA part) may travel in an Internet message.

7. Since 4096 addresses are reserved, NAT can map only 61440 (65536-4096) messages from machines. 

8. Since NAT mitigates the RAIDS problem to some extent, the need for an early rollout of v.6 is reduced.

Q.2 

An IP datagram moves from the source to destination in Fig 1. The payload of the datagram is a UDP message. The UDP SOURCE PORT number is 53248 and the UDP DESTINATION PORT number is 53. The UDP datagram carries a data of 4 bytes only. The DATA in the UDP message (in HEX) is as follows:

                                                                                 78766972.

Calculate the UDP CHECKSUM for the User Datagram.   

Show the entries, in Hexadecimal, in the IP Datagram of Fig 3. 

      
Fill up the IP Checksum field with zeros.   

           Given that IDENTIFICATION = 4097, TTL = 16, PROTOCOL = 17.

                                                                                                                           40 marks

Solution:
Source Address: 160.160.0.16

Destination Address: 25.0.0.16

  16010=A016, 1616=1016, 2510=1916, 1710=1116
UDP length=12 bytes

Source Port=5324810=D00016
5310=3516
Pseudo Header:  A0A0 0010

                           1900 0010

                           0011 0000

UDP Header:     D000 0035

                           000C ****

Data:                  7876 6972    

Calculation of Checksum
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Total Length=32bytes=2016
Id=409710=100116
TTL=1610=1016
PR=1710=1116
IP Datagram
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Q.3 

      (a) Explain the function of the following two ICMP messages:
            Router Solicitation, Router Advertisement.

            Discuss briefly the conditions under which each one of them is used. 

           Sspecify the maximum length of each one of the above two messages.  

Q.3 (b) A router receives the following IP packet:

4500 0028

0103 0000

1011 6762

7C4E 0302

B4OE 0F02

C000 000D

0014 FD4B

4080 0000

0000 0200

0010  0002

        Since the router cannot find the destination IP address in its routing table, it is to send an ICMP message to the sender. 

Fill in all the fields (Except the checksum) in the ICMP message.  Put zero’s in the checksum field. 

This ICMP message is received by the Sender. Discuss how the sender would be able to identify the following.: 

(i) The protocol in the Transport layer, to which the error message is to be delivered by the Network layer.

(ii) Port number of the transport layer protocol 

(c) Why do we use protocol ports rather than process identifiers to specify the destination with in a machine?                                                                                                               20 marks                                                                                                                                                                                                                        
Solution:

(a) 

Router Solicitation 

TYPE:  10

CODE:  0

If a host supports multicast, send the Router Solicitation message to 224.0.0.2 (address of all Routers) Or it may be broadcast to the local network.

Every few minutes – (default value = 10 minutes) - a Router advertisement is received .

   Therefore Router Solicitation is used only when Router address is required immediately.

ROUTER ADVERTISEMENT

Type: 9

Code: 0

The scheme calls for 

Periodic Retransmission (Default value of period = 10 minutes)

Soft state, in that the Router information retained for the specified lifetime (Default value of lifetime = 30 minute so that missing one ad message will not lead to discarding the Router information.) 

•An Advertisement by a Router tells about 

–it self and

–all other Routers on  the network about which it is aware.

–Every Router address, associated along with its integer precedence value. The integer precedence value is given in 2’s complement. A host chooses the route with the highest precedence value. 

•Thus if      

•PR VAL =  0    -----> DEFUALT ROUTER

•PR VAL =  8000 0000  ->should never be selected as the default  router. 

FIELDS of the ROUTER ADVERTISEMENT message:

NUM ADDRS:

The number of address entries which follow 

ADDR SIZE: 

The size of an address in 32 bit units (1 for IPv4)

LIFE TIME:

The number of seconds for which the Router is retained, if it is not refreshed (default = 30 min)

Routers send these messages periodically. Or immediately on receipt of a Router solicitation message.

If the Router and the network support multicast, send to all systems multicast address 224.0.0.1

  Otherwise it is broadcast locally.

The Router Solicitation message has a fixed length of 8 bytes. This is also the ICMP message of the shortest length.

The NUM ADDRS  of the  ROUTER ADVERTISEMENT message has 8 bits allocated to it. So it can have the highest value of 255. Therefore the largest size of the  ROUTER ADVERTISEMENT message will be

8 + 255x 8 = 2048 bytes. This is the ICMP message with the largest size.

(b)
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(1) Protocol=1116=1710
Hence the message will be delivered by the Network Layer to UDP in the Transport Layer

(2) Port Number


UDP source port=C00016=12 X 409610=4915210
(c)
We do not use Process Identifiers to specify the destination points within a machine because of the following reasons.:

Process are created & destroyed dynamically. 

A Sender may have difficult in identifying  a process on another machine. 

The Receiver: may replace a Process (say by Rebooting), without informing all the Senders. 

A Process: may handle more than one function. 
It is therefore preferred to  relate the destination  to the function, that the process implements.

Abstract Destination Points: UDP Protocol PORTS

Operating Systems provide an Interface that processes use to specify a Port or to access it.

Q.4   Please ‘CIRCLE’ the correct answer. :                                                    10 marks
(I)   An organization is given 16 class C addresses beginning with 211.211.0.0. What is the supernet mask?

(a) 255.255.240.0  

(b) 255.255.255.192   

(c) 255.255.192.0  

(d) 255.255.64.0  

(II) When all fragments of a message have not been received within the designated amount of time, a        ____________________ error-reporting message is sent 

(a) Source quench

(b) Time- exceeded

(c) Parameter -problems

(d) Redirection

(III) To determine whether or not a node is reachable,  ___________message can be sent.

(a) Source quench 

(b) An echo-reply

(c) An echo-request

(d) Redirection

(IV) If the incoming queue of a UDP server overflows, 

(a) the user datagram is discarded and a port unreachable message is sent.

(b) the operating system asks the server to wait before any more messages are sent.

(c) new queues are initiated.

(d) the operating system asks the client to wait before any more messages are sent.

(V) Which component in the UDP package communicates with the ICMP software package?

(a) output module

(b) input module

(c) control-block module 

(d) control-block  table

Solution: (a) (b) (c) (a) (b)

*
*
*
*
*
*
*
*
*
*
*
*


FIGURE 1
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	UDP SOURCE PORT

16 bits
	UDP DESTINATION PORT

16 bits

	UDP MESSAGE LENGTH

16 bits
	UDP CHECKSUM

16 bits

	                                                                DATA

	                                                                      ……




FIGURE 2(a):  FORMAT   of    USER DATAGRAM
FIGURE 2(b):  FORMAT   of    UDP pseudo– Header
	SOURCE   IP ADDRESS

32 bits

	DESTINATION IP ADDRESS

32 bits

	ZERO

8 bits
	PROTOCOL = 17

8 bits
	UDP LENGTH

16 bits


FIGURE 3:  FORMAT   of    IP DATAGRAM
	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	0
	DNF
	MF
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER CHECKSUM 

                              16 bits 

	                                                  SOURCE IP ADDRESS

                                                               32 bits

	                                            DESTINATION IP ADDRESS  

                                                              32 bits 

	                                   IP OPTIONS  (IF ANY)


	   PADDING

	DATA

	                                                                   … 




PROTOCOL = 1 for ICMP;    PROTOCOL = 6 for TCP;     PROTOCOL = 17 for UDP

	TYPE = 3

8 bits
	CODE = 7

8 bits
	CHECKSUM

16 bits

	Unused  (must be Zero)

32 bits

	IP HEADER + FIRST 64 BITS OF THE DATAGRAM



	……………………..

	……………………..


FORMAT for ICMP message for DESTINATION HOST UNKNOWN

	TYPE

8 bits
	CODE

8 bits
	CHECKSUM

16 bits

	IDENTIFIER

16 bits
	SEQUENCE NUMBER

16 bits


FORMAT for ICMP message for ROUTER SOLICITATION

	TYPE

8 bits
	CODE

8 bits
	CHECKSUM

16 bits

	NUM ADDR

             8 bits
	ADDR SIZE

                 8 bits
	LIFETIME

                                        16 bits

	ROUTER ADDRESS 1

32 bits

	PREFERENCE LEVEL 1

32 bits

	ROUTER ADDRESS 1

32 bits

	PREFERENCE LEVEL 1

32 bits

	-------------


FORMAT for ICMP message for ROUTER ADVERTISEMENT
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