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Q.1 TCP in host A opens a connection with host B using an ISN of 4098. The host B begins with an ISN of 6145. 

Show the entries in the three TCP segments used for establishment of the connection. Calculate the checksum for only the first segment. For the second and third segments, fill up the checksum field with *.

Given that the IP address and the port address for host A are 222.38.56.88   and 49152 respectively.

For host B, the IP address and the port address are 141.34.8.251 and 23 respectively.                     

Protocol = 6. The buffers in A and B are 4096 bytes and 6144 bytes respectively. The MSS is 1024 bytes.          

                                                                                                                                                       30 marks
Solution:

X = 4098 = 1002

10 16

Y = 6145 = 1801

10 16

First Segment:
C 0 0 0
 0 0 1 7




0 0 0 0
 1 0 0 2




0 0 0 0
 0 0 0 0

   FLAGS
6 0 0 2
 1 0 0 0

0|0000010
0 D 2 5
 0 0 0 0




0 2 0 4
 0 4 0 0
Max Seg Size Option









D E 2 6
 3 8 5 8




8 D 2 2 
 0 8 F B

pseudo-Header




0 0 0 6
 0 0 1 8

Calculation of Checksum



           2 3 1 3




C 0 0 0




0 0 1 7




1 0 0 2

Checksum = 0 D 2 5




6 0 0 2




1 0 0 0




0 2 0 4




0 4 0 0




D E 2 6




3 8 5 8




8 D 2 2




0 8 F B




0 0 0 6




0 0 1 8




          2  F 2 D 8




          2
end-around carry





F 2 D A

                            




        ACK          SYN




Flags for 2nd Segment:
0 0 0 1
0 0 1 0




Flags for 3rd Segment:
0 0 0 1
0 0 0 0




0 0 1 7
C 0 0 0




0 0 0 0 
1 8 0 1




0 0 0 0 
1 0 0 3




6 0 1 2
1 8 0 0




* * * *
0 0 0 0




0 2 0 4
0 4 0 0





C 0 0 0
0 0 1 7




0 0 0 0
1 0 0 3




0 0 0 0
1 8 0 2




5 0 1 0
1 0 0 0




* * * *
0 0 0 0


Q.2  64 K of data is to be transferred from host A to host B using TCP.  The application in B is extremely slow and it reads only 256 bytes of data from TCP every two seconds. The buffer memory for both A and B are 4096 bytes each and the MSS is given to be 1024 bytes.

After 4097 bytes have been transferred by TCP in A to TCP in B, the state of the buffer memory in B is as follows:

data in the buffer = 3073 bytes and free area in the buffer is of 1023 bytes.

At this point, a single byte probe is sent from A to B as follows:

Seg from A to B:  SEQUENCE = 5098; ACK= 2001, WIN=4096

The acknowledgement received for the probe is as follows:

Seg from B to A: ACK=5099, WIN=0

Explain why the window is advertised as of zero size.
If the default value of the persistence timer be 5 seconds, show the next eight segments exchanged between A and B. Explain each step clearly.        

Assume that the Read delay of 2 seconds for B starts after the above ACK segment is transmitted from B to A. Neglect the processing time for TCP at the two hosts and the transmission time.    

                                                                                                                                                  25 marks

Solution:

  0










    65535

         4096        4097









Buffer in B

The WINDOW is advertised as zero



Data
free

Since Silly Window solution for Receive



3073
1023 

side would not allow a window smaller

     BEGIN
3074
1022

than MSS to be advertised.


        2 Sec
2818
1278







        4

2562
1534

At BEGIN, the persistence timer is started.

        5

2563
1533









3587
  509

At 5 Seconds it times out.



        6

3331
  765

A probe is sent by A to B.



        8

3075
1021

     10

2819
1277

                                                                                       
              3328         768



     12

3072
1024

                   14

2816
1280

       





     15

2817
1279

1 Seg A to B: Data = 5099; ACK = 2001, WIN = 4096

2 Seg B to A: ACK = 5100, WIN = 1533

3 Seg A to B: Data = 5100 to 6123; ACK = 2001, WIN = 4096

4 Seg B to A: ACK = 6124, WIN = 509.

Even though the WIN size is less than 1024, it is advertised because the ‘right edge’ of the sliding window cannot be moved to the left. However A does not send to B any data. It is because SILLY WINDOW send-side solution would not allow data less than 1024 bytes to be sent immediately. (Nagle’s Algorithm)

So the Persistence Timer is started.

At 10sec, the timer times out.

Since even now B has not informed about the window having become larger, A sends the data of 509 bytes only.

(A TCP implementation sends a WINDOW update if the size of the window increases by



either
two maximum sized segments



or
50% of the maximum possible window size)

5 Seg A to B: Data = 6124 to 6632; ACK = 2001, WIN 4096

6 Seg B to A: ACK = 6633, WIN = 0

The window is again advertised as zero, rather than 768 bytes, since Silly Window solution for Receive Side would not allow a window smaller than MSS to be advertised.

So A again starts the Persistence Timer.

At 15 Sec, when the Timer times out, a single byte Probe is sent.

7 Seg A to B: Data = 6633; ACK = 2001, WIN = 4096

8 Seg B to A: ACK = 6634, WIN = 1279.

Q. 3 

a) Four Class A networks are to be split into subnets. Specify the maximum number of subnets possible in each of the four cases if the masks for the four cases are as follows:

(i) 255.255.192.0

(ii) 255.240.0.0

(iii) 255.255.255.0

(iv) 255.255.224.0

b) The IP address of a subnet is 198.123.46.219. If its subnet mask is 255.255.255.192, find out the subnet addresses and the hostid for the IP address.

c) An ISP’s CIDR block of addresses is 138.144.0.0/16.  The ISP wants to divide it into blocks of 2048 addresses each. 

(i)    How many such blocks can the ISP have? 

         (ii)  What will be the starting address of each of the blocks? 

         (iii) What will be the mask for the blocks?

                                                                                                                                                15 marks                   

Solution:

3a

(i) 1 1 0 0 0 0 0 0 

 10

2   -   2   =   1022

(ii) 1 1 1 1 0 0 0 0

  4

2   -   2   =   14



  16

(iii)

2   -   2   =   65534



  11

(iv)

2   -   2   =   2046

3b



198.123.46.219








              Subnet add







Bit-wise ANDing






        16 8  4  2  1






1 1 0 0 0 0 0 0
192






1 1 0 1 1 0 1 1
219






            host id



198.123.46.192 = subnet add



host id = 27

3c


138.144.0.0 / 16


                          11           (32 – 21)


2048   =   2   =   2


                                             (21 – 16)            5


No. of Blocks   =   2   
=   2   = 32


So blocks from 138.144.0.0 to 138.144.248.0 with 21 bits in the mask will do.


Mask   =   255.255.248.0



32 Networks


138.144.0.0


138.144.8.0


138.144.16.0


138.144.24.0


138.144.32.0



.



.



.



.



.



.


138.144.248.0

Q.4 

       a.  Enumerate the four Query-Response messages of ICMP. 

            Discuss briefly the conditions under which each one of them is used

       b.  Explain the function of the following two ICMP messages:

            Router Solicitation, Router Advertisement.

            Discuss briefly the conditions under which each one of them is used. 

            Please specify the maximum length of each one of the above two messages.  

       c.  A router receives the following IP packet:

4500 0117

0103 0000

1006 667E

7C4E 0302

B4OE 0F02

830B 047C

4E03 01D0

4080 0000

0000 0200

        Since the router cannot find the destination IP address in its routing table, it is to send an ICMP         

        message to the sender. Fill in all the fields (Except the checksum) in the ICMP message. 

        Put zero’s in the checksum field. 

   d. Why do we use protocol ports rather than process identifiers to specify the destination with in a machine?

                                                                                                                                                20 marks

Solution:

4a (i). Echo Request and Reply:

      Used to find out whether a particular target system is alive or not. The correct receipt of the  Echo reply verifies the error -free working of the entire system from the source to the target. 

(ii). Timestamp request and reply:

   used to find round trip time and for synchronization of clocks at the source and the target.

(iii). Address Mask Request and response:

   used by host to obtain the subnet mask from the router on the local network, particularly used by diskless machines after boot-up.

(iv).Router solicitation and advertisement:

Solicitation used to get the IP addresses of the routers connected to the local network. Advertisement is a regular method used by routers to update continuously the router information available with the hosts on the same network.

4b
   Router Solicitation 

· TYPE:  10

· CODE:  0

· If a host supports multicast, send the Router Solicitation message to 224.0.0.2 (address of all Routers) Or it may be broadcast to the local network.

· Every few minutes – (default value = 10 minutes) - a Router advertisement is received .

   Therefore Router Solicitation is used only when Router address is required immediately.

ROUTER ADVERTISEMENT

· Type: 9

· Code: 0

· The scheme calls for 

· Periodic Retransmission ( Default value of period = 10 minutes)

· Soft state, in that the Router information retained for the specified lifetime (Default value of lifetime = 30 minute so that missing one ad message will not lead to discarding the Router information.) 

•An Advertisement by a Router tells about 

–it self and

–all other Routers on  the network about which it is aware.

–Every Router address, associated along with its integer precedence value. The integer precedence value is given in 2’s complement. A host chooses the route with the highest precedence value. 

•Thus if      

•PR VAL =  0    -----> DEFUALT ROUTER

• 

•PR VAL =  8000 0000  ->should never be selected as the default  router. 

FIELDS  of  the ROUTER ADVERTISEMENT message:

· NUM ADDRS:

· The number of address entries which follow (often 1)

· ADDR SIZE: 

· The size of an address in 32 bit units (1 for IPv4)

· LIFE TIME:

· The number of seconds for which the Router is retained, if it is not refreshed (default = 30 min)

· Routers send these messages periodically. Or immediately on receipt of a Router solicitation message.

· If the Router and the network support multicast, send to all systems multicast address 224.0.0.1

  Otherwise it is broadcast locally.

The Router Solicitation message has a fixed length of 8 bytes. This is also the ICMP message of the shortest length.
The NUM ADDRS  of the  ROUTER ADVERTISEMENT message has 8 bits allocated to it. So it can have the highest value of 255. Therefore the largest size of the  ROUTER ADVERTISEMENT message will be

8 + 255x 8 = 2048 bytes. This is the ICMP message with the largest size.

4c




0 3 0 7
* * * *




0 0 0 0  
0 0 0 0



            
4 5 0 0
0 0 1 7



            
0 1 0 3
0 0 0 0




1 0 0 6
6 6 7 E




7 C 4 E
0 3 0 2




B 4 0 E
0 F 0 2




8 3 0 B
0 4 7 C




4 E 0 3
0 1 D 0

4d

We do not use Process Identifiers to specify the destination points within a machine because of the following reasons.:

Process are created & destroyed dynamically. 

A Sender may have difficult in identifying  a process on another machine. 

The Receiver: may replace a Process (say by Rebooting), without informing all the Senders. 

A Process: may handle more than one function. 
It is therefore preferred to  relate the destination  to the function, that the process implements.

Abstract Destination Points: UDP Protocol PORTS

Operating Systems provide an Interface that processes use to specify a Port or to access it.

Q.5   Please ‘CIRCLE’ the correct answer. :                                                                           10 marks
(I)   A supernet mask is 255.255.248.0. How many class C networks were combined to make this supermet?

a) 2  

b) 4 

c) 6

d) 8

(II) When all fragments of a message have not been received within the designated amount of time, a        ____________________ error-reporting message is sent 

a) Source quench

b) Time- exceeded

c) Parameter -problems

d) Redirection

(III) TCP is said to be a Reliable protocol because

a) it guarantees that the sender receives an Acknowledgement from the receiver.

b) every segment carries an Urgent pointer.

c) it uses the ports numbers to specify the destination and the source.

d) none of the above.

(IV) If the incoming queue of a UDP server overflows, 

a) the user datagram is discarded and a port unreachable message is sent.

b) the operating system asks the server to wait before any more messages are sent.

c) new queues are initiated.

d) the operating system asks the client to wait before any more messages are sent.

(V) TCP uses the _______________ timer during the process of closing a connection.

a) Retransmission 

b) Persistence 

c) Keep-alive

d) Time-Wait

*
*
*
*
*
*
*
*
*
*
*
*


	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER CHECKSUM 

                              16 bits 

	                                                  SOURCE IP ADDRESS

                                                               32 bits

	                                            DESTINATION IP ADDRESS  

                                                              32 bits 

	                                   IP OPTIONS  (IF ANY)


	   PADDING

	                                                               DATA



	                                                                   … 

 


                                                        IP DATAGRAM

	TYPE = 3

8 bits
	CODE = 7

8 bits
	CHECKSUM

                            16 bits

	                                     Unused  (must be Zero)

32 bits

	IP HEADER + FIRST 64 BITS OF THE DATAGRAM



	……………………..

	……………………..


FORMAT for ICMP message for DESTINATION HOST UNKNOWN
---------------------------------------------------------------------------------------------------------------------------------

	TYPE

8 bits
	CODE

8 bits
	CHECKSUM

16 bits

	IDENTIFIER

16 bits
	SEQUENCE NUMBER

16 bits


FORMAT for ICMP message for ROUTER SOLICITATION

	TYPE

8 bits
	CODE

8 bits
	CHECKSUM

16 bits

	NUM ADDR

             8 bits
	ADDR SIZE

                 8 bits
	LIFETIME

                                        16 bits

	ROUTER ADDRESS 1

32 bits

	PREFERENCE LEVEL 1

32 bits

	ROUTER ADDRESS 1

32 bits

	PREFERENCE LEVEL 1

32 bits

	-------------


FORMAT for ICMP message for ROUTER ADVERTISEMENT
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FORMAT for TCP Segment

	Source address



	          Destination address



	000 000 00

8 bits
	Protocol=6

8 bits

	TCP segment length

16 bits


	           KIND = 2

               8 bits
	LENGTH = 4

           8 bits
	MAXIMUM SEGMENT SIZE

 16 bits


FORMAT for the pseudo- Header for the TCP Segment

Format of MSS Option for TCP: �





6 bits





5098





Mask








