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Q.1  Some of the fields of  an IP packet, received by a host, are as follows:

      HLEN = 5, IDENTIFICATION (ID) = 14567, TOTAL LENGTH = 820, DNF = 0, MF =1, 

      FRAGMENT OFFSET = 175, SOURCE  ADDRESS = 222.137.207.56.

On receipt of this packet, a reassembly timer with a time-out value of 50 mSeconds (mS) is started. This packet may be given Serial Number (S.No.) 1.

Thereafter the following 10 packets, each with HLEN = 5,  are received from the SOURCE  ADDRESS = 222.137.207.56 before the Reassembly Timer, associated with the packet of S.No. 1, times out.:

	S.No.
	Time of the Reassembly Timer at which the packet is received    in mS
	ID
	Total Length
	DNF
	MF
	Fragment  Offset

	2
	45
	14567
	620
	0
	1
	275

	3
	38
	14567
	1,420
	0
	1
	0

	4
	30
	14568
	450
	1
	0
	0

	5
	27
	14566
	1200
	0
	1
	140

	6
	25
	14567
	1220
	0
	0
	350

	7
	20
	14569
	800
	0
	0
	0

	8
	18
	14567
	1420
	0
	1
	0

	9
	17
	14567
	1220
	0
	0
	350

	10
	9
	14570
	750
	1
	0
	0

	11
	1
	14571
	1420
	0
	1
	0


(i) Specify which of the above 11 packets belong to the same IP datagram as the packet of  S.No.1.

(ii) Arrange these packets in the sequence in which these are to be assembled to create the complete  datagram.                                                              

(iii) Have all the fragments of this datagram been received?  

(iv) Why are these packets of the same datagram of more than two  sizes?

 (v) Why are these packets, belonging to the same datagram and from the same source, not received at nearly the same time and in proper sequence?

                                                                                                                                                         15 marks
Solution Q.1

(i) S.No.: 1, 2, 3, 6, 8, 9

(ii)                         S.No.               Data                 Offset             Calculation

                 First            3/8          1400 (0-1399)               0                    1400/8=175

                 Second         1              800(1400-2199)     175                      2200/8=275

                 Third            2              600(2200-2799)     275                      2800/8=350

                 Fourth         6/9           1200(2800-3999)    350                          

(iii) MF for S.No. is 0, this is the last fragment.

So all the packets have been received.

(iv) It seems that there has been a fragmentation at two levels. Since the first packet is of 1420 bytes, the second packet should have been of the same size. But the second packet went through a path, in which sub-fragmentation became necessary.

(v) One of the following reasons:

(a) The packets may follow different routes, even though the sender and the receiver remain the same.

(b) Probably packets 8 and 9 have been  retransmitted by the sender because the acknowledgement may have been received late. 

(c) The load of the routers is dynamic.

Q.2 (a) Immediately after a Cache Control Update ( CCU ) in an ARP system in a Router, the Cache Table  is   as follows.:

	State
	Que-ue 

No.
	      No. of

 Attempts             
	Time-out
	            IP Address
	      Hardware Address

	R
	5
	
	20
	          222.38.56.88                                    
	       B8:C8:D8:45:95:85

	P
	2
	          1
	
	          222.38.56.251
	

	F
	
	
	
	
	

	P
	8
	          6
	
	          222.38.56.26
	

	R
	12 
	
	300
	             222.38.56.1
	AC:BC:DC:38:48:58


Given:   the maximum value of Time-out  = 5  minutes; the maximum number of Attempts  = 7

             The Cache Control updates the Cache Table every 10 seconds.

            On the Ethernet network 222.38.56.0, the router has an IP address of 222.38.56.6 and a Hardware  address of B8:C8:D8:45:95:06.          

(a) Specify which of the following events, occurring after the CCU, will change the Cache Table? If  you find that the event will lead to some changes, please specify the changes.

(i) The Input  Module receives an ARP response for 222.38.56.251 with a Hardware address of   B5:EA :56:78:87:AE.  

(ii) The Output Module receives an IP packet with the destination address of 222.38.56.66.

(iii) The Output Module receives an IP packet with the destination address of 222.38.56.26.

(iv) The Output Module receives an IP packet with the destination address of 222.38.56.1.

(v) The Input  Module receives an ARP request from 222.38.56.28 with a Hardware address of   B5:EA :56:78:87:BE.  

(b)   Show the entries in the ARP Response packet generated by the ARP system  after the event (v)   above. 

                                                                                                                                                     25 marks

Solution Q.2

(a) (i) will change the cache table.

                 Row 2 will become:

                 R   2    --   300   222.38.56.251   B5:EA:56:78:87:AE

            (ii) will change the cache table.

                 Row 3 will become: 

                 P   13   1    ---    222.38.56.66    ---     

            (iii) No change in the cache table. This packet will be deposited in queue no.8.

            (iv) No change in the cache table. The packet will be directly delivered to 

               Datalink layer along with the hardware address: AC:BC:DC:38:48:58

             (v) If by this time a row is free, a resolved entry as follows would be put:

                 R   14   ---   300  222.38.56.28   B5:EA:56:78:87:BE

                  If no row is free, a resolved row with the smallest value of timeout will be 

                  removed and the above entry would be put in its place.

(b) 0001   0800

0604   0002

B8C8  D845

9506 DE26

3806 B5EA

5678 87BE

DE26   381C

            sender: 22210=DE16, 3810=2616, 5610=3816, 0610=0616
            receiver:  22210=DE16, 3810=2616, 5610=3816, 2810=1C16      

Q. 3 An IP datagram, with  Loose Source Route option, has arrived at its first  router R1 with the following  header.:

      (The data is given in Hexadecimal system.)   

 

48 00 01 17

                        01 03 00 00

                        10 06 49 A3



7C 4E 03 02



B4 0E 0F 02

                        83  0B 04 7C

                     
4E 03  01 D0



40 80 02  00

It reaches its destination host after passing through three Routers R1, R2, R3. The incoming and outgoing addresses, along the path of the datagram are as follows:

	Router
	Incoming Address
	Outgoing Address

	R1
	124.78.3.1
	208.64.128.1

	R2
	208.64.128.2
	194.128.64.2

	R3
	194.128.64.1
	180.14.15.1


a) Use the checksum computation to verify the header.

b) Is the packet fragmented?

c) How many more routers can the packet travel to?   

d) Rewrite the header of the datagram after it passes through R1, giving clearly all the fields, except for the checksum field. (Put all zeros in the checksum field. Do not calculate the checksum.)  

e) Rewrite the header of the datagram after it passes through R3, giving clearly all the fields, except for the checksum field. (Put all zeros in the checksum field. Do not calculate the checksum.)                                                            

                                                                                                                                                  35 marks 

Solution Q.3

a) 

      4  2  4  
      4  8  0  0

      0  1  1  7

      0  1  1  3

      1  0  0  6

      4  9 A  3

      7  C 4  E

      0  3  0  2

      B  4  0  E

      0  F  0  2

            8  3  0  B

      0  4  7  C   

4  E  0  3

0  1  D  0

      4  0  8  0

      0  2  0  0

______________

2    F  F  F  D

                   2  End-around carry

______________

      F  F  F  F


                complement

      0  0  0  0

  Hence, the header is OK.

b) Flags and Fragment Offset: 00 00, so no fragmentation.

c) TTL=1016=1610
    Hence the packet can travel to 15 more routers, before being discarded.

d) copy =1(1 bit), class=0(2 bits), number=3, So Loose Source Option.

    Length=0B16=1110 bytes

    Pointer=0416=0410  bytes

    Incoming Address of R1: 7C16=12410, 4E16=7810, 0316=0310, 0116=0110
    Outgoing Address of R1: D016=20810, 4016=6410, 8016=12810, 0116=0110
      4800   0117

0103   0000

0F06   0000

      7C4E   0302

B40E   0F02

830B   08D0

      4080    01D0

4080    0200

e) Outgoing Address of R2: 19410=C216, 12810=8016, 6410=4016, 210=216

      4800   0117

0103   0000

0D06   0000

      7C4E   0302

B40E   0F02

830B   0CD0

      4080    01C2

8040    0200

Q.4 (a)  Three networks with the following network addresses  are to be connected through one single

              Router.:  

                   15.0.0.0,     212.231.241.0        and   131.141.0.0.

        Draw a schematic diagram showing the three networks connected through a Router.

        Choose IP addresses for each of the interfaces of the Router and write them on the diagram.

        On each network, show at least  the  hosts with  the smallest and the largest  IP addresses.                                                                                                                                       

       (b) IP Packets are to be sent from the source host 126.123.46.20 to the following destinations. 

(i) All NODES on the network  126.0.0.0

(ii) All NODES on the network  131.123.0.0

           Specify the destination address in each of the two cases.                                                                      

      (c ) On a  fast LAN, a host is to send a series of IP messages. If the TTL be 25 seconds, and if the MTU 

              of the LAN be 4470 bytes, what is the maximum data rate in Mbps that can be used? State the

               assumptions made, if any.                                                                                                15 marks        

Solution Q.4

(a)

15.255.255.254      15.0.0.2                            212.231.241.2        212.231.241.254




             15.0.0.0                                                               212.231.241.0

                       

                                     15.0.0.1                      212.231.241.1


                                                                     131.141.0.1   


                                                                                                    131.141.0.0


                                                                        131.141.0.2                          131.141.255.254                                   

(b)  (i) Limited broadcast: 255.255.255.255

(ii) Directed broadcast: 131.123.255.255

      (c)

  655366/25=2621.44 packets per second

 2621 x 4470 bytes/s= 11,715,870 bytes/s=11,715,870 x 8 bits/s

=93,726,96 bps=93.726960 Mbps

Assumption: Every router takes a nominal value of 1 second to process a datagram and to forward it. Hence the above calculation provides a highly conservative value.

Q.5   Please write the correct answer for each of the following in the answer-book. :           10 marks                                                                                    
 ( I ) A router has two IP addresses. One address is 192.211.123.1. Which of the following could be the other address?

a) 192.211.123.255

b) 127.211.123.1

c) 224.0.1.7

d) 122.212.0.1

 ( II ) In an ARP system, an IP packet goes directly from the ________________ to the Data Link layer, if the state of the entry in the Cache table is RESOLVED.

a) Cache Control Module

b) Output Module

c) Input Module

d) a and b

( III ) In an IP system, which module sends out an IP packet, the next hop address and interface information?

a) Processing Module

b) Routing Module

c) Fragmentation Module

d) Reassembly Module

  ( IV ) In the Strict Source Route  option, the number of routers visited must be  __________ the number of routers  listed.

a) greater than

b) less than

c) equal to

d) a or c

( V ) When an indirect delivery is made, the sender and the receiver have ____________ . 

        a)   the same IP address  

b) the same routing table 

c) different netids

d) the same netid

Solution Q.5

(i) d)     (ii) b)     (iii) b)    (iv) c)    (v) c)

*
*
*
*
*
*
*
*
*
*
*
*

For the ETHERNET frame:  For an ARP message, type=080616; 

For RARP message, type = 803516;   For an IP message, type = 080016
	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


ETHERNET FRAME format

	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER  CHECKSUM 

                              16 bits 

	                                                  SOURCE  IP ADDRESS

                                                               32 bits

	                                            DESTINATION  IP  ADDRESS  

                                                              32 bits 

	                                   IP  OPTIONS  (IF  ANY)


	   PADDING

	                                                               DATA



	                                                                   …… 

 


                                                        IP  DATAGRAM format

SOURCE ROUTE OPTION: CODE: 1 bit for COPY;  2 bits for CLASS;  5 bits for  NUMBER

Strict Source Route: Class = 0,    Number = 9; Loose Source Route: Class = 0,    Number = 3

	CODE

8bits
	LENGTH

8 bits
	POINTER

8 bits
	

	First IP ADDR

32 bits

	SECOND IP ADDR

32 bits


 SOURCE ROUTE OPTION format

---------------------------------------------------------------------------------------------------------------------------------

	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


ARP    MESSAGE format  

Given that: For Ethernet, the  HARDWARE TYPE = 1.; For IPv4, the PROTOCOL TYPE is 0x0800.; The value of OPERATION for an ARP Request packet is 1, and, for an ARP Response packet, it is 2.  For an RARP Request packet, the value of OPERATION is 3, and, for an RARP Response packet, it is 4.  










