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Q.1 Immediately after a Cache Control Update ( CCU ) in an ARP system in a Router, the Cache Table  is   as follows.:

	State
	Que-ue 
	      No. of

 Attempts             
	Time-out
	            IP Address
	      Hardware Address

	R
	5
	
	20
	          222.38.56.88                                    
	       B8:C8:D8:45:95:85

	P
	2
	          1
	
	          222.38.56.251
	

	F
	
	
	
	
	

	P
	8
	          6
	
	          222.38.56.26
	

	R
	12 
	
	300
	                 222.38.56.1
	    AC:BC:DC:38:48:58


Given:   the maximum value of Time-out  = 10 minutes; the maximum number of Attempts  = 7

             The Cache Control updates the Cache Table every 10 seconds.

            On the Ethernet network 222.38.56.0, the router has an IP address of 222.38.56.6 and a Hardware  

             address of B8:C8:D8:45:95:06.          

(a) Specify which of the following events, occurring after the CCU, will change the Cache Table? If  you find that the event will lead to some changes, please specify the changes.

(i) The Input  Module receives an ARP response for 222.38.56.251 with a Hardware address of   B5:EA :56:78:87:AE.  

(ii) The Output Module receives an IP packet with the destination address of 222.38.56.66.

(iii) The Output Module receives an IP packet with the destination address of 222.38.56.26.

(iv) The Output Module receives an IP packet with the destination address of 222.38.56.1.

Answer: 

(i) It will change the Cache Table. 

                – second row:   R   2  –  600  222.38.56.251  B5:EA:56:78:87:AE

(ii) It will change the Cache Table. 

-- third row:     P  13  1  ---  222.8.56.66   ---

(iii) No change

(iv) No change

(b) Show the entries in the ARP Request packet generated by the ARP system  after the event (ii)   

        above. 

Answer: 

	0001
	0800

	06
	04
	0001

	B8:C8
	D8:45

	95:06
	DE 26

	38 06
	00 00

	0000          0000

	DE 26 38 42


      (  c) The Input  Module receives an ARP request  for 222.38.56.6. The request was sent by a host which 

       has an IP address of 222.38.56.122 and a Hardware address of  CC:EA :56:78:87:AE. Show the   

       entries in the ARP Response packet generated, in response to this request. 
                                                                                                                                                       25  marks
Answer:    0001       0800

.                     0604       0002

.                     B8 C8    D8 45

.                     95  06     DE 26

.                     38 06      CC EA

.                     56 78      87 AE

.                     DE 26     38 7A

Q.2  The source host A is to send a datagram of 4000 bytes of data to the destination host B.

An IP packet, from A to B, has to pass through three networks N1, N2 and N3, and, two Routers RA and RB. (A is a part of N1 and B is a part of N3. RA connects N1 and N2. RB connects N2 and N3.

The MTUs for N1, N2,  and N3 are as follows:

	NETWORK                                                
	MTU   in bytes

	                                                                          N1
	                4470

	N2
	                1500

	N3
	                  580


 Given that the datagram is to have no OPTIONS and that the IDENTIFICATION is to begin from 218.

How many fragments reach the destination?

State the values (in decimal numbers) of the following fields for each of the fragments:

IDENTIFICATION, TOTAL LENGTH, DNF bit, MF bit, FRAGMENT OFFSET.                      20 marks

Answer: 

                   4000 bytes of data





                                            N1                                N2                                                       N3

                                 MTU=4470                             MTU=1500                                     MTU=580


AtRA                       Date       Header |  ID  |   TL | DNF|  MF  |FO

            Fragment1:  1480  +  20           218  1500   0        1        0

                            2:  1480  +  20           218  1500   0       1        185

                            3:  1040  +  20           218  1040   0        0       370

                                 4000

AtRB

          Fragment 11:  560  +  20            218   580     0        1        0

                           12:  560  +  20           218   580      0       1        70

                           13:  360  +  20           218   380      0       1        140

                                  1480

          Fragment 21:  560  +  20            218    580    0        1       185

                          22:  560  +  20            218     580    0       1        255

                          23:  360  +  20            218     380    0       1        325

         Fragment 31:   560  +  20            218     580    0       1        370

                          32:   480  +  20           218     500    0       0         440

                                 1040

  Total No. of fragment at destination = 8

Q. 3 An IP datagram has arrived at a router with the following  header.:

      (The data is given in Hexadecimal system.)   

 

45 00 01 14

                             01 03 00 00

                             14 06 62 81



7C 4E 03 02



B4 0E 0F 02

a) Use the checksum computation to verify the header.

b) Are there any OPTIONS?

c) Is the packet fragmented?

d) What is the size of the data?

e) How many more routers can the packet travel to?                                                            25 marks             

Answer: 

a) 45  00

01  14

01  03

14  06 

      62  81

      7C 4E

03 02

B4  0E

0F  02

             FF  FE

                      1  end-around carry

             FF  FF => 0000   complement

             Received OK

b) No

c) No

d) Total Length = 256+16+4 = 276

                 Header = 20

              Data Size= 256 bytes

e) TTL = 20  at receipt at the router

So 19 more routers.

At the 19th router after this, TTL = 0  and the datagram will be discarded.

Q.4 (a)  Three networks with the following network addresses  are to be connected through one single

              Router.:  

                   15.0.0.0,     212.231.241.0        and   131.141.0.0.

        Draw a schematic diagram showing the three networks connected through a Router.

        Choose IP addresses for each of the interfaces of the Router and write them on the diagram.

        On each network, show at least  the  hosts with  the smallest and the largest  IP addresses.                                                                                                                                       

       (b) IP Packets are to be sent from the source host 126.123.46.20 to the following destinations. 

(i) All NODES on the network  126.0.0.0

(ii) All NODES on the network  131.123.0.0

           Specify the destination address in each of the two cases.                                                                      

(c) On a  fast LAN, a host is to send a series of IP messages. If the TTL be 20 seconds, and if the MTU of the LAN be 1500 bytes, what is the maximum data rate in Mbps that can be used?

(d) What is the maximum number of routers, whose addresses can be recorded by

(i) an IP datagram with a Record Route Option?   

(ii) an IP datagram with a Time Stamp Option with a Flag of 1?

(e) The LENGTH field of the Loose Source Route option in an IP datagram has a value of 11. The datagram is to pass through 3 routers before it reaches the destination. Which fields in the header of the datagram will vary as it passes through --         

(i) the first Router?    

(ii) the second Router?

(iii) the third Router?                                                                                          

           Assume that the datagram, before it reaches the first Router, contains the Incoming addresses 

           of the first and the second Routers only. Also assume that no fragmentation is necessary for the 


    datagram, in its entire journey from the source to the destination.                              

                                                                                                                                                20 marks        

Answer: 

a)

                               

                                   15.0.0.0


15.255.255.254                                               15.0.0.2

                                                                                           221.231.241.1        15.0.0.1

                                                                                           

                           221.231.241.0  


                                                                                                                           131.141.0.1

221.231.241.254

                                                                         221.231.241.2




                  131.141.0.0


131.141.255.254                                                  131.141.0.2

b) (I ) 255.255 255.255

(ii)  131.123.255.255

c) 65536/20 =3276.8 = 3277 packets/Sec

3277 x 1500 = 4,915,500 bytes/sec

4,915,500 x 8 = 39,324,000 bits/sec

                       = 39.324 Mbits per sec

d) (I) 9

(ii) 4

e) (I)  first: TTL, HC, Pointer, First IP Add

(ii)  second: TTL, HC, Pointer, Second IP Add

(iii)  third: TTL, HC

Q.5   Please ‘CIRCLE’ the correct answer. :                                                                           10 marks
( I ) What is the maximum size of the data portion of the IP datagram?

a) 65,535 bits

b) 1500 bytes

c) 65,515 bytes

d) 65,535 bytes

 ( II ) The HLEN field in an IP datagram has a value of decimal 15. It means that 

a) there are 15 bytes of options.

b) there are 40 bytes of options.

c) there are 15 bytes in the header.

d) there are 45 bytes in the header.

( III ) Which field or flag value unambiguously identifies the datagram as a fragment?

a) DO NOT FRAGMENT bit = 0

b) MORE FRAGMENT bit = 0

c) IDENTIFICATION = 257

d) FRAGMENT OFFSET = 1048

 ( IV ) In the Loose Source option, the number of routers visited may be  __________ the number of routers 

           listed.

a) greater than

b) less than

c) equal to

d) a or c

( V ) The ____________ is a dynamic mapping protocol using which the IP address is found for a given 

          physical address.

a) ARP  

b) RARP 

c) IP

d) ICMP

Answer:  (I) C  (II) B   (III) D   (IV) D   (V) B

*
*
*
*
*
*
*
*
*
*
*
*


	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER  CHECKSUM 

                              16 bits 

	                                                  SOURCE  IP ADDRESS

                                                               32 bits

	                                            DESTINATION  IP  ADDRESS  

                                                              32 bits 

	                                   IP  OPTIONS  (IF  ANY)


	   PADDING

	                                                               DATA



	                                                                   …… 

 


                                                        IP  DATAGRAM

	CODE

8bits
	LENGTH

8 bits
	POINTER

8 bits
	

	First IP ADDR

32 bits

	SECOND IP ADDR

32 bits


 SOURCE ROUTE OPTION format

---------------------------------------------------------------------------------------------------------------------------------

	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


ARP    MESSAGE FORMAT   (for Data Link layer of Ethernet)

Given that: For Ethernet, the  HARDWARE TYPE = 1.; For IPv4, the PROTOCOL TYPE is 0x0800.; The value of OPERATION for an ARP Request packet is 1, and, for an ARP Response, it is 2. 

	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


ETHERNET FRAME

A





RA





RB





B





R








