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Q.1a. Enumerate the five Error Reporting messages of ICMP. 
Discuss briefly the conditions under which each one of them will be used. 5 marks
b. What do you understand by “Virtual Circuit Connection” in TCP? 3 marks
c. Why do we use protocol ports rather than process identifiers to specify the destinations within a machine? 3 marks
d. Describe briefly how TCP is able to provide reliability for messages travelling in unreliable IP datagrams. 5 marks
e. Explain how the size of sliding window may be used to take care of the phenomenon of congestion collapse in a TCP system. 7 marks
SOLUTIONS
1a: 

1): Destination Unreachable: when the message has to be dis carded because the destination host/network/protocol is unreachable or known or because the message is longer than (the next) MTU and DF is set, or because the source route failed.

2):  Source Quench: When a router’s buffer is full, and a message received after has to be discarded , a SQ message is sent to the sender, asking it to slow down.

3): Time Exceeded:  If a message has to be discarded because TTL has reached Zero or because the reassembly Timer timed out while waiting foe a Fragment(s) of a datagram.

4):Parameter Problem: When some header field is /are incorrect , this message is sent to the sender

5): Redirection: When the host sends a message to the wrong router forwards the message ahead. For future use, it also informs the host about  the  correct Router to which this message should  have been sent.

1b:Virtual Circuit Connection:

In the beginning when an Application is to send data to an application on another machine , TCP establishes a connection by confirming the initial Sequence number , Maximum segment size and Window scale factor , if required, between the TCP software packages of the sender and the receiver. Then the application is informed that the connection has been established, the data is send , TCP packages continue to exchange messages to verify that the data is being transferred correctly.

Incase of failure, the TCP packages detect it and inform the applications.

At the end of data transfer, the connection is closed. Thus TCP provides an illusion of a physical connection between the two machines, even though the underlying IP protocol provides a connectionless delivery only.
1c:

1. Process are created and destroyed dynamically. A sender, therefore cannot identify the process on the  receiver machine.

2. the receiver may replace processes (say by rebooting) without informing all the senders.

3. the need is to identify destinations from the functions they implement.

4. A process may handle 2 or more functions simultaneously.

So abstract destination points called Protocol Ports are used to define functional destinations in machines using UDP/TCP.

1d:TCP provides reliability by

· Assigning a sequence number to each octet at the sender – end; at  receiver –end, the number is used for ordering segments and for removing duplicates.
· Positive and cumulative Acknowledgement
· Retransmission If ACK not received before the retransmission timer times out.
· Checksum calculated over both the header (plus the pseudo header) and  data. 
1e:Congestion Collapse:

Due to congestion at a Router =>increased delay=>more transmission=>more congestion.

Till the system collapsed due to overload control congestion, TCP maintains a congestion window Limit (CWL)

TCP at the sender allows a window size which is the smaller of –

-The received window advertisement and

-The congestion window limit.
 
In the non congested state,

CWL = received window advertisement.

When a segment has to be retransmitted, TCP assumes it is due to congestion.

So it reduces CWL by half.

And it back off the Retransmission Timer exponentially by doubling the time out value.

After  a long idle period or at the start,

CWL= 1 byte.
 



rec window size

 


Congestion Avoidance phase
CWL
 
                                                           slow start threshold
 
               
 




TIME

slow start recovery phase


Slow Start Recovery:

Increase CWL by one each time an ACK arrives (till SST is reached)


Congestion Avoidance:

Increase CWL by one only if all the segmenst in the allowed window have been acknowledged.

Q.2( a) Refer to Fig 1. The network 162.222.0.0 is required to be split into 6 subnets (SN).
(i) Determine the six subnet addresses. (ii) For any one of the subnets, specify the smallest and the largest host address. Also work out the mask for the six subnets. (iii) Allocate appropriate addresses to each of the interfaces of the routers R1 and R3. 
Give your answers in the following tables: (i)

2M-2>=6

m >=3

if 162.222.16.1 is to be an interface of R5 towards SN1 then  m=4

	SUBNETS
	SUBNET ADDRESS

	SN1
	 162.222.16.0

	SN2
	 162.222.32.0

	SN3
	 162.222.48.0

	SN4
	 162.222.64.0

	SN5
	 162.222.80.0

	SN6
	 162.222.96.0


NOTE:         SN1 has to be 162.222.16.0. SN2,SN3,SN4
SN5 AND SN6 can be any five of the following:

162.222.32.0
162.222.48.0

162.222.64.0

162.222.80.0

162.222.96.0

162.222.112.0

162.222.128.0

162.222.144.0

162.222.176.0

162.222.192.0

162.222.208.0         &  162.222.224.0

 (ii)
Subnet :SN1 Subnet Address:162.222.16.0 

Smallest Host Address: 162.222.16.1

Largest Host Address: 162.222.31.254

Network Mask: 255.255.240.0
(iii) 
	ROUTER
	INTERFACES
	IP ADDRESS

	R1
	m1
	 162.222.64.1

	 
	m2
	 162.222.32.1

	R3
	m1
	 162.222.16.2

	 
	m2
	 162.222.32.2


Q.2(b) Refer to Fig 1. Draw the routing table for R8. Given that the host-specific entry for 15.111.222.101 is to be provided in the table. 
23 marks 
Use the following table to give the answer.
	MASK
	DESTINATION
	NEXT HOP/ DIRECT DELIVERY

	 255.255.255.0
 
	201.201.201.0
	DD

	 255.255.255.0
 
	195.55.16.0
	DD

	255.255.255.255 
 
	15.111.222.101
	201.201.201.1



	255.0.0.0 
 
	15.0.0.0
	-Do-

	255.255.0.0
 
	151.151.0.0
	195.55.16.1

	 255.255.0.0
 
	162.222.0.0
	195.55.16.3

	0.0.0.0
 
	0.0.0.0
	195.55.16.1


Q.3 An IP datagram, with TIMESTAMP option and with no other data, travels from the source to the destination in the system of Fig 2. 
(i)Give the values of the following fields in the datagram:
VERSION, HLEN, TOTAL LENGTH.
(ii)Specify the values of the TIME TO LIVE and the POINTER when the datagram reaches the points X, Y, Z and W. 
(iii)Specify the values of the three IP ADDRESSes and the three TIMESTAMPs when the datagram reaches the points X, Y, Z and W.
(iv)Verify by using the Checksum whether the datagram has been received without errors at the destination, if the value of the CHECKSUM field in the datagram, when it is received at the destination, is 39892. 

Given that IDENTIFICATION = 16; TIME TO LIVE at source = 5; PROTOCOL = 6.
In the TIMESTAMP option part, CODE = 68; LENGTH = 28; FLAGS = 3. 
TIMESTAMPS marked by R1, R2 and R3 are 40,960 mS, 40,968 mS and 40,972 mS respectively.
Assume that the routers do not have any other load. 34 marks 

Specify the answer in the following tables.: (i)
	VERSION
	 4

	HLEN
	 12

	TOTAL LENGTH
	48


(ii) and (iii)
	NAME OF FIELD
	X
	Y
	Z
	W

	TIME TO LIVE
	 5
	4
	3
	2

	 POINTER
	5
	13
	21
	29

	FIRST IP ADDRESS
	160.160.0.1
	208.192.160.1
	208.192.160.1
	208.192.160.1

	FIRST TIMESTAMP
	0
	40.960
	40,960
	40,960

	SECOND IP ADDRESS
	208.192.160.2
	208.192.160.2
	144.144.0.2
	144.144.0.2

	SECOND TIMESTAMP
	0
	0
	40,968
	40,968

	THIRD IP ADDRESS
	 144.144.0.1
	144.144.01
	144.144.01
	25.0.0.1

	THIRD TIMESTAMP
	0.
	0
	0
	40,972


 

(iv) Please do the Checksum calculation below: 
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5   End around carry

--------------------------------------------


F
F
F
F


THEREFORE COMPLEMENT IS: 


0
0
0
0


SO THE DATAGRAM HAS BEEN RECEIVED WITHOUT ANY ERRORS.
 
 
 

 

 

 

 

 

 

 

 

 

Q.4 The destination in Fig 1 is a DAYTIME server. The source sends a UDP message to the destination with an 8 byte data, 
(i)Choose an appropriate ephemeral port as the source port.
(ii)Specify the following fields in the user datagram, the IP datagram and the Ethernet frame:
UDP MESSAGE LENGTH; HLEN, TOTAL LENGTH, SOURCE IP ADDRESS, DESTINATION IP ADDRESS; Destination Address and Source Address in the Ethernet frame. 10 marks
SOLUTION:

Ephemeral Port number: 49152

NOTE: Any between 49,152 and 60,535 is OK 

UDP MESSAGE LENGTH: 16 

HLEN:  5
TOTAL LENGTH: 36  

SOURCE IP ADDRESS: 160.160.0.160  

DESTINATION IP ADDRESS:  25.0.0.25

 

Destination Address in the Ethernet frame: AC:DC:33:53:63 

Source Address in the Ethernet frame: AA:BB:58:68:78:88

Q.5 Please ‘CIRCLE’ the correct answer. : 

( I ) If the incoming queue of a UDP client overflows, __________________. 

a. the user datagram is discarded and a port unreachable message is sent. 
b. the operating system asks the server to wait before any more messages are sent. 
c. new queues are initiated. 
d. the operating system asks the client to wait before any more messages are sent. 

 ANS IS a
( II ) ICMP functions include: 
a. error correction 
b. detection of all unreachable datagrams 
c. reporting of some types of errors 
d. all of the above 

ANS. IS  c 

( III ) In the loose source route option, the numbers of routers visited may be _______________ the number of routers listed. 

a. greater than 
b. less than 
c. equal to 
d. a or c 

 ANS. IS d
( IV ) What is the maximum number of routers that can be recorded if the timestamp option has a flag value of 1? 

a. 10 
b. 9 
c. 4 
d. none of the above 

 ANS. IS c
( V ) What is the supernet mask for a supernet composed of 16 class C addresses? 

a. 255.255.240.16 

b. 255.255.16.0 

c. 255.255.248.0 
d. 255.255.240.0 10 marks 

 ANS. IS d.

	VERS 4 4 bits
	HLEN 12  4 bits
	SERVICE TYPE

8 bits
	TOTAL LENGTH 48
16 bits

	IDENTIFICATION 16
16 bits
	FLAGS  
3 bits 
	FRAGMENT OFFSET 
13 bits

	TIME TO LIVE 52
8 bits
	PROTOCOL 6
8 bits
	HEADER CHECKSUM  39892
16 bits 

	SOURCE IP ADDRESS  160.160.0.160
32 bits

	DESTINATION IP ADDRESS   25.0.0.25
32 bits 

	CODE  68
8 bits
	LENGTH  28
8 bits 
	POINTER 29
8 bits
	OFLOW
4 bits
	FLAGS 3
4 bits

	FIRST IP ADDRESS  208.192.160.1
32 bits

	FIRST TIMESTAMP  40,960
32 bits

	SECOND IP ADDRESS  144.144.0.2
32 bits

	SECOND TIMESTAMP  40,968
32 bits

	THIRD IP ADDRESS  25.0.0.1
32 bits

	THIRD TIMESTAMP  40,972
32 bits


 

IP DATAGRAM WITH TIMESTAMP OPTION (3 PLACES FOR TIMESTAMP SHOWN)

 

	UDP SOURCE PORT
16 bits
	UDP DESTINATION PORT
16 bits

	UDP MESSAGE LENGTH
16 bits
	UDP CHECKSUM
16 bits

	DATA

4
32 bits

	DATA

4
32 bits


 

USER DATAGRAM FORMAT 
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	Preamble
8 bytes 
	Destination Address
6 bytes
	Source Address
6 bytes
	Type 

2 bytes
	Data 

46-1500 bytes
	CRC 

4 bytes
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Physical Address:  AA:BB:58:68:78:88





Physical Address:  AC:BC:DC:33:43:53








