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03-60-375  

(INTERNET TECHNOLOGIES)

MIDTERM ( II )

Question 1   (30 marks)                                                                                               
a) An organization has been assigned the network number 207.137.137.0/24 and it needs to create a set of 6 subnets that support 120, 60, 14, 14, 12, 10 hosts respectively. For each of the six subnets, specify the following: 
  (i) subnet mask for the subnet 

 (ii) the smallest and the highest host addresses of the subnet    

(iii) How much of the address space is being wasted?

SOL: Total No of hosts = 120 + 60 + 14 + 14 + 12 +   10 = 230

For 120 hosts: 26 < 120 < 27.

Hence subnetid = 1 bit,  newhostid = 7 bits

The two subnets are:

SN1 :            207.137.137.0/25

SN2 :            207.137.137.128/25

Each of the two subnets has   27 = 128 addresses  and 126 hosts.

Select SN1 as one subnet for 120 hosts.

Subnet mask = 255.255.255.128.

The smallest and the highest host addresses of the subnet are    207.137.137.1 and 207.137.137.126 respectively. 
Address space being wasted = 6  or ((6/126)* 100) = 3.2%
For 60 hosts: 25 < 120 < 26.

Hence subnetid = 2 bits,  newhostid = 6 bits.

Let us split SN2 further: The two subnets of SN2 are:

SN21 :            207.137.137.128/26

SN22 :            207.137.137.192/26

Each of the two subnets has   26 = 64 addresses  and 62 hosts.

Select SN21 as one subnet for 60 hosts.

Subnet mask = 255.255.255.192.

The smallest and the highest host addresses of the subnet are    207.137.137.129 and 207.137.137.190 respectively. 
Address space being wasted = 2  or ((2/62)* 100) = 3.2%

For 14, 12 or 10 hosts: 23 < 120 < 24.

Hence subnetid = 4 bits,  newhostid = 4 bits.

Let us split SN22 further: The four subnets of SN22 are:

SN221 :            207.137.137.192/28

SN222 :            207.137.137.208/28

SN223 :            207.137.137.224/28

SN222 :            207.137.137.240/28

Each of the four subnets has   24 = 16 addresses  and 14 hosts.

Subnet mask = 255.255.255.240.

	Subnet Address
	The smallest HOST address
	The largest HOST address
	Address Space wasted

	SN221
	207.137.137.193
	207.137.137.206
	0.0%

	SN222
	207.137.137.209
	207.137.137.222
	0.0%

	SN223
	207.137.137.225
	207.137.137.238
	2  or ((2/14)* 100) = 14.3%

	SN22
	207.137.137.241
	207.137.137.254
	4  or ((4/14)* 100) = 28.6%


b) A block of 131,072 addresses is available starting from 92.94.0.0.

Three organizations,  called  A, B and C,  ask for 32768, 65536 and 16384 addresses respectively. Using CIDR, these addresses are to be allocated out of the available block starting from 92.94.0.0. 

             (i) Choose an appropriate allocation of addresses to A, B and C. 

             (ii) For each of the three allocations, specify the following:

                                       The first host address, the last host address, mask,

                                       slash notation for the block 

SOL: Total No. of addresses = 131,072 = 2(32-m)

Available block = 92.94.0.0/15, mask = 255.254.0.0

	Org.
	 first host address
	 last host address
	mask
	Slash notation

	A
	92.94.0.1
	92.94.127.254
	255.255.128.0
	92.94.0.0/17

	B
	92.95.0.1
	92.95.255.254
	255.255.0.0
	92.95.0.0/16

	C
	92.94.128.1
	92.94.191.254
	255.255.192.0
	92.94.128.0/18


Another possible allocation can be as follows:

	Org.
	 first host address
	 last host address
	mask
	Slash notation

	B
	92.94.0.1
	92.94.255.254
	255.255.0.0
	92.94.0.0/16

	A
	92.95.0.1
	92.95.127.254
	255.255.128.0
	92.95.0.0/17

	C
	92.95.128.1
	92.95.191.254
	255.255.192.0
	92.95.128.0/18


Note: We can allocate addresses in any possible sequence of A, B and C. So many correct allocations are possible.
(c) State the advantages and disadvantages of using Network Address Translation system for the network of an organization. The organization’s network is to be connected to the Internet.                                                                                                                                                                                                           

SOL: Advantages:

1.  A smaller number of IP addresses may be used, even though the number of users in an organization may be large.

2.  Since IP addresses of hosts, secured by an NAT, are not known to the outside world, thus these addresses cannot be attacked by a hacker.

Disadvantages:

1. IP architecture model is violated. Now there may be many machines will be the same(intranet) addresses, which are virtually on Internet.

2. IP does not retain any record of state (i.e. connectionless). NAT stores the identification number and port number of the internal user machine and the ephemeral port number it introduces in the outgoing messages. Thus it makes IP “partially” connection-oriented.

3. If  NAT crashes, all the messages relating to many machines on the internal network may be lost.

4. Protocol lagering principle is violated. Now Transport Layer protocols cannot change the size of PORT field, without informing NAT also.

5. Basic Internet theory did not make use of TCP or UDP compulsory. Only the use of IP was mandatory. Now it becomes necessary to use either TCP or UDP if NAT is to be used.

6. If an application should insert IP address in the DATA part, NAT would not be able to change it.  Thus an intranet address (in the DATA part) may travel in an Internet message.

7. Since 4096 addresses are reserved, NAT can map only 61440 (65536-4096) messages from machines. 

8. Since NAT mitigates the RAIDS problem to some extent, the need for an early rollout of v.6 is reduced.

Question 2  (30 marks)
a) Describe the processing that a Router performs on a datagram received at one of its    interfaces.
SOL: processing that a Router performs
On receiving a datagram, the router goes through the following steps:

1. If the router has no space in the buffer, it may drop the datagram and send an ICMP Source Quench message to the Sender.

2. Checks the checksum.

If incorrect, it sends an ICMP Parameter Problems message to the Sender..

            If correct, it goes to the next step.

3. Decrements TTL by one.

If TTL becomes 0, the datagram is dropped and an ICMP Time Exceeded message is sent to the Sender.

If correct, it goes to the next step.

4. It refers to its  Routing Table.

(i) If Direct Delivery, refer to the physical address binding table (in ARP)

If the binding is available, send the datagram to the destination.

(ii) If Direct Delivery, but if the physical address binding is not available, 

                              send an ARP request. On receipt of the ARP response, send the 

                              datagram to the destination.

            If the destination is unreachable, send an ICMP Destination Unreachable 

             message.   

           Else, find out the next hop address and send it to the next router.

5. If it is a Time Stamp option message, it would verify that POINTER < LENGTH. 

      If true, it adds its timestamp.

       In addition if it is FLAG = 1, it would add its outgoing address to the   datagram.

If FLAG = 3, it verifies that the Incoming Address belongs to it. Then it overwrites on it the outgoing address.

Else it adds to the OFLOW by one.

b) Why is the UDP checksum separate from the IP checksum? Would you object to a protocol system, that used a single checksum for the complete IP datagram including the UDP message. Explain.
SOL: Whereas the UDP checksum verifies both the data as well as the header, the IP checksum verifies only the IP header. As a packet moves through Internet, at every router, the IP header is verified and modified. The payload of an IP packet is of no concern to the router. If a single checksum is used, the router will have to unnecessarily verify the whole of the packet. It would lead to a greater load of computation on the routers. (This is not as large a problem as it would be when TCP packets are carried in an IP packet since UDP packets are relatively small, whereas TCP packets can be much larger in size.)

c) Should port addresses be unique? Explain your answer. 
SOL: The port addresses of the servers should be unique so that any client on the Internet may be able to access the server.  These port addresses are called the well-known addresses. However on the Internet, any number of servers may use the same well-known address, though all of them would use it for the same functionality.
When a client chooses a port address, the client’s IP address – port combination has to be unique. When the port number has been removed from the control table of UDP or when the TCP connection, with the port number has been terminated, the same port number can be used by the machine for a new UDP datagram or for a new TCP connection. Moreover any number of other machines on the Internet can choose the same port address.  
d) A local area network uses Ethernet at the datalink layer and has a capacity of 10

    Mbps. A continuous stream of UDP messages is being generated by  host A and it is

    being sent to host B. Both A and B are two nodes of the LAN. 

Calculate the average transfer speed for each of the following two cases:

(i) Each UDP message carries a payload of 256 bytes.

(ii) Each UDP message carries a payload of 8192 bytes.

Neglect the delays due to latency, jitter, processing in the hosts and coagulation in the NICs.
SOL: (i)    For each 256 byte payload, UDP header = 8 bytes, IP header = 20 bytes; Ethernet frame header and tail =18 bytes. ( We neglect the Preamble for a train of messages.)

Thus 256 + 46= 302 = 2416 bits bytes are to be sent for sending a data of 256 bytes = 2048 bits.

At 10 Mbps, For sending I bit, we require 0.1 µS.

For a data transfer of 2048 bits, we take 241.6 µS.

So the data transfer rate is 2048/241.6 Mbps = 8.47Mbps

(ii) For sending 8192 bytes on Internet, each frame will require 46 bytes of overhead. Each frame will carry a data of (1500 – 28) = 1472 bytes. For sending 8192 bytes, we require 5 frames of 1472 data + 1 frame of 832 data.

Overhead = 6* 46 = 276 bytes.

The data rate = 8192*10/(8192 + 276) = 9.67 Mbps.

Question 3  (30 marks)

An IP datagram moves from the source to destination in Fig 1. The payload of the datagram is a UDP message. The UDP SOURCE PORT number is 53248 and the UDP DESTINATION PORT number is 53. The UDP datagram carries a data of 4 bytes only. The DATA in the UDP message (in HEX) is as follows:
                                                       78766972.

Calculate the UDP CHECKSUM for the User Datagram.   

Show the entries, in Hexadecimal, in the IP Datagram. 

      
Fill up the IP Checksum field with zeros.   

           Given that IDENTIFICATION = 4097, TTL = 16, PROTOCOL = 17.
Solution:
Source Address: 160.160.0.16

Destination Address: 25.0.0.16

  16010=A016, 1616=1016, 2510=1916, 1710=1116
UDP length=12 bytes

Source Port=5324810=D00016
5310=3516
Pseudo Header:  A0A0 0010

                           1900 0010

                           0011 000C
UDP Header:     D000 0035

                           000C ****

Data:                  7876 6972    
Calculation of Checksum:
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Total Length=32 bytes = 2016
Id = 409710 = 100116
TTL = 1610 = 1016
PROTOCOL= 1710 = 1116
IP Datagram
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Question 4                                                                                                           10 marks

Please write the correct answer for each of the following in the answer-book. :                       

 ( I ) UDP is considered as a connectionless protocol because it does not  
(a) have a SEQUENCE NUMBER field.
(b) have an ACKNOWLEDGEMENT field.
(c) establish a virtual connection between the sender and the receiver.
(d) have a mandatory CHECKSUM field.
(II)   An organization is given 16 class C addresses beginning with 211.211.0.0. What is the supernet mask?

(a) 255.255.240.0  

(b) 255.255.255.192   

(c) 255.255.192.0  

(d) 255.255.64.0  

 (III) If the incoming queue of a UDP server overflows, 

(a) the user datagram is discarded and a port unreachable message is sent.

(b) the operating system asks the server to wait before any more messages are sent.

(c) new queues are initiated.

(d) the operating system asks the client to wait before any more messages are sent.

(IV) In the UDP software package, the set of open ports is available in 

(a) the Queues
(b) the Control-block table
(c) the Input module
(d) the Output module
(V) A server issues ____________ open while a client issues _______ open. 

(a) an active; a passive

(b) a passive; an active

(c) an ephemeral ; a well-known

(d) a well-known ; an ephemeral

SOL:  c, a, a, b, b 
*
*
*
*
*
*
*
*
*
*
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	UDP SOURCE PORT

16 bits
	UDP DESTINATION PORT

16 bits

	UDP MESSAGE LENGTH

16 bits
	UDP CHECKSUM

16 bits

	                                                                 DATA

	……




FORMAT   of    USER DATAGRAM

	SOURCE   IP ADDRESS

32 bits

	DESTINATION IP ADDRESS

32 bits

	ZERO

8 bits
	PROTOCOL = 17 

8 bits
	UDP LENGTH

16 bits


FORMAT OF THE PSEUDO-HEADER FOR UDP

	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


ETHERNET FRAME format
For the ETHERNET frame:  For an ARP message, type=080616; 

For RARP message, type = 803516;   For an IP message, type = 080016

---------------------------------------------------------------------------------------------------------------------------------
	VERS

   4 bits 
	 HLEN

  4 bits 
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits  

	                  IDENTIFICATION

                              16 bits  
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits   
	     PROTOCOL

            8 bits  
	              HEADER  CHECKSUM 

                              16 bits 

	                                                  SOURCE  IP ADDRESS

                                                               32 bits   

	                                            DESTINATION  IP  ADDRESS  

                                                              32 bits   

	                                                                     DATA

	                                                    . . . . . . . . .

	                                                                   . . . . . . . . . . 


Format of IP  DATAGRAM
FLAGS: 1st bit: Reserved;  2nd bit: DNF;  3rd bit: MF

PROTOCOL = 1 for ICMP; 6 for TCP; 17 for UDP
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160.160.0.16


(Physical Address: AA:BB: 58:68:78:88)





25.0.0.16


(Physical Address: CC:DD: CA:CB:C8:C9)
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