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Question 1                                                                                              
(a) In a class B subnet, the IP address of one of the hosts is 147.227.112.66. The mask for the subnet is 255.255.240.0. What is the first address and the last address of the subnet?                                                                                                                7 marks
(b) An ISP is granted a block of addresses starting with 147.227.0.0/16. The ISP wants to divide the block into three sub-blocks to cater to three types of customers:

(i) The First sub-block for 2048 households: Each household is to be given 2 IP addresses. 

(ii) The Second sub-block for 512 small businesses: Each small business is to be given 16 IP addresses.

(iii) The Third sub-block for 128 medium businesses: Each medium business is to be  given 128 IP addresses.

Design the three sub-blocks and give the slash notation for each sub-block. How many addresses are still available after the allocation to all the three sets of customers?
The number of customers, given in (i), (ii) and (iii) are approximate estimates by the ISP. 

                                                                                                                            18 marks
Solution : 

1 (a)   Mask of 255.255.240.0 means that for the class B network ( as 147.227.112.66 is a 

class B network)

4 bits have been used for the subnetid.

Hence the subnets may be :

147.227.X.0 where X may vary from 16 to 224 with a gap of 16. 

Hence, 

147.227.112.0 is a subnet  For this subnet,
· the  lowest address is : 147.227.112.1;
· and the highest address is :  147.227.127.254. 

1(b)  The starting address block of ISP as specified is : 147.227.0.0/16 

	Groups of Customers
	No. of Addresses
	Slash Notation
	First Host Address
	Last Host Address
	Mask

	Households
	4k
	147.227.0.0/20
	147.227.0.1
	147.227.15.254
	255.255.240.0

	Small Businesses
	8k
	147.227.32/19
	147.227.32.1
	147.227.63.254
	255.255.224.0

	Medium Businesses
	16k
	147.227.64/18
	147.227.64.1
	147.227.127.254
	255.255.192.0


    Free Addresses : 

a) 4096 from 147.227.16.0 to 147.227.31.255 

b) 32768 from  147.227.128.0   to  147.227.255.255

Question 2  

(a) State the Silly Window Avoidance mechanisms used at the receiving end as well as at the sending end.                                                                                               8 marks
Sol: 
Receive side silly window avoidance

Silly Window syndrome may be caused by slow processing of data at the receive side. 

For such a case, two solutions are proposed:

•
Clark’s Solution

•
Delayed acknowledgement

CLARK’S SOLUTION:

•Do not advertise a window of a size smaller than that of MSS. Instead advertise a window of size 0, AS SOON AS the segment, which reduces the buffer size to less than MSS is received.

After advertising a Zero window:

 WINDOW UPDATE: Wait for an additional  significant amount of space to become available - before sending an updated window advertisement for a larger window size.
Significant amount of space is defined as the minimum of 

• One half of the receiver’s buffer     or 

• The number of data octets in a maximum sized segment. 

•Exceptions: 

  1.  If a window of a size X bytes has been advertised, and if data less than X bytes has been received, the receiver cannot now advertise a zero-sized window. (This rule is also stated as follows:  

   The ‘right’ edge of a sliding window cannot be moved backwards i.e. the edge cannot be moved ‘leftwards’.

Or as follows:

A window, which has been advertised, cannot be made to shrink.)

2. In acknowledgement of a FIN segment, even a small window is advertised, since in such a case, we would not expect any further data segment

 When a probe is received, an acknowledgement has to be sent. This acknowledgement may be for 0 size or for the actual size, if the actual size is greater than or equal to MSS.
DELAYED ACKNOWLEDGEMENT:

Delay the acknowledgement by no more than 500 m sec (BSD implementation). Moreover the Receiver should acknowledge at least every other segment. (This is so that the Sender receives a sufficient number of RTT estimates.)

In many Linux implementations, the delay is 300 ms.

Delay can lead to

· Retransmissions and 

· Confusing RTT estimates. 

However this can solve the problem of Silly Window.

Send side silly window avoidance

Nagle’s Self-clocking Algorithm

Clumping: when a sending application generates additional data to be sent over a connection, for which previous data has been transmitted but not acknowledged,

• place the new data in the output buffer 

• do not send it till there is sufficient data to fill a maximum sized segment 

• If still waiting to send, when an acknowledgement arrives, send all the data in the buffer. 

• Apply the rule even when PUSH bit is set.

• If no outstanding ACK is there – AND-

If the data that we have or the data that we can send is small in size, start the Persistence Timer.

If even when the timer times out, we are not able to send a segment with a data size equal to MSS, we send whatever data we are able to send.

(The limit on the size of the data that we can send may be because ---

• The application may not have written more data into TCP buffer. 

Or it may be due to a

• small size of window advertised by the receiver.)

RFCs require that TCP should implement Nagle’s algorithm. But there should be a way to disable it (for inter-active applications.) If Nagle’s Algorithm is disabled, we can send all the data that we have, even if it is small in size

(b) 128 KB of data is to be transferred from host A to host B using TCP.  The SOURCE PORT number for A and the DESTINATION PORT number for B are given as 63488 and 23 respectively. 

The application in B is extremely slow and it reads only 256 bytes of data from TCP every 400 milliseconds. The buffer memory is 4096 bytes for both A and  B.  The MSS is given to be 1024 bytes.

After 11169 bytes have been transferred by TCP in A to TCP in B, a single byte probe is sent from A to B as follows:

Seg from A to B:  SEQUENCE NUMBER = 257; ACK = 40961, WIN = 4096
       After receipt of the probe by B, the state of the buffer memory in B is as follows:

       Data in the buffer = 3328 bytes and free area in the buffer is of 768 bytes.     

B sends to A the acknowledgement, for the probe, as follows:
Seg from B to A: ACK=258, WIN=0.

Explain why the WINDOW is advertised as of zero size
If the default value of the persistence timer be 1 seconds, show the next eight segments exchanged between A and B. Explain each step clearly.  

Assume that the Read delay of 400 milliseconds for B starts when the above ACK segment is transmitted from B to A. Neglect the transmission time and the processing time for TCP at the two hosts.                                                                           20 marks
Sol: 

2(b) :

Since MSS is 1024 and since the free space is 768 bytes, the receiver uses Clark’s Algorithm to advertise a zero window.
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3072
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800 ms

2816
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At 1 sec
2817

1279

3841               255


I Seg from A to B:
Sequence Number = 258;
Ack: 40961;
WIN: 4096


II Seg from B to A:
Ack: 259;
WIN: 1279

III Seg from A to B:
Sequence Number = 259; (Data from 259 to 1282)





Ack: 40961; WIN: 4096

IV Seg from B to A:
Ack: 1283; WIN = 255;


Using Nagle’s Algorithm, A starts P.T.
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1200 ms            3585                 511

1600 ms            3329                 767





    At 2 sec         3073               1023   

            At 2 sec, PT times out. So A sends 255 bytes


V Seg from A to B:
Sequence Number = 1283 (Data from 1283 to 1537)





Ack 40961;
WIN = 4096


VI Seg from B to A:
Ack:
1538; WIN = 0


So A start the P timer.
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2817

1279

             At 3 sec, PT time out. It sends out a 1 byte probe.


VII Seg from A to B: Sequence Number: 1538; Ack: 40961;
WIN: 4096


VIII Seg from B to A: Ack: 1539

WIN: 1279

(c) Show the entries (in HEX ) in the header of the last TCP segment, shown by you in (b).   Do not calculate the CHECKSUM. Fill up the CHECKSUM field with zeros.      

                                                                                                                                             7 marks
0017  F800
0000  A000

0000  0603
5010  04FF

0000  0000

Question 3                                                                                                            20 marks
A TCP connection is being used to send a large amount of data from host A to host B. The maximum sized segment (MSS) is 1024 bytes. The initial window size, in both A and B, is 4. ( i.e. the initial window size is of 4096 bytes in A as well as in B.)
During transmission of segments, at a particular time t = t1, A has a window size of 1. At t = t1, the value of RTT is 2 seconds and the mean deviation is 1. The last acknowledgement from B, received before t = t1, contained a window advertisement of 4096 bytes. Consider the following 4 steps immediately after t1:
(i) A sends a segment to B. But the acknowledgement from B is not received till the retransmission timer times out.

(ii) The same segment is resent. After sending it, the acknowledgement from B is received and the RTT is measured as 3 seconds. 

(iii) The next two segments are sent. But no acknowledgement is received till the retransmission timer times out.

(iv) The first out of the two segment of (iii) is resent. The acknowledgement is received and the RTT is measured as 1.5 second. 

(v) The next two segments are sent. The acknowledgement of the first is received and the RTT is measured as 1.5 second. 

(vi) The acknowledgement of the second segment of (v) is received and the RTT is measured as 2 second. 

Calculate the values of the TimeOut of the retransmission timer and the sender window size at the end of each of the above six events.
Assume that the traffic is expected to be heavy. 
HINT: Please see the Hint for the question on the next page.

Hint for Q.3:  The window size of 1 means 1024 bytes, which is given to be the size of MSS.  
TCP retransmits a segment if an acknowledgement is not received within a time called the TimeOut. The value of TimeOut is continuously adjusted. Jacobson’s formulae for finding out the TimeOut are given as follows:

DIFF = NewlyMeasured_RTT  -  Old_RTT

Estimated_RTT = Old_RTT  +   DIFF/8
DEV = Old_DEV +  (|DIFF|  -  Old_DEV)/4

TimeOut = Estimated_RTT + 3 DEV

where DEV = Estimated Mean Deviation, Old_RTT is the previous value of Round Trip Time (RTT), before the newly measured value, called NewlyMeasured_RTT is obtained. Estimated_RTT is the new value of RTT, obtained by taking into account the new measurement and the Old_RTT.

Solution:

RTT = 2,  DEV = 1

TimeOut = Estimated_RTT + 3. DEV = 5


Slow Start Threshold (SST) value  for the sender window  = 2 

	S.No.
	DIFF
	Estimated_RTT
	DEV
	TimeOut
	Answers

	
	
	
	
	
	TimeOut
	Window

	(i)
	-
	-
	-
	-
	10
	1

	(ii)
	*
	*
	*
	*
	10
	2

	(iii)
	-
	-
	-
	-
	20
	1

	(iv)
	*
	*
	*
	*
	20
	2

	(v)
	-0.5
	1.937,5
	0.875
	4.565
	4.565
	2

	(vi)
	0.0625
	1.945,312,5
	0.671,875
	3.960,937,5
	3.960,937,5
	3


* By Karn’s Algorithm

Question 4                                                                                                            10 marks
(a) Explain clearly the function of each of the following timers in TCP:

Keepalive Timer,
Time-Waited Timer.
Solution:

4(a) Keep alive Timer:  Used in Servers to prevent a long idle connection. Example: Timeout = 2 hours 
A PROBE is sent after an idle time of 2 hours. 
If NO RESPONSE --->10 PROBES are sent at intervals of 75 seconds.  No Response to all the ten probes ---> The connection is RST

TIME_WAITED TIMER : 

After receiving the acknowledgement, the Active Close end goes into the Time_Wait state.

The host remains in the state before totally closing so that 

1) it may be able to send the Final Acknowledgement, even if the FIN message sent by the other side has been lost. ( B may have meanwhile resent the FIN segment.)

2) During this period of 2 MSL, the Socket-pair cannot be reused

Time-Wait is essentially a limitation on restarting a server for usually 1 to 4 minutes. It is effectively no limitation on the client, since the clients use ephemeral port numbers, which would be different, when we try to re-establish connection between the same two hosts for the same function. 

     Timer value = 2 times the expected lifetime of the largest segment After FIN.

(b) The range of port numbers from 0 to 65535 is divided into three classes:
                          Well-known ports,
                           Registered ports,
                           Ephemeral or dynamic ports.
      Specify the range for each class and describe the nature of applications, for which each class is used.

Solution:

ICANN PORT NUMBERS 

Well known Ports: Universal Port numbers, defined for specific functionalities

Range: 0 – 1023

Registered Ports: These numbers: To be registered with ICANN to avoid duplication.

Used for specific functionalities by software houses. 

Range: 1024-49,151

DYNAMIC PORTS – may be used by any process

- are used as Ephemeral ports.

- allocated by the operating system, when a client process is to send a message

Range: 49,152 to65,535

Question 5                                                                                                            10 marks

Please write the correct answer for each of the following in the answer-book. :                       

 ( I ) UDP is considered as a connectionless protocol because it does not  
a)  have a SEQUENCE NUMBER field.
b) have an ACKNOWLEDGEMENT field.
c) establish a virtual connection between the sender and the receiver.
d) have a mandatory CHECKSUM field.
 ( II ) The function of UDP is to 
a) perform host-to-host communication.
b) provide reliable delivery.
c) perform process-to-process communication.
d) fragment datagrams, if its size is greater than the value of MTU.
( III ) The ICMP message about the error in the checksum of the IP header is conveyed by the 
a) source quench message.
b) parameter problem message.
c) redirect message.
d) time-exceeded message.

  ( IV ) An ICMP Router Solicitation message is used
a) to find out the IP address of the host, if its hardware address is known
b) to deliver the IP address of the default router.
c) to ask for the IP address of the routers, connected to the LAN, to which the host is connected.
d) to find out the hardware address of the default router. 
(V) A server issues ____________ open while a client issues _______ open. 

a) an active; a passive

b) a passive; an active

c) an ephemeral ; a well-known

d) a well-known ; an ephemeral

*
*
*
*
*
*
*
*
*
*


























































































