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(INTERNET TECHNOLOGIES)

MIDTERM ( I )

	Seat #
	Student #
	 Name

	
	
	


Question 1                                                                                                           35 marks 

Immediately after a Cache Control Update ( CCU ) in an ARP system in a host, the Cache Table  is   as follows.:

	State
	Queue 

No.
	No. of

Attempts             
	Time-out
	Revalidation

Timeout
	 IP Address
	 Hardware   Address

	R
	5
	7
	20
	0
	          137.207.56.88                                    
	       B8:C8:D8:45:95:85

	P
	2
	          1
	
	
	          137.207.8.251
	

	F
	
	
	
	
	
	

	P
	8
	          6
	
	
	          137.207.56.26
	

	R
	12 
	
	300
	210
	             137.207.0.1
	AC:BC:DC:38:48:58


Given:   the maximum value of Time-out  = 5  minutes; revalidation timer time-out= 3.5 minutes; the maximum number of Attempts  = 7

The Cache Control updates the Cache Table every 10 seconds.

On the Ethernet network 137.207.56.0, the host has an IP address of 137.207.56.6 and a Hardware  address of B8:C8:D8:45:95:06.          

The messages received at the Input Module and the Output Module after the CCU are given below as Events for the system.:

The first Event: 6 seconds  after the CCU: The Input  Module receives an ARP response for 137.207.8.251with a Hardware address of  B5 :EA :56:78:87:AE.

The second Event: 12 seconds after the first Event: The Output Module receives an IP packet with the destination address of 137.207.56.66.

 The third Event: 6 seconds  after the second Event: The Output Module receives an IP packet with the destination address of 137.207.56.26.

The fourth Event: 10 seconds  after the third Event: The Output Module receives an IP packet with the destination address of 137.207.8.251.

The fifth Event: 8 seconds  after the fourth Event: The Input  Module receives an ARP request  for 137.207.56.6. The request was sent by a host which has an IP address of 137.207.56.122 and a Hardware address of  CC:EA :56:78:87:AE.

The sixth Event: 10  seconds  after the fifth Event: The Input  Module receives an ARP Request from a host with an IP address of 137.207.8.251 and with a Hardware address of B5 :EA :56:78:87: B1. However the IP address of the target, in the ARP Request, does not match with that of the host.

The seventh Event: 10  seconds  after the sixth Event: The Output Module receives an IP packet with the destination address of 137.207.56.88.

( a) Determine the Cache table after the seventh event has been processed.    

( b) Show the entries (in Hexadecimal system) in the ARP request packet generated by the ARP system  after the second Event.

Given that : for Ethernet, the HARDWARE TYPE is 1

                    For IPv4, the PROTOCOL TYPE is 0x0800.

                    The value of OPERATION for an ARP Request packet is 1.                               

( c) In the Ethernet frame show all the entries, except for the PREAMBLE and the CRC fields.                                                                                               
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Question 2                                                                                                           36 marks
Refer to Fig 1. An IP datagram is to carry a payload of 4000 bytes from the host Am to the host Dn. Assume that MTU of the networks N1, N2 and N3 and N4 are 1500, 1500, 1000, and 1500 bytes respectively. For the datagram, the IDENTIFICATION NUMBER is 257, TTL = 10 and PROTOCOL is 6. No options have been used.

( a) What is the number of fragments in to which the datagram will be split by Am?

( b) When the whole of the datagram has reached the assembly unit of Dn, how many fragments will be there in its linked list?

( c) For each of the fragments of the datagram at Dn, give the values (in decimal system) of the IDENTIFICATION NUMBER, TOTAL LENGTH, MF bit and the FRAGMENT OFFSET fields.

( d) Show the entries (in Hexadecimal system) in the IP packet received at Dn with the following characteristics: an IDENTIFICATION NUMBER of 257, the source address of Am, MF bit = 1 and FRAGMENT OFFSET of 0.  
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Question 3                                                                                                           19 marks

An IP datagram, with Loose Source Route option and with no other data, travels from the host Am to the destination Dn the system of  Fig 1.

Given that IDENTIFICATION NUMBER =  16; TIME TO LIVE at source = 6; PROTOCOL = 17.

In the Source Route option part, CODE = 131; LENGTH = 11. The source route option part is to contain the following addresses:

                                                              131.108.0.1

                                                              155.126.0.1.

(i)Give the values (in decimal ) of the following fields in the datagram:

                                    VERSION, HLEN, TOTAL LENGTH.

(ii)Specify the values (in decimal )  of the TIME TO LIVE and  the POINTER as the datagram arrives at the following points in its journey from the source to the destination:

     the router R1,   the router R2,   the router R3,    the destination host.  

(iii) Refer to the Source Route option part of the header. Specify the values of the IP ADDRESSes (in dotted decimal notation), in the option part of the header, as the datagram arrives at the following points in its journey from the source to the destination:

      the router R1,   the router R2,   the router R3,    the destination host.  
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Question 4                                                                                                           10 marks                                                                                    
Please write the correct answer for each of the following in your answer-book. :                       

 ( I ) Which of the following is true for 197.207.10.141? 

a) 141 is the hostid.

b) 197. is the netid.

c) 197.0.0.0 is the network address.

d) 10.141 is the hostid.

 ( II ) A host with an IP address of 137.247.122.141 is to generate a packet to test its internal software. What should be the destination IP address of the packet? 

a) 127.0.0.0

b) 255.255.255.255

c) 255.255.0.0

d) 137.247.122.1

( III ) In a router, the ___________module discards datagrams with a TTL value of zero.

a) processing

b) routing

c) fragmentation

d) reassembly

  ( IV ) When the Revalidation Timer times out, the ARP Cache Control Manager sends out an ARP request to

a) all possible IP addresses on the local network.

b) all entries in the ARP cache.

c) destinations that have experienced traffic recently.

d) all the routers, which are a part of the local area network.

( V ) A sends an ARP request, looking for the hardware address of target B. 

      a)   All machines on the local network will send a response to A.  

b) All machines, whose ARP cache table contains the binding of the IP address of B with the hardware address of B, will send a response to A.

c) Only the routers in the local network will send a response to A.

d) Only machine B will send the response to A.

*
*
*
*
*
*
*
*
*
*
*
*

For the ETHERNET frame:  For an ARP message, type=080616; 

For RARP message, type = 803516;   For an IP message, type = 080016

	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


ETHERNET FRAME format

	VERS

   4 bits 
	 HLEN

  4 bits 
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits  

	                  IDENTIFICATION

                              16 bits  
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits   
	     PROTOCOL

            8 bits  
	              HEADER  CHECKSUM 

                              16 bits 

	                                                  SOURCE  IP ADDRESS

                                                               32 bits   

	                                            DESTINATION  IP  ADDRESS  

                                                              32 bits   

	No Operation Option

	 CODE  

8 bits
	LENGTH  

8 bits          
	POINTER  

8 bits

	FIRST IP ADDRESS

                                                               32 bits



	SECOND IP ADDRESS

32 bits


Format of IP  DATAGRAM  WITH SOURCE ROUTE OPTION 

(As an example, 2 places for IP ADDRESSES are shown. The actual number of address  places depends upon the problem.)

                                               No Operation option has a CODE of 0116.

FLAGS: 1st bit: Reserved;  2nd bit: DNF;  3rd bit: MF

	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


ARP    MESSAGE format  

Given that: For Ethernet, the  HARDWARE TYPE = 1.; For IPv4, the PROTOCOL TYPE is 0x0800.; The value of OPERATION for an ARP Request packet is 1, and, for an ARP Response packet, it is 2.  For an RARP Request packet, the value of OPERATION is 3, and, for an RARP Response packet, it is 4.
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