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Question 1 
An IP datagram has arrived at a router with the following header (in Hexadecimal system):

                        45 00 11 17

                        01 03 20 00

                        09 06 49 A4



  7C 4E 03 02



  B4 0E 0F 02

Please answer the following:
a. Are there any options?

b. Is the packet fragmented? Give reasons for your answer.
c. What is the size of the data? Give the answer in decimal number system.

d. How many more routers can the packet travel to? Give the answer in decimal number system.

e. What is the identification number of the packet? Give the answer in decimal number system.

f. Use the checksum computation to verify the header.

                                                                                                                             30 marks
Q1.
a)
There are no options. 



This can be concluded by noting that the header is of 20 bytes only. In case there were any options, the header length would be larger than 20 bytes (but no larger than 60 bytes). 

b) Yes ; It is the first fragment since  MF=1 ; FO=0. 

c) Total length = 111716=4375 bytes 

Data = Total length – length of header 

        = 4375 – 20 = 4355 bytes

d) The packet has arrived at the router  with TTL=9. When the packet goes out from the router, TTL will be 8. So at the 8th router, after the present router, the packet will be deleted. 
e) Identification =  010316  = 25910 
f) Checksum :

        3  3       carry
4500

1117

0103

2000

0906

7C4E

0302

B40E

0F02

--------
      1C280

       1

--------
C281  

--------  

The complement of C281 is 3D7E. 

It does not tally with 49A4, as given in the packet, which has arrived. 

Hence the header in the packet has not been received correctly.

So it will be deleted. The ICMP in the router will send a parameter error message to the ICMP of the sender.

                                                                                                                                           Question   2
The Output Module of the ARP system of a host receives three fragments of an IP datagram. The three fragments are to be sent to the destination host with the IP address of 137.207.140.242. The source host has an IP address of 137.207.140.28 and a Hardware address of B5: EA :56:78:87:BE.  Assume that the hardware address of the destination host is not available in the cache table.)
How many ARP requests will be generated by the ARP system of the source host on receipt of the three fragments?
Show the entries in the following:

(i) ARP Request packet(s) generated by the ARP system of the source host;

(ii) the Ethernet frame(s) sent by the source host. Put all zeros in the CRC field. The Preamble field values may not be shown. 
 All the entries should be in the Hexadecimal system.                                       30 marks   
   Solution:  Only one ARP request will be generated. It is because the three fragments will have the same destination. ( as they belong to the same datagram)

i) 0001  
0800

0604
0001

B5EA
5678

87BE
89CF

8C1C
0000

0000
0000


89CF 
8CF2


    ii)


	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


Destination address = FF FF FF FF FF FF 

Source Address = B5EA
5678 87BE

Type


=
0806

Data = The ARP packet shown in (i) is of 28bytes. So a Padding of 18 bytes will have to be added so that the data will have a minimum required size of 46 bytes for Ethernet.

Question 3 
An IP datagram, with TIMESTAMP option and with no other data, travels from the host Am to the destination Dn the system of  Fig 1.
(i)Give the values (in decimal ) of the following fields in the datagram:

                                    VERSION, HLEN, TOTAL LENGTH.
(ii)Specify the values (in decimal )  of the TIME TO LIVE,  the POINTER and the OFLOW  as the datagram arrives at the following points in its journey from the source to the destination:
     the router R1,   the router R2,   the router R3,    the destination host.  
(iii) Refer to the Timestamp option part of the header. Specify the values of the three IP ADDRESSes (in dotted decimal notation) and the three TIMESTAMPs  (in decimal) as the datagram arrives at the following points in its journey from the source to the destination:
      the router R1,   the router R2,   the router R3,    the destination host.  

Given that IDENTIFICATION =  16; TIME TO LIVE at source = 6; PROTOCOL = 17.

In the TIMESTAMP option part, CODE = 68; LENGTH = 20; FLAGS = 3. 

TIMESTAMPS marked by R1, R2 and R3 are 40,960 mS,  40,968 mS  and 40,972 mS  respectively.

Assume that the routers do not have any other load.                             30 marks                                                                                                                
Solution: 


1)
i) Version = 4 as its IPV4



ii)The header length 

                    = 20 bytes of optionless header + 20 bytes of option 
                    = 40 bytes 

                   HLEN  = 40/4  = 10

iii) Total length 

         = 40 bytes of header length + 0 bytes of data        

         = 40 bytes ( 2816 )

2)


	On arrival at
	TTL
	Pointer
	OFlow

	R1
	6


	05

(4 bytes of option header)
	0 

	R2
	5 
	13 

(R1 has changed the IP address & added the timestamp)
	0

	R3
	4


	21

(R2 has changed the IP address & added the timestamp)
	0

	destination
	4
	21

(No changes can be made by R3, since the specified length of the option was 20 only.)
	1




3) On arrival at R1, the option will have the following 5 rows of 32 bits each.:

   The first 32 bits:
(The values are given in decimals)

	CODE  = 68

8 bits
	LENGTH = 20 

8 bits          
	POINTER  = 5

8 bits
	OFLOW=0

4 bits 
	FLAGS = 3

4 bits


    The second 32 bits will contain the address 131.108.0.1.



The third 32 bits will contain all zeros.

The fourth 32 bits will contain the address 78
0
0
2.


The fifth 32 bits will contain all zeros.

        On arrival at R2, the option will have the following 

        5 rows of 32 bits each.:

   The first 32 bits:
(The values are given in decimals)

	CODE  = 68

8 bits
	LENGTH = 20 

8 bits          
	POINTER  = 13

8 bits
	OFLOW=0

4 bits 
	FLAGS = 3

4 bits


    The second 32 bits will contain the address 78.0.0.1.



The third 32 bits will contain 40960.

The fourth 32 bits will contain the address 78
0
0
2.


The fifth 32 bits will contain all zeros.

 On arrival at R3, the option will have the following 

        5 rows of 32 bits each.:

   The first 32 bits:
(The values are given in decimals)

	CODE  = 68

8 bits
	LENGTH = 20 

8 bits          
	POINTER  = 21

8 bits
	OFLOW=0

4 bits 
	FLAGS = 3

4 bits


    The second 32 bits will contain the address 78.0.0.1.



The third 32 bits will contain 40960.

The fourth 32 bits will contain the address 155.126.0.2.


The fifth 32 bits will contain 40968.

On arrival at the destination, the option will have the following 

        5 rows of 32 bits each.:

   The first 32 bits:
(The values are given in decimals)

	CODE  = 68

8 bits
	LENGTH = 20 

8 bits          
	POINTER  = 21

8 bits
	OFLOW=1
4 bits 
	FLAGS = 3

4 bits


    The second 32 bits will contain the address 78.0.0.1.



The third 32 bits will contain 40960.

The fourth 32 bits will contain the address 155.126.0.2.


The fifth 32 bits will contain 40968.

Note: The answers given in HEX and given in 5 rows of data are also equally correct.

Question 4
Please write the correct answer for each of the following in the answer-book. :                       

                                                                                                                             10 marks                                                                                    
 ( I ) What is the maximum number of routers that can be recorded if the timestamp option with a flag value of 1 is used? 
a) 16
b) 4
c) 10
d) 
9
 ( II ) Routers process IP v6 packets faster than they process  IPv4 packets because

(
a)
routers in IPv6 are not required to fragment packets 

b) there is a checksum field in the IPv6 header.

c)
options appear in a pre-defined order as "extension headers" in IPv4. 

d)
fragmentation fields (the Fragment Offset and the More Fragments bit) are moved to an extension header in IPv4. 
( III ) In the Loose Source Route option, the number of routers visited may be __________ the number of routers listed.
a)
greater than

b)
less than

c)
equal to

(
d)
a or c
  ( IV ) An IP packet goes directly from the _____________________to the Data Link layer if the state of the entry in the cache table is Resolved.
a) Cache control manager module
( b)     Output module
c) Input module
d) a and b
( V ) When an indirect delivery is made, the sender and the receiver have ____________ . 
      
a)   the same IP address  

b) the same routing table 

c) different netids

d) the same netid

*
*
*
*
*
*
*
*
*
*
*
*

For the ETHERNET frame:  For an ARP message, type=080616; 

For RARP message, type = 803516;   For an IP message, type = 080016

	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


ETHERNET FRAME format

	VERS

   4 bits 
	 HLEN

  4 bits 
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits  

	                  IDENTIFICATION

                              16 bits  
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits   
	     PROTOCOL

            8 bits  
	              HEADER  CHECKSUM 

                              16 bits 

	                                                  SOURCE  IP ADDRESS

                                                               32 bits   

	                                            DESTINATION  IP  ADDRESS  

                                                              32 bits   

	CODE  

8 bits
	LENGTH  

8 bits          
	POINTER  

8 bits
	OFLOW

4 bits 
	FLAGS

4 bits

	FIRST IP ADDRESS

                                                               32 bits



	FIRST TIMESTAMP

32 bits

	SECOND IP ADDRESS

32 bits

	SECOND TIMESTAMP

32 bits

	THIRD  IP ADDRESS

32 bits

	                                                                   THIRD TIMESTAMP

                                                                                  32 bits


IP  DATAGRAM  WITH TIMESTAMP OPTION (3 PLACES FOR TIMESTAMP SHOWN as an example only. The actual number of places may depend upon the problem.)

SOURCE ROUTE OPTION: CODE: 1 bit for COPY; 2 bits for CLASS; 5 bits for NUMBER
Strict Source Route: Class = 0,    Number = 9

Loose Source Route: Class = 0,    Number = 3

	CODE

8bits
	LENGTH

8 bits
	POINTER

8 bits
	

	First IP ADDR

32 bits

	SECOND IP ADDR

32 bits


 SOURCE ROUTE OPTION format

	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


ARP    MESSAGE format  

Given that: For Ethernet, the  HARDWARE TYPE = 1.; For IPv4, the PROTOCOL TYPE is 0x0800.; The value of OPERATION for an ARP Request packet is 1, and, for an ARP Response packet, it is 2.  For an RARP Request packet, the value of OPERATION is 3, and, for an RARP Response packet, it is 4.
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