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Q.1 Immediately after a Cache Control Update ( CCU ) in an ARP system in a Router, the Cache Table  is   as follows.:

	State
	Q
	Attempts
	Time-out
	IP Address
	Hardware Address

	R
	5
	
	30
	222.38.56.88
	B8:C8:D8:45:95:85

	P
	2
	1
	
	222.38.56.251
	

	F
	
	
	
	
	

	P
	8
	3
	
	222.38.56.26
	

	R
	12 
	
	300
	222.38.56.1
	AC:BC:DC:38:48:58


Given:   the maximum value of Time-out  = 10 minutes; the maximum number of Attempts  = 7

             The Cache Control updates the Cache Table every 5 seconds.

On the Ethernet network 222.38.56.0, the router has an IP address of 222.38.56.6 and a Hardware address of B8:C8:D8:45:95:06.          

The messages received at the Input Module and the Output Module after the CCU are given below as Events for the system.:

The first Event: 3 seconds  after the CCU: The Input  Module receives an ARP response for 222.38.56.251            with a Hardware address of  B5 :EA :56:78:87:AE.

The second Event: 6 seconds after the first Event: The Output Module receives an IP packet with the destination address of 222.38.56.66.

 The third Event: 3 seconds  after the second Event: The Output Module receives an IP packet with the destination address of 222.38.56.26.

The fourth Event: 5 seconds  after the third Event: The Output Module receives an IP packet with the destination address of 222.38.56.251.

The fifth Event: 4 seconds  after the fourth Event: The Input  Module receives an ARP request  for 222.38.56.6. The request was sent by a host which has an IP address of 222.38.56.122 and a Hardware address of  CC:EA :56:78:87:AE.

The sixth Event: 5  seconds  after the fifth Event: The Input  Module receives an ARP Request from a host with an IP address of 222.38.56.251 and with a Hardware address of B5 :EA :56:78:87: B1. However the IP address of the target, in the ARP Request, does not match with that of the router.

The seventh Event: 5  seconds  after the sixth Event: The Output Module receives an IP packet with the destination address of 222.38.56.88.

( a) Determine the Cache table after the seventh event has been processed. Use the following table to give the answer.                                                  19 marks

	State
	Q
	Attempts
	Time-out
	IP Address
	Hardware Address

	P


	15
	1
	-
	222.38.56.88
	-

	R


	2
	-
	595
	222.38.56.251
	B5:EA:56:78:87:B1

	P


	13
	6
	-
	222.38.56.66
	-

	R


	14
	-
	590
	222.38.56.122
	CC:EA:56:78:87:AE

	R


	12
	-
	270
	222.38.56.1
	AC:BC:DC:38:48:58


Q.1( b) Show the entries in the ARP request packet generated by the ARP system  after the second Event.

Given that : for Ethernet, the HARDWARE TYPE is 1

                    For IPv4, the PROTOCOL TYPE is 0x0800.

                    The value of OPERATION for an ARP Request packet is 1.                        12  marks
	00 01
	08 00

	06
	04
	00 01

	B8C8 D8 45

	95 06
	DE 26

	38 06
	00 00

	      00 00                    00  00       

	DE 26 38 42


Q.1( c) After the second Event, the Ethernet system  in the  Router will generate a Frame for the ARP request packet of  ( b). In the Frame, show the following entries only.:

                                  DESTINATION ADDRESS, SOURCE ADDRESS                        4   marks
FF:FF:FF:FF:FF:FF ;  B8:C8:D8:45:95:06


Q.2  An IP datagram is to send a data of  10000 bytes. The MTU for the physical network is 4470 bytes.  Given that the datagram is to have no OPTIONS and that the IDENTIFICATION is to begin from 218.

How many fragments will be required ?

State the values (in decimal numbers) of the following fields for each of the fragments:

IDENTIFICATION, TOTAL LENGTH, DNF bit, MF bit, FRAGMENT OFFSET.                      15 marks

3 fragments.

1st fragment : 
4448 +20 bytes

2nd fragment: 
4448+20 bytes

3rd fragment: 
1104+20 bytes

	
	First
	Second
	Third

	IDENTIFICATION
	218
	218
	218

	TOTAL LENGTH
	4468
	4468
	1124

	DNF
	0
	0
	0

	MF
	1
	1
	0

	FRAGMENT OFFSET
	0
	556
	1112


Q.3 A 1360 bytes long message is delivered to the IP layer of  a host machine H1. H1 is located on an Ethernet network and it is to send the message to another host H2.

Work out the structure of the datagram that will be created by the IP layer.

Specify the value of each one of the following fields in the datagram.

VERS, HLEN,TOTAL LENGTH,FLAGS,FRAGMENT OFFSET, HEADER CHECKSUM

Please specify the values in the decimal number system only. 

IP addresses of H1 and H2 are 78.100.85.135 and 131.112.50.28.

Given that IDENTIFICATION is to begin from 17 and that no OPTIONS are to be used. Take SERVICE TYPE = 0, TTL = 20 and PROTOCOL = 6. The four field values are given in decimal numbers only. 

                                                                                                                                                              30 marks

	VERS
	HLEN
	Service Type
	Total Length

	4
	5
	0
	1380

	IDEN
	FLAGS
	FO

	17
	0
	0

	TTL
	PROT
	HC

	20
	6
	?

	78.100.85.135

	131.112.50.28


Calculation of checksum:

HEX: 

4500

0564

0011

0000

1406

0000

4E64

5587

8370

321C

B7F2

       1

B7F3

          Checksum 
=480C 16 

= 1844410

Q.4   Please ‘CIRCLE’ the correct answer. :                                                                           10 marks
( I ) What is the maximum size of the data portion of the IP datagram?

a) 65,535 bytes

b) 1500 bytes

c) 65,515 bytes (
d) 4,464 bytes

 ( II ) The HLEN field in an IP datagram has a value of decimal 10. It means that 

a) there are 10 bytes of options.

b) there are 40 bytes of options.

c) there are 10 bytes in the header.

d) there are 40 bytes in the header. (
( III ) A datagram is fragmented into three smaller datagrams. Which of the following is true?

a) The DO NOT FRAGMENT bit is set to 1 for all the three datagrams.

b) The MORE FRAGMENT bit is set to 0 for all the three datagrams.

c) The IDENTIFICATION field  is the same for all the three datagrams. (
d) The OFFSET field  is the same for all the three datagrams.

 ( IV ) Which of the following is NOT a function of IP?

a) Reassembly at Destination    

b) Fragmentation

c) Sending acknowledge-receipt of a packet          (
d) Placing  IP header on a data packet

( V ) As an IP packet goes through a router in the Internet, which of the following fields are always   modified?

a) TTL and CHECKSUM                      (
b) DESTINATION IP ADDRESS  and TTL 

c) TOTAL LENGTH and CHECKSUM 

d) DESTINATION IP ADDRESS, TOTAL LENGTH, TTL and CHECKSUM

Q. 5 An IP datagram has arrived with the following information in the header.:

      (The data is given in Hexadecimal system.)   

 

45 00 00 54

                             00 03 00 00

                             20 06 00 00



7C 4E 03 02



B4 0E 0F 02

a) Are there any OPTIONS?                 

b) Is the packet fragmented?

c) What is the size of the data?

d) How many  routers can the packet travel to?

e) What is the identification number of the packet?                                               10 marks                   

a) No

b) No

c) 64 bytes

d) 32

e) 3

	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	FLAGS

3 bits 
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER  CHECKSUM 

                              16 bits 

	                                                  SOURCE  IP ADDRESS

                                                               32 bits

	                                            DESTINATION  IP  ADDRESS  

                                                              32 bits 

	                                   IP  OPTIONS  (IF  ANY)


	   PADDING

	                                                               DATA



	                                                                   …… 

 


                                                        IP  DATAGRAM




	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


ARP    MESSAGE FORMAT   (for Data Link layer of Ethernet)


	Preamble

  8 bytes 
	Destination Address

   6 bytes
	Source Address

    6 bytes
	Type

2 bytes
	Data

                           46-1500 bytes
	CRC

4 bytes


ETHERNET FRAME

