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FINAL         60-375                                                      
Time :  2.30 hours                                                                                              Tuesday, 12 December 2000
 

	Seat #
	Student #
	Name




Q.1. Refer to Fig 1. The source host is to send a User Datagram to the destination, with 12 bytes of data. The UDP SOURCE PORT number is 49152 and the UDP DESTINATION PORT number is 13. The value of the PROTOCOL field for UDP is 17. The data byte values are specified, in decimal, in Fig 2 

(a ). Specify the UDP MESSAGE LENGTH and  calculate the UDP CHECKSUM for the User datagram.                                                                                                                                       25  marks
	UDP SOURCE PORT

16 bits
	UDP DESTINATION PORT

16 bits

	UDP MESSAGE LENGTH

16 bits
	UDP CHECKSUM

16 bits

	72

8 bits
	69

8 bits
	76 

8 bits
	76

8 bits

	79

8 bits
	33

8 bits
	72

8 bits
	69

8 bits

	76

8 bits
	76

8 bits
	79

8 bits
	33

8 bits


Fig  2  (a)           USER DATAGRAM FORMAT
(with 12 bytes of data; data byte values are shown in bold letters.)

	SOURCE   IP  ADDRESS

32 bits

	DESTINATION  IP  ADDRESS

32 bits

	ZERO

8  bits
	PROTOCOL

8  bits
	UDP  LENGTH

16 bits


Fig    2  (b)       UDP  pseudo – Header

49152= 4996 X 12

CDP Message Length = 20
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        3
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Q. 2 (a) A TCP connection is established with a MAXIMUM SEGMENT SIZE of 65,535 and a Window SCALE FACTOR of 2.

This connection is using a window size of 8,000 bytes and the sender host had previously received an  ACKNOWLEDGEMENT NUMBER of 32,001. Draw a diagram of the sliding window at the sender. Also draw diagrams of the sliding window after each one of the following events:.

(i) The sender receives a new segment with an ACKNOWLEDGEMENT NUMBER of 34,001 and a WINDOW advertisement of 1750. 

(ii) Thereafter it receives another segment with an ACKNOWLEDGEMENT NUMBER of 36,001 and a WINDOW advertisement of 2250.

Each diagram of the window must show the size of the window, the SEQUENCE NUMBER of the first byte in the window and the SEQUENCE NUMBER of the last byte in the window.

Q. 2 (b) How is the TIMEOUT of the Retransmission Timer calculated in TCP?

What do you understand by the problem of Acknowledgement Ambiguity?

How is this problem solved? 

Q. 2 (c) A set of routers R1, R2 and R3 use Vector Distance Routing. Some of the entries in the routing table of R1 are as follows:

Destination

Distance

Route

  Net 15


    5


  R2

  Net 16


    3


  R3

  Net 17


    2


  R2

  Net 18             

    5                                       R4


R1 does not have any entry for Net 19.

R2 sends an update message to R1. The message contains the following items:

Destination

Distance

  Net 15


    4

  Net 16


    2

  Net 17


    4

  Net 18


    2

  Net 19


    1

After receiving the update message, what changes will R1 make in its routing table?

Q. 2 (d)  Explain the phenomenon of Silly Window Syndrome. State  the methods used to avoid it  both at the sending end  as well as at the receiving end.      20  marks

(a) 











(b) Retransmission Timeout 

Round Trip Time (RTT)  varies as traffic load changes.

 It also depends  upon destination & path ·

Adaptive algorithm ·

Let OLD_RTT  = old estimate of RTT 

      NEW_RTT = new sample obtained from a recent Acknowledgement 

                RTT = the estimated RTT 

                RTT =  [image: image1.jpg]


   ) * NEW_RTT 
* OLD_RTT + ( 1 -  [image: image2.jpg]


   
where 0 <  [image: image3.jpg]


    < 1 

If    [image: image4.jpg]


   is close to 0, RTT responds to changes in delay very quickly. 

If [image: image5.jpg]


 is close to 1, RTT is not affected by short time changes. 

TIMEOUT =    [image: image6.jpg]


  * RTT 

The original standard specified     [image: image7.jpg]


= 2

 Default              =  0.9 

Acknowledgement Ambiguity:  After Retransmission, when Acknowledgement is received, it is NOT known whether it pertains to the first or to the retransmitted segment. A wrong assumption can lead to either too long or too short estimates for RTT. 

 Karn’s Algorithm  Do not consider the Acknowledgements to Retransmitted segments for updating RTT. 

Instead backoff by using a TEMP_RTT 

where TEMP_RTT =   [image: image8.jpg]


  = 2 on first retransmission. 
RTT                     where      [image: image9.jpg]


 
Back-off further by 2n 

where n = number of retransmissions along a specific connection. 

 Finally when an Acknowledgement is received without retransmission, RTT is recomputed. 

(c )  Changes in R1 routing table:

	Dest
	Distance
	Route

	Net 17
	5
	R2

	Net 18
	3
	R2

	Net 19
	2
	R2


(d) Silly Window Syndrome : When the Sender and the Receiver operate at different speeds, there is a possibility of a situation wherein each advertisement, in the acknowledgement, may show a small space available and each segment may carry a small amount of data. This pattern is called SWS.

To see that a TCP implementation does not get into this inefficient syndrome, the TCP standard specifies two steps. 

Receive side silly window avoidance Rule1: After advertising a Zero window, wait for a Significant amount of space to become available - before sending an updated window advertisement. 

Significant amount of space is defined as the minimum of 

· one half of the receivers buffer or 

· the number of data octets in a maximum sized segment. 

Issue: 

Should the ACK be sent with zero window advertisement - till a significant space becomes available?     OR 

Should the ACK be delayed? 

          Delay can lead to 

· Retransmissions and 

· Confusing RTT estimates. 

Rule2: Delay the acknowledgement by no more than 500 msec. 

            Moreover the Receiver should acknowledge at least every other segment. (This is so that the Sender receives a sufficient number of RTT estimates.) 

Send Side Silly Window Avoidance: NAGLE’S ALGORITHM: 
:Clumping: when a sending application generates additional data to be sent over a connection, for which previous data has been transmitted but not acknowledged, 

· place the new data in the output buffer; 

· do not send it till there is sufficient data to fill a maximum sized segment. 

· if still waiting to send, when an acknowledgement arrives, send all the data in the buffer. 

Apply the rule even when PUSH bit is set. 

ADVANTAGES 

· Self clocking 

· Takes into account both 

· The application programs that generate the data & 

· The network speed. 

· If  the Application  Program is  faster than the N/W, larger segments (Max sized).

· If N/W is faster than the Application Program, smaller segments. 

Q.3 (a) An IP datagram, with TIMESTAMP option and with no other data, travels from the source to the destination in the system of  Fig 1. 

(i)Give the values of the following fields in the datagram:

                                    VERSION, HLEN, TOTAL LENGTH.

(ii)Specify the values of the TIME TO LIVE and  the POINTER  when the datagram reaches the points X, Y, Z, U and  W.  

(iii)Specify the values of the IP ADDRESSes  and the  TIMESTAMPs when the datagram reaches the points  X, Y, Z, U and  W.

Given that  TIME TO LIVE at source = 8.

In the TIMESTAMP option part,  LENGTH = 36; FLAGS = 3. 

TIMESTAMPS marked by R1, R2, R3 and R4 are 40,960 mS,  40,968 mS, 40972  and 40,984 mS  respectively.

Assume that the routers do not have any other load.

Q.3 (b) A computer uses ICMP to send a TIMESTAMP Request to another computer. It receives the corresponding TIMESTAMP  Response at a Universal Time of 6:32:57 A.M. The values of the ORIGINATE TIMESTAMP, RECEIVE TIMESTAMP and TRANSMIT TIMESTAMP are 23,570,000,  23,572,000  and  23,574,300 respectively. Calculate the “time taken for the forward path”,  “time taken for the return path”, “Round Trip Time” and “the difference between the sender clock and the receiver clock”.

Q.3 (c ) The network 195.195.195.0 is required to be split into at least 5 Subnetworks.

Obtain the subnet mask.

Specify the network addresses of any two of the subnetworks.

Also specify for any one of the networks the smallest host address and the largest host address.

Q.3 (d) An IP datagram of length (including a header of 20 bytes) 1400 bytes needs to cross a network  to reach its destination. The MTU for the network is given to be 576 bytes.

How many fragments reach the destination?

For each fragment, give the value of the MORE-FRAGMENTS-BIT, the FRAGMENT OFFSET and the TOTAL LENGTH fields.                                                20  marks
(a) Version=4; HLEN = 5+9=14; Total Length=56

	
	X
	Y
	Z
	U
	W

	TTL
	8
	7
	6
	5
	4

	Pointer
	5
	13
	21
	29
	37

	1st IP Add
	160.160.0.1
	208.192.160.1
	208.192.160.1
	208.192.160.1
	208.192.160.1

	1st TS
	0
	40,960
	40,960
	40,960
	40,960

	2nd IP Add
	208.192.160.2
	208.192.160.2
	144.144.0.2
	144.144.0.2
	144.144.0.2

	2ndTS
	0
	0
	40,968
	40,968
	40,968

	3rd IP Add
	144.144.0.1
	144.144.0.1
	144.144.0.1
	175.175.0.1
	175.175.0.1

	3rdTS
	0
	0
	0
	40,972
	49,972

	4thIP Add
	175.175.0.2
	175.175.0.2
	175.175.0.2
	175.175.0.2
	25.0.0.2

	4thTS
	0
	0
	0
	0
	40,984


(b) 6 X 3600 = 21,600

      32 X 60   =   1,920

               57 =         57

                         23,577 sec

TTFP = 23,572,000

              23,570,000

                       2,000 msec

TTRP = 23,572,000

              23,574,300

                       2,700 msec

RTT = 2000+2700=4,700 msec 

Correct one-side trip = 2350 msec

Difference in receiver clock wrt sender clock = 350 msec behind the sender clock

(c ) 2m –2 >=5

          m=3

The mask = 255.255.255.224

SN1 = 195.195.195.32

SN2 = 195.195.195.64

(Any two of the following six will do:

195.195.195.32

195.195.195.64

195.195.195.96

195.195.195.128

195.195.195.160

195.195.195.192)

For SN1= 195.195.195.32: 

Smallest host add: 195.195.195.33

Largest host add: 195.195.195.62

(d) Data = 1380 bytes

Frag1 556+20 (   556/8 =69.5

So Frag1 552+20=572 bytes

Frag2 = 552+20 = 572 bytes

Frag3 276+20 = 296 bytes

	
	Frag1
	Frag2
	Frag3

	MFB
	1
	1
	0

	FO
	0
	69
	138

	TL
	572
	572
	296


Q.4.Immediately after a Cache Control Update ( CCU ) in an ARP system in a Router, the Cache Table  is   as follows.:

	State
	Q
	Attempts
	Time-out
	IP Address
	Hardware Address

	R
	5
	
	60
	222.38.56.88
	B8:C8:D8:45:95:85

	F
	
	
	
	
	

	P
	2
	1
	
	222.38.56.251
	

	F
	
	
	
	
	

	P
	8
	3
	
	222.38.56.26
	

	R
	12 
	
	300
	222.38.56.1
	AC:BC:DC:38:48:58


Given:   the maximum value of Time-out  = 15 minutes; the maximum number of Attempts  = 7; The Cache Control updates the Cache Table every 10 seconds.

On the Ethernet network 222.38.56.0, the router has an IP address of 222.38.56.6 and a Hardware address of B8:C8:D8:45:95:06.          

The messages received at the Input Module and the Output Module after the CCU are given below as Events for the system.:

The first Event: 6 seconds  after the CCU: The Input  Module receives an ARP response for 222.38.56.251            with a Hardware address of  B5 :EA :56:78:87:AE.

The second Event: 12 seconds after the first Event: The Output Module receives an IP packet with the destination address of 222.38.56.66.

The third Event: 6 seconds  after the second Event: The Output Module receives an IP packet with the destination address of 222.38.56.26.

The fourth Event: 10 seconds  after the third Event: The Output Module receives an IP packet with the destination address of 222.38.56.251.

The fifth Event: 8 seconds  after the fourth Event: The Input  Module receives an ARP request  for 222.38.56.6. The request was sent by a host which has an IP address of 222.38.56.122 and a Hardware address of  CC:EA :56:78:87:AE.

The sixth Event: 10  seconds  after the fifth Event: The Input  Module receives an ARP Request from a host with an IP address of 222.38.56.251 and with a Hardware address of B5 :EA :56:78:87: B1. 

The seventh Event: 10  seconds  after the sixth Event: The Output Module receives an IP packet with the destination address of 222.38.56.88.

( a) Determine the Cache table after the seventh event has been processed.

( b) Show the entries in the ARP request packet generated by the ARP system  after the second Event.

Given that : for Ethernet, the HARDWARE TYPE is 1

                    For IPv4, the PROTOCOL TYPE is 0x0800.

                 The value of OPERATION for an ARP Request packet is 1.              25 marks

	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


ARP    MESSAGE FORMAT
(A)

	P
	15
	-
	222.38.56.88
	

	P
	13
	-
	222.38.56.66
	

	R
	2
	890
	222.38.56.251  
	B5:EA:56:78:87:B1

	R
	14
	880
	222.38.56.122
	CC:EA:56:78:87:AE

	F
	
	
	
	

	R
	12
	240
	222.38.56.1
	AC:BC:DC:38:48:58 


(a)  00 01 08 00

 06 04 00 01

       B8C8 D845

       95 06 DE 26

       38 06 00 00

       00 00 00 00

       DE 26 38 42

Q.5 

Please ‘ tick mark’ the correct answer on the question paper.

Print your name, student number and seat number on the question paper.Then stitch the question paper with the answer book. 

D (I) As  a packet goes through a router in  Internet , which of the following fields are always modified?

a) code bits and sequence number fields of TCP.

b) UDP Source Port and UDP Check Sum fields

c)IP Source Network and Status fields of EGP

d) TTL and Check Sum fields of IP


ANS :D

C ( II ) What is the maximum size of the data portion of the IP datagram?

a) 65,535 bytes

b) 1500 bytes

c) 65,515 bytes 

d) 4,464 bytes





ANS :C

D (III) Which of the following, unambiguously, identifies the datagram as a fragment?

a) IDENTIFICATION = 1,000

b) DO NOT FRAGMENT bit = 0

c) MORE FRAGMENT bit = 0

d) OFFSET = 1,000         



ANS :D

A ( IV ) A host can be identified by _____________ while a program running on the host  can be identified by ______________.

a) an IP address; a port number

b) an IP address; a host address 

c) an IP address; a well- known port number

d)    a port number; an IP address


ANS :A

D ( V ) What is the supernet mask for a supernet composed of 16 class C addresses? 

a) 255.255.240.16 

b) 255.255.16.0 

c)255.255.248.0 

d)255.255.240.0 




ANS :D                







 10  marks

FIGURE 1


                     





DESTINATION

SOURCE                                                                                                          








160.160.0.16


(Physical Address: AA:BB: 58:68:78:88)





25.0.0.16


(Physical Address: CC:DD: CA:CB:C8:C9)





32001





40000





8000





After (ii)





41000
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After (i)
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