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(INTERNET TECHNOLOGIES)

FINAL EXAM 2004

	Seat #
	Student #
	 Name

	
	
	


Question 1                                                                                              20 marks
Please refer to Fig 1. 

An IP datagram, with TIMESTAMP option and with a UDP packet in its DATA field, travels from the source host on network N1 to the destination host on network N5. The UDP datagram carries a data of 2100 bytes. The values of some of the fields of the IPdatagram, at the source host, are given as follows: TTL = 16.

In the TIMESTAMP option part, CODE = 196, FLAG = 3, Length in bytes = 20.

 (a)The header of the IP datagram is modified as the datagram passes through  the four routers.

Specify the values of the following parameters in the datagram, when the datagram reaches the points P1, P2, P3, P4 and P5:

· TIME TO LIVE, 

· POINTER, 

· OFLOW and 

· the IP Addresses in the Option part of the datagram  

Hint: You are asked to give four sets of values for the parameters, corresponding to the status of the datagram at each of the five points.        

Sol:

At P1: 
TTL = 16 ; 
Pointer = 5 ; OFlow = 0 IP addresses: 160.160.0.1







                             208.192.160.2

At P2: 
TTL = 15 ; 
Pointer =13 ; OFlow = 0 IP addresses: 208.192.160.1                 

                                                                                                          208.192.160.2

At P3: 
TTL = 14 ; 
Pointer = 21 ; OFlow = 0 IP addresses: 208.192.160.1







                               144.144.0.2

At P4: 
TTL = 13 ; 
Pointer = 21 ; OFlow = 1 IP addresses: 208.192.160.1







                               144.144.0.2

At P5: 
TTL = 12 ; 
Pointer = 21 ; OFlow = 2 IP addresses: 208.192.160.1







                               144.144.0.2

(b) Specify the values of TOTAL LENGTH, MF and FRAGMENT OFFSET for each of the packets received by the destination host.                                           

Sol:

IP Header in bytes = 20 + 20 (Time Stamp Option)


UDP header = 8 bytes


So 2148 bytes cant be transferred through N1. 


TS Option is : code 196 


Step 1: Fragmentation at N1 by the source host:

Frag. 1:Header = 40 bytes ; data = 1456 bytes ; ( 1460 not divisible by 8)



Total length = 1496 ; MF = 1 ; FO=0;


Frag. 2:Header = 40 bytes ; data = 652 bytes ;



Total length = 692 ; MF = 0 ; FO=1456/8 = 182;


Step 2: Fragmentation at N2 by the Router R1:

Fragment 1 has to  fragmented further as its size is > 1024. No change in 


Fragment 2. 


Frag. 11:Header = 40 bytes ; data = 984 bytes ;



Total length = 1024 ; MF = 1 ; FO=0;


Frag. 12:Header = 40 bytes ; data = 472 bytes ;



Total length = 512 ; MF = 1 ; FO=984/8 = 123


Step 3: Fragmentation at N3 by the Router R2:

Fragment 11 and Fragment 2 have to be fragmented further. No change in Fragment 12. 


Frag. 111:Header = 40 bytes ; data = 536 bytes ;



Total length = 576 ; MF = 1 ; FO=0;


Frag. 112:Header = 40 bytes ; data = 448 bytes ;



Total length = 488 ; MF = 1 ; FO=536/8 = 67

Frag. 21:Header = 40 bytes ; data = 536 bytes ;



Total length = 576 ; MF = 1 ; FO=182;


Frag. 22:Header = 40 bytes ; data = 116 bytes ;



Total length = 156 ; MF = 0 ; FO=536/8 + 182= 249

         Hence the 5 fragments, which reach the destination are as follows:

           Frag. 111:Header = 40 bytes ; data = 536 bytes ;

                           Total length = 576 ; MF = 1 ; FO=0;


Frag. 112:Header = 40 bytes ; data = 448 bytes ;



      Total length = 488 ; MF = 1 ; FO=536/8 = 67

         Frag. 12:Header = 40 bytes ; data = 472 bytes ;



Total length = 512 ; MF = 1 ; FO=984/8 = 123

         Frag. 21:Header = 40 bytes ; data = 536 bytes ;



Total length = 576 ; MF = 1 ; FO=182;


Frag. 22:Header = 40 bytes ; data = 116 bytes ;



Total length = 156 ; MF = 0 ; FO=536/8 + 182= 249

Question 2                                                                                           15 marks
Immediately after a Cache Control Update (CCU) in an ARP system in a Router, the Cache Table is   as follows:

	State
	Queue 

No.
	No. of

Attempts             
	Time-out
	IP Address
	      Hardware Address

	R
	5
	
	20
	          137.207.56.88                                    
	       B8:C8:D8:45:95:85

	P
	2
	          1
	
	          137.207.8.251
	

	F
	
	
	
	
	

	P
	8
	          6
	
	          137.207.56.26
	

	R
	12 
	
	300
	             137.207.0.121
	AC:BC:DC:38:48:58


Given:   the maximum value of Time-out = 5 minutes; the maximum number of Attempts = 7

             The Cache Control updates the Cache Table every 10 seconds.

              On the Ethernet network 137.207.0.0, the router has an IP address of 137.207.0.6 and a Hardware  address of B8:C8:D8:45:95:06.          

(a) Describe the action that ARP will take on receipt of each of the following five messages. If you find that the event will lead to some changes in the cache Table, please specify the changes.

(i) The Input Module receives an ARP response for 137.207.8.251 with a Hardware address of   B5:EA :56:78:87:AE.  

(ii) The Output Module receives an IP packet with the destination address of 137.207.56.66.

(iii) The Output Module receives an IP packet with the destination address of 137.207.56.26.

(iv) The Output Module receives an IP packet with the destination address of 137.207.0.121.

(v) The Input Module receives an ARP request from 137.207.8.28 with a Hardware address of   B5:EA :56:78:87:BE.  

Sol:

(i) : The row # 2 in the cache table will be notified as follows:


R 2 – 300 137.207.8.251 B5:EA:5678:87:AE



The packets lying in the queue # 2 will be now sent forward by 



using the  HA


(ii) : A New row will be added to the cache table as follows:



P 13 1 – 137.207.56.66 ----



An ARP request message will be generated and broadcast on the 



local network. 


(iii)  No Change to the cache table will occur. The IP packet received by 



the output module will be put in queue no. 6. 


(iv)   No change to the cache table will occur. The IP packet will be sent 



out by using the HA available in the 5th row. 


(v)    ARP will create an ARP response packet and send it to the HA of 



B5:EA:56:78:87:BE.



An additional row now may be added to the cache table as follows:



R 14 – 300 137.22.8.28   B5:EA:56:78:87:BE.

(b) Show the entries in the ARP response packet generated by the ARP system after the event (v) above. 

Sol:

00001
0800


0406
0002

B8C8 D845

9606
89CF


00006
B5EA


5678
87BE


89CF
081C

Question 3                                                                                               20 marks
Refer to Fig 1. TCP in the source host is to establish a connection with the destination host. The values of the initial buffer memory available in both the source and the destination are given to be 4096 bytes each. The values of ISN at the source and the destination are given to be 65536 and 2049 respectively. The port addresses at the source & destination are 49152 and 23 respectively.
Show the entries (in HEX) in the three TCP segments used for establishing the connection.  For the first two segments, fill up the checksum field with zeros. For the third segment, calculate the checksum.

Assume that the three TCP segments for establishing the connection do not carry any data. The only option that the three segments may use is the MSS option, if required.                                                                                               
Sol:


Segment 1: 

C000
0017


0001
0000


0000
0000

6002
1000


0000
0000


0204
05B4


Segment 2:


0017
C000


0000
0801



0001
0001



6012
1000


0000
0000



0204
03D8


Segment 3:


C000
0017


0001
0000


0000
0802


5010
1000


D7D4
0000


Check sum:



C000



0017



0001




0802



5010



1000



--------


          
282A



      1



--------



282B



--------


Check sum = D7D4


Question 4                                                                                               20 marks

A TCP connection is being used to send a large amount of data from host A to host B. The maximum sized segment (MSS) is 1024 bytes. The initial window size, in both A and B, is 8. (i.e. The initial window size is of 8192 bytes in A as well as in B.)

During transmission of segments, at a particular time t = t1, A has a window size of 2. At t = t1, the value of RTT is 2 seconds and the mean deviation is 1. The last acknowledgement from B, received before t = t1, contained a window advertisement of 8192 bytes. Consider the following 4 steps immediately after t1:

(i)    A sends a segment to B. But the acknowledgement from B is not received till the retransmission timer times out.

(ii)   The same segment is resent. After sending it, the acknowledgement from B   is received and the RTT is measured as 3 seconds. 

(iii)  The next segment is sent. But no acknowledgement is received till the retransmission timer times out.

(iv)  The segment of (iii) is resent. The acknowledgement is   received and the RTT is measured as 4 seconds. 
(v)  The next two segments are sent. The acknowledgement of the first is     received and the RTT is measured as 3 seconds. The acknowledgement of the second segment is received and the RTT is measured as 3 seconds. 

(vi) The next 4 segments are sent and the acknowledgements for all the four are received after 3, 3, 2 and 2 second respectively.
                                                                            Question 4 continued on the next page.
Calculate the values of the TimeOut of the retransmission timer for the first four events. 

Also calculate the sender window size at the end of each of the above six events.

Assume that the traffic is expected to be heavy. 

Hint for Q.4:  The window size of 1 means 1024 bytes, which is given to be the size of MSS.  

TCP retransmits a segment if an acknowledgement is not received within a time called the TimeOut. The value of TimeOut is continuously adjusted. Jacobson’s formulae for finding out the TimeOut are given as follows:

DIFF = NewlyMeasured_RTT  - Old_RTT

Estimated_RTT = Old_RTT    + DIFF/8

DEV = Old_DEV +  (|DIFF|      - Old_DEV)/4

TimeOut = Estimated_RTT     + 3 DEV

where DEV = Estimated Mean Deviation, Old_RTT is the previous value of Round Trip Time (RTT), before the newly measured value, called NewlyMeasured_RTT is obtained. Estimated_RTT is the new value of RTT, obtained by taking into account the new measurement and the Old_RTT.
Solution:

At t = t1,

TimeOut =  2 + 3*1 = 5 sec

window size = 2

(i) When retransmission timer times out,

TO = 10

Window = 1

      (ii)        By Karn’s Algorithm,     TO = 10

                   Window = 2

(iii)      When retransmission timer times out,

TO = 20

Window = 1

(iv) By Karn’s Algorithm,     

            TO = 20

                   Window = 2

(v) Window = 4

(vi) Window = 5

Question 5                                                                                                      15 marks

(a) Describe the problem of instability in RIP. Explain the methods of Triggered Update, Split Horizon and Poisson Reverse, used for solving the problem of instability.
Solution:

•Extra Hops problem: 
•If all the routers were not to participates in a single routing protocol, we get into the Extra Hops problem. 
•Assume that all the routers in the Internet do not participate in the protocol to keep themselves updated 

Those who participate in the updating process are called the Participating Router (PR). 
Let the non-participating routers select one PR as the default router.










•Let R3 choose R1 as its default router. 

•For every host in Local Net2, the message will have to go through an extra hop on the backbone. •So non-participating Routers have to learn from participating routers so that they can choose optimal routers.

INSTABILITY

•Let N1 fail after some time. 

•Assume that immediately after the failure, R1 receives an update message from R2. 

• This will lead to back and forth updating of• the routing tables of R1 and R2 for N1 till

both the routers reach a cost of 16 and realize that there is no access to N1. 

• 
•To solve the problem of Instability, we use the following techniques: 
–TRIGGERED UPDATE 

–SPLIT HORIZON OR POISON REVERSE 

TRIGGERED UPDATE 
•When there are no changes in the network: Updates are sent every 30 seconds. 
•However in case of change, the router ( which senses the change) sends out the update IMMEDIATELY. 
•However this method does not solve the problem in case the instability arises due to failure of the router. 
SPLIT HORIZON   
•Update regarding N1 : initially received by R2 from the left interface. 
• So R2 will not send, in its update message to R1, information about N1. 
•Similarly R1’s update message to R2 does not contain any item regarding N3.



POISON REVERSE 
•In this case also, the messages for different interfaces are different– as in the SPLIT HORIZON  method. The information about N1 will be sent to R1 by R2. But in the update message from R2 to R1, for N1, the metric will be always 16, so that R1 will never consider accessing N1 through R2. Similarly R1’s update message to R2 will give a metric of 16 for N3. 
(b) A router receives the following IP packet:

4500 0028     

0103 0000     

1011 6762     

7C4E 0302     

B4OE 0F02

C000 000D     

0014 FD4B     

4080 0000     

0000 0200     

0010  0002

Since the router cannot find the destination IP address in its routing table, it is to send an ICMP message to the sender. 

Fill in all the fields – in HEX - (Except the checksum) in the ICMP message.  Put zero’s in the checksum field. 

This ICMP message is received by the Sender. Discuss how the sender would be able to identify the following: 

(i)  the protocol in the Transport layer, to which the error message is to be delivered by the Network layer.

(ii)  port number of the transport layer protocol 

Solution:

	0
	3
	0
	7
	0
	0
	0
	0

	0
	0
	0
	0
	0
	0
	0
	0

	4
	5
	0
	0
	0
	0
	2
	8

	0
	1
	0
	3
	0
	0
	0
	0

	1
	0
	1
	1
	6
	7
	6
	2

	7
	C
	4
	E
	0
	3
	0
	2

	B
	4
	0
	E
	0
	F
	0
	2

	C
	0
	0
	0
	0
	0
	0
	D

	0
	0
	1
	4
	F
	D
	4
	B


(i) Protocol=1116=1710
Hence the message will be delivered by the Network Layer to UDP in the Transport Layer

(ii) Port Number


UDP source port=C00016=12 X 409610=4915210
(c) An organization has been assigned the network number 137.207.0.0 and it needs to create a set of subnets that supports up to 225 hosts on each subnet. 

  (i) What is a subnet mask you would use to do this? 

  (ii) How many such subnets are possible? 

(iii) Given that you have 225 hosts on each subnet, how much of the address  space is being wasted?

Solution:


27 = 128 < 225 < 28

new hostid must be of 8 bits subnet is of 8 bits. 

(i) 255.255.255.0

(ii) No. of subnets = 254

(iii) No. of addresses being wasted: 

(254-225)*254 = 7366

(d) State the Silly Window Avoidance mechanisms used at the receiving end as well as at the sending end.                                      
Receive side silly window avoidance

Silly Window syndrome may be caused by slow processing of data at the receive side. 

For such a case, two solutions are proposed:

•
Clark’s Solution

•
Delayed acknowledgement

CLARK’S SOLUTION:

•Do not advertise a window of a size smaller than that of MSS. Instead advertise a window of size 0, AS SOON AS the segment, which reduces the buffer size to less than MSS is received.

After advertising a Zero window:

 WINDOW UPDATE: Wait for an additional  significant amount of space to become available - before sending an updated window advertisement for a larger window size.
Significant amount of space is defined as the minimum of 

• One half of the receiver’s buffer     or 

• The number of data octets in a maximum sized segment. 

•Exceptions: 

  1.  If a window of a size X bytes has been advertised, and if data less than X bytes has been received, the receiver cannot now advertise a zero-sized window. (This rule is also stated as follows:  

   The ‘right’ edge of a sliding window cannot be moved backwards i.e. the edge cannot be moved ‘leftwards’.

Or as follows:

A window, which has been advertised, cannot be made to shrink.)

2. In acknowledgement of a FIN segment, even a small window is advertised, since in such a case, we would not expect any further data segment

 When a probe is received, an acknowledgement has to be sent. This acknowledgement may be for 0 size or for the actual size, if the actual size is greater than or equal to MSS.
DELAYED ACKNOWLEDGEMENT:

Delay the acknowledgement by no more than 500 m sec (BSD implementation). Moreover the Receiver should acknowledge at least every other segment. (This is so that the Sender receives a sufficient number of RTT estimates.)

In many Linux implementations, the delay is 300 ms.

Delay can lead to

· Retransmissions and 

· Confusing RTT estimates. 

However this can solve the problem of Silly Window.

Send side silly window avoidance

Nagle’s Self-clocking Algorithm

Clumping: when a sending application generates additional data to be sent over a connection, for which previous data has been transmitted but not acknowledged,

• place the new data in the output buffer 

• do not send it till there is sufficient data to fill a maximum sized segment 

• If still waiting to send, when an acknowledgement arrives, send all the data in the buffer. 

• Apply the rule even when PUSH bit is set.

• If no outstanding ACK is there – AND-

If the data that we have or the data that we can send is small in size, start the Persistence Timer.

If even when the timer times out, we are not able to send a segment with a data size equal to MSS, we send whatever data we are able to send.

(The limit on the size of the data that we can send may be because ---

• The application may not have written more data into TCP buffer. 

Or it may be due to a

• small size of window advertised by the receiver.)

RFCs require that TCP should implement Nagle’s algorithm. But there should be a way to disable it (for inter-active applications.) If Nagle’s Algorithm is disabled, we can send all the data that we have, even if it is small in size

Question 6                                                                                               10 marks

Multiple Choice Questions:  Please ‘tick mark’ the correct answer on the question paper. Please print your name, student number and seat number on the question paper.

Then please stitch the question paper with the answer book. 

(i) The largest length of an ICMP Router Advertisement message is ______ bytes.

a) 8

b) 255

c) 1024

d) 2048

(ii) In distance vector routing, each router receives information directly from__________. 

a) every router on the network

b) the routing tables on the hosts

c) its neighboring routers only

d) every other router less than 3 hops away from the router

(iii) Which of the following is an exterior routing protocol?

a) RIP

b) BGP
c) OSPF

d) a and c

(iv) An organization is granted a block of classless addresses 137.207.254.0/23.

How many addresses have been granted to the organization? 

a) 256

b) 512

c) 1024

d) 2048

(v) Routers process IP v6 packets faster than they process IPv4 packets because

a) routers in IPv6 are not required to fragment packets

b) there is a checksum field in the IPv6 header.
c) options appear in a pre-defined order as "extension headers" in IPv4.

d) fragmentation fields (the Fragment Offset and the More Fragments bit) are moved to an extension header in IPv4.
*
*
*
*
*
*
*
*
*
*

FIGURE 1

The MTU of the 5 networks, N1, N2, N3, N4 and N5 are 1500, 1024, 576, 1500 and 1024 respectively. 
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FIGURE 2(a):  FORMAT   of    USER DATAGRAM
FIGURE 2(b):  FORMAT   of    UDP/TCP  pseudo– Header:
             PROTOCOL = 17 for UDP; PROTOCOL = 6 for TCP

	SOURCE   IP ADDRESS

32 bits

	DESTINATION IP ADDRESS

32 bits

	ZERO

8 bits
	PROTOCOL 

8 bits
	LENGTH

16 bits


FIGURE 3:  FORMAT   of    IP DATAGRAM
	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	0
	DNF
	MF
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER CHECKSUM 

                              16 bits 

	                                                  SOURCE IP ADDRESS

                                                               32 bits

	                                            DESTINATION IP ADDRESS  

                                                              32 bits 

	                                   IP OPTIONS  (IF ANY)


	   PADDING

	DATA

	                                                                   … 




PROTOCOL = 1 for ICMP; PROTOCOL = 6 for TCP;  PROTOCOL = 17 for UDP
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Format of MSS Option in TCP

	KIND = 2

8 bits
	LENGTH =4

8 bits
	Max Segment Size

16 bits




	CODE

8 bits
	LENGTH

8 bits 
	POINTER

8 bits
	OFLOW

4 bits
	FLAGS

4 bits

	FIRST IP ADDRESS

32 bits

	FIRST TIMESTAMP

32 bits

	SECOND IP ADDRESS

32 bits

	SECOND TIMESTAMP

32 bits

	….



	……


Format of CODE in IP Options:

	CopyBit

1 bit
	Class

2 bits
	Number

5 bits


For Timestamp option, Class = 10, Number = 00100
FIGURE 6: FORMAT for ICMP message for ROUTER ADVERTISEMENT

	TYPE = 9

8 bits
	CODE = 0

8 bits
	CHECKSUM

16 bits

	NUM ADDR

             8 bits
	ADDR SIZE

                 8 bits
	LIFETIME

                                        16 bits

	ROUTER ADDRESS 1

32 bits

	PREFERENCE LEVEL 1

32 bits

	ROUTER ADDRESS 2

32 bits

	PREFERENCE LEVEL 2

32 bits

	-------------


Figure 7: ARP    MESSAGE format  

	HARDWARE TYPE

16 bits
	PROTOCOL TYPE

16 bits

	HLEN

8 bits
	PLEN

8 bits
	OPERATION

16 bits

	SENDER HA (Octets 0 – 3)

32 bits

	SENDER HA (Octets 4-5) 

16 bits
	SENDER IP (Octets 0-1)

                         16 bits

	SENDER IP (Octets 2-3)

                                   16 bits
	TARGET HA (Octets 0-1)

                        16 bits

	TARGET HA (Octets 2-5)

32 bits

	TARGET IP (Octets 0-3)

32 bits


Given that: For Ethernet, the HARDWARE TYPE = 1.; For IPv4, the PROTOCOL TYPE is 0x0800.; The value of OPERATION for an ARP Request packet is 1, and, for an ARP Response packet, it is 2.  For an RARP Request packet, the value of OPERATION is 3, and, for an RARP Response packet, it is 4.  

FIGURE 8: FORMAT for ICMP message for DESTINATION HOST UNKNOWN

	TYPE = 3

8 bits
	CODE = 7

8 bits
	CHECKSUM

16 bits

	Unused  (must be Zero)

32 bits

	IP HEADER + FIRST 64 BITS OF THE DATAGRAM



	……………………..

	……………………..


25.0.0.16


(Physical Address: CC:DD: CA:CB:C8:C9)





160.160.0.16


(Physical Address: AA:BB: 58:68:78:88)





25.0.0.2





175.175.0.2





175.175.0.1
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144.144.0.1





144.144.0.2





208.192.160.2





208.192.160.1





160.160.0.1
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R4





25.0.0.0
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144.144.0.0





R2





 R1





160.160.0.0








FIGURE 5: FORMAT of TIMESTAMP option of IP
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Format of MSS Option in TCP
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FIGURE 4:  FORMAT of TCP Segment
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