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(INTERNET TECHNOLOGIES)
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Question 1                                                                                                                        20 marks

An IP datagram, with TIMESTAMP option and with a UDP packet in its DATA field, travels from the source to the destination in the system of Fig 1. The datagram passes through four routers, R1, R2, R3 and R4.

The clocks in R1, R2, R3 and R4 have time values of 40,960 mS, 40,976 mS, 42216 and 42248 mS respectively, when the datagram is routed ahead by the respective router.

Assume that the processing time for the datagram in the routers is negligible and that the routers do not have any other load.

The IP datagram as it is issued out from the source is given (in HEX) as follows:

4A00 0034    

1000 0000    

1011 01F9    

A0A0 0010    

1900 0010

4414 0503    

A0A0 0001    

0000 0000    

D0C0 A002    

0000 0000

C000 000D    

000C 0000    

C000 000A

(a) Give the values of the following IP Header fields in the datagram:

HLEN, IDENTIFICATION, TOTAL LENGTH.

LENGTH in the Option part, FLAGS, CODE,

SOURCE PORT, DESTINATION PORT

(b) The header of the IP datagram is modified as the datagram passes through the four routers.

Specify the values of the following parameters in the datagram, when the datagram reaches the points P1, P2, P3, P4 and P5:

· TIME TO LIVE, 

· POINTER, 

· OFLOW, 

· the IP Addresses in the Option part of the datagram and 

· the TIMESTAMPs

Hint: You are asked to give five sets of values for the parameters, corresponding to the status of the datagram at each of the five points.        

Solution:
(a) HLEN=10 (32-bit words)=40 bytes

IDENTIFICATION=1000 in hex =4096 in dec ( i.e. the decimal number system)
Total Length in bytes = 34 in hex = 52 in dec 
Length in option part in bytes =14 in hex = 20 in dec
Flag=3

Code = 44 in hex = 0100 0100 in bits = 68 in dec
Source Port = C000 in hex = 49152 in dec

Destination Port = 000D in hex = 13 in dec
(b) At P1: 

TTL=16, Pointer=05, OFLOW=0, 

IP Address: A0A0 0001 ( 160.160.0.1

                   D0C0 A002 ( 208.192.160.2

Timestamp:0

At P2:

TTL=15, Pointer=13, OFLOW=0,

IP Address: D0C0 A001

D0C0 A002

Timestamp: 0000 A000

                    0000 0000

At P3:

TTL=14, Pointer=21, OFLOW=0,

IP Address: D0C0 A001

                                9090  0002   

Timestamp: 0000 A000

                    0000 A010

At P4:

TTL=13, Pointer=21 (as in P3), OFLOW=1,

IP Address and Timestamp reamain as in P3.

At P5:

TTL=12, Pointer=21 (as in P3), OFLOW=2,

IP Address and Timestamp reamain as in P3.

Question 2                                                                                                       30 marks

TCP in host A has established a connection with host B. The values of the initial buffer memory available in A and B are 4096 bytes and 6144 bytes respectively. 

The connection has been used for transferring data from A to B only and no transfer of data from B to A is to take place. The last segment of data transfer from A to B is to carry 4 bytes of data only. In the last segment, the first two bytes are to be marked URGENT. Moreover, the FIN bit is to be set for this segment. The other details are as follows: 

· Four bytes of data is given (in HEX) as 3A00 1001 .

· The SEQUENCE NUMBER is 65536. 

· The ACKNOWLDGEMENT is 2048.     

The windows advertised by A and B, in segments exchanged by the two hosts, just before sending the above segment, are 4096 bytes and 6144 bytes respectively. 

B, on receipt of the FIN segment, would issue an acknowledgement for the whole of the data. Since B has no data to send to A, it would, then, issue a segment with FIN flag set to 1.   

Show the entries (in HEX) in the four TCP segments used for termination of the connection. Calculate the checksum for only the first segment. For the other three segments, fill up the checksum field with zeros.

 Given that the IP address and the port address for host A are 208.38.56.88   and 49152 respectively. For host B, the IP address and the port address are 144.34.8.240 and 23 respectively.  Protocol = 6.                                                                                                 
Solution:
(I) A to B

                  C000 0017

                  0001  0000

                  0000  0800 

5039 1000

****    0001/2

3A00  1001

   Pseudo Header:

                  D026 3858

                  9022 08F0

                  0006 0018

  Calculation of checksum:

                 3223 

                   C000

0017

0001

                    0800

5039

1000

0001

3A00

1001

D026

3858

9022

08F0

0006

                    0018   

 3 1401

          3     end-around carry

1404

              1’s complement
EBFB 
(II) B to A 

                  0017 C000

                  0000  07FF

                  0001  0005

                  5010  1800

                  0000  0000     

(III) B to A

                  0017 C000

                  0000  07FF

                  0001  0005

                  5011  1800

                  0000  0000     

(IV) A to B

                  C000 0017

                  0001  0004

                  0000  0801

                  5010  1000

                  0000  0000     

Question 3                                                                                                         20 marks

(a) In a class B subnet, the IP address of one of the hosts is 137.207.112.66. The mask for the subnet is 255.255.224.0. What is the first address and the last address of the subnet?

(b) A supernet mask is 255.255.224.0. How many class C networks were combined to make this supernet?

(c) An ISP is granted a block of addresses starting with 137.207.0.0/16. The ISP wants to divide the block into three sub-blocks to cater to three types of customers:

(i) The First sub-block for 2048 households: Each household is given 4 IP addresses. 

(ii) The Second sub-block for 400 small businesses: Each small business is to be given 16 IP addresses.

(iii) The Third sub-block for 200 medium businesses: Each medium business is to be 

             given 128 IP addresses.

Design the three sub-blocks and give the slash notation for each sub-block. How many addresses are still available after the allocation to all the three sets of customers?

Solution:
(a) 

          137.207.112.66 ( 255.255.224.0 ( 137.207.96.0

So the subnet has the lowest address as 137.207.96.0.
 The highest address is 137.207.127.255.
(b) 5 bits have been used for supernetting,

     so 25 = 32 Class C networks have been combined to create the supernet.

(c) The ISP has 64K addresses.

The requirement for IP addresses from the three types of customers:

(i) 2048 x 4 = 8192 addresses, * * * * /19

(ii) 400 x 16 = 6400 addresses, * * * * /19

(iii) 200 x 128 = 25600 addresses, * * * */17

The three blocks can be as follows:

(i) Slash Notation=137.207.0.0/19

Addresses from 137.207.0.0  to 137.207.31.255 will constitute the block of 8192 addresses for the first type of customers.
(ii) Slash Notation=137.207.32.0/19

Addresses from 137.207.32.0 to 137.207.56.255 will constitute a block of 6400 addresses.

                1792 addresses from 137.207.57.0 to 137.207.63.255 may be unused. 

                In addition 16384 addresses from 137.207.64.0 to 137.207.127.255 may be unused.

(iii) Slash Notation=137.207.128.0/17

Addresses from 137.207.128.0 to 137.207.227.255 will constitute a block of 25600 addresses.

                7168 addresses from 137.207.228.0 to 137.207.255.255 may be unused. 

Spare addresses available = 65536 - 8192 - 6400 -25600 = 25344

Blocks of spare addresses:

From 137.207.57.0   to   137.207.63.255:       1,792
From 137.207.64.0   to 137.207.127.255:     16,384

From 137.207.228.0 to 137.207.255.255:       7,168

----------------------------------------------------------------------

           Total number of spare addresses:      25,344

Question 4                                                                                                 20 marks

(a) Explain the function of the following two ICMP messages:

· Router Solicitation, Router Advertisement.

Discuss briefly the conditions under which each one of them is used. 

Specify the maximum length of each one of the above two messages.  

(b) A router receives the following IP packet:
4500 0028     

0103 0000     

1011 6762     

7C4E 0302     

B4OE 0F02

C000 000D     

0014 FD4B     

4080 0000     

0000 0200     

0010  0002

Since the router cannot find the destination IP address in its routing table, it is to send an ICMP message to the sender. 

Fill in all the fields – in HEX - (Except the checksum) in the ICMP message.  Put zero’s in the checksum field. 

This ICMP message is received by the Sender. Discuss how the sender would be able to identify the following: 

(i)  The protocol in the Transport layer, to which the error message is to be delivered by the Network layer.

(ii) Port number of the transport layer protocol 

(c ) Figure 5 shows an Intranet. The four Routers in the system are to use RIP.

Obtain the initial routing tables for each of the four routers. Then obtain the four final routing tables by using the updating procedure of RIP. Show clearly the steps through which the routers update their tables.

Show only the destination-network, the number of hops and the router’s interface in the routing tables.

(d) Describe the processing that a Router performs on a datagram received at one of its    interfaces.
Solution:

(a) Router Solicitation

Used for finding out the addresses of the Routers connected to the network.

If a host supports multicast, send the Router Solicitation message to 224.0.0.2 (address of all Routers). Or it may be broadcast to the local network.

Every few minutes – default value = 10 minutes - a Router advertisement is received .

Therefore Router Solicitation is used, only  when Router address is required immediately.

ROUTER ADVERTISEMENT

FIELDS of the ROUTER ADVERTISEMENT message:

NUM ADDRS: The number of address entries which follow 

ADDR SIZE: The size of an address in 32 bit units (1 for IPv4)

LIFE TIME: The number of seconds for which the Router is retained, if it is not refreshed (default = 30 min)

Routers send these messages periodically. Or immediately on receipt of a Router solicitation message.

If the Router and the network support, multicast send to all systems multicast address 224.0.0.1

Otherwise it is broadcast locally.

The scheme calls for 

I. Periodic Retransmission ( Default value of period = 10 minutes)

II. Soft state
    In that the Router information is retained for the specified lifetime

    (Default value lifetime = 30 minute so that missing one ad message will not lead to discarding of the Router.
An Advertisement by a Router tells about 

-- it self and

-- all other Routers on  the network about which it is aware.

Every Router address is associated with an integer precedence value given in 2’s complement. A host chooses the route with the highest Pr VAL.

Thus if  PR VAL = 0  -> DEFUALT ROUTER 

             PR VAL =  8000 0000  ->should never be selected as the default  router.

  MAXIMUM LENGTH:

 The ROUTER SOLICITATION message has a fixed length of 8 bytes. This is the ICMP message of the shortest length.

The NUM ADDRS  of the  ROUTER ADVERTISEMENT message has 8 bits allocated to it. So it can have the highest value of 255. Therefore the largest size of the  ROUTER ADVERTISEMENT message will be 8 + 255x 8 = 2048 bytes. This is the ICMP message with the largest size.
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 (b)    

(i) Protocol=1116=1710
Hence the message will be delivered by the Network Layer to UDP in the Transport Layer

(ii) Port Number


UDP source port=C00016=12 X 409610=4915210
(c) Routing Tables: The column IN shows the initial table. The column RN shows the routing table, which has been updated on receiving an Update message from RN.

NEIGHBOURS: For R1:   R2, R4

                            For R2:   R1, R3

                            For R3:   R2, R4

                            For R4:   R1, R3

Routing Table for   R1
	
	IN
	R2
	R4
	R2

	N1

N2

N3

N4

N5
	0

1b

1a

0

1c
	0

1b

1a

2a

1c
	2b

1b

1a

2a

1c
	


Routing Table for  R2





	
	IN
	R1
	R3
	R1         R3

	N1

N2

N3

N4

N5
	0

0

1d

1e

0
	0

2d

1d

1e

2d
	2e

2d

1d

1e

2d
	


Routing Table for  R3





	
	IN
	R2
	R4
	R2

	N1

N2

N3

N4

N5
	1g

0

0

1f

0
	1g

3f

2f

1f

3f
	1g

2g

2f

1f

3f
	


Routing Table for  R4





	
	IN
	R1
	R3
	R1       R3

	N1

N2

N3

N4

N5
	1h

1k

0

0

0
	1h

1k

2k

0

2k
	1h

1k

2k

2h

2k
	


(d) On receiving a datagram, the router goes through the following steps:

1. If the router has no space in the buffer, it may drop the datagram and send an ICMP Source Quench message to the Sender.

2. Checks the checksum.

If incorrect, it sends an ICMP Parameter Problems message to the Sender..

            If correct, it goes to the next step.

3. Decrements TTL by one.

If TTL becomes 0, the datagram is dropped and an ICMP Time Exceeded message is sent to the Sender.

If correct, it goes to the next step.

4. It refers to its  Routing Table.

(i) If Direct Delivery, refer to the physical address binding table (in ARP)

If the binding is available, send the datagram to the destination.

(ii) If Direct Delivery, but if the physical address binding is not available, 

                              send an ARP request. On receipt of the ARP response, send the 

                              datagram to the destination.

            If the destination is unreachable, send an ICMP Destination Unreachable 

             message.   

           Else, find out the next hop address and send it to the next router.

5. If it is a Time Stamp option message, it would verify that POINTER < LENGTH. 

      If true, it adds its timestamp.

       In addition if it is FLAG = 1, it would add its outgoing address to the   datagram.

If FLAG = 3, it verifies that the Incoming Address belongs to it. Then it overwrites on it the outgoing address.

Else it adds to the OFLOW by one.

Question 5                                                                                                         10 marks

Please write the correct answer for each of the following in the answer-book:                       
 ( I ) The target hardware address on an Ethernet is ____________________ in an ARP request. 

a)  0x0000 0000 0000 

b) 0.0.0.0

c) 127.0.0.0

d) AB.CD.EF.AB.CD.EF

 ( II ) An ARP request is ________________ to ___________________ on the LAN.

a) multicast; one host

b) broadcast; all hosts

c) unicast; one host

d) multicast; 28  hosts

( III ) An IP packet goes directly from the _______________ to the data link layer if the state of the entry is RESOLVED.

a) cache control module

b) input module

c) output module

d) queues associated with input module

  ( IV ) Karn’s algorithm is used in calculations by the __________ timer.

a) retransmission

b) persistence

c) keep-alive

d) time-wait

(V) Which of the following is NOT a part of the UDP User Datagram header? 

a) source port address

b) checksum

c) destination port address

d) length of header

Solution:

(I) a

(II) b

(III) c

(IV) a

(V) d

*
*
*
*
*
*
*
*
*
*
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	UDP SOURCE PORT

16 bits
	UDP DESTINATION PORT

16 bits

	UDP MESSAGE LENGTH

16 bits
	UDP CHECKSUM

16 bits

	DATA

	……




FIGURE 2(a):  FORMAT   of    USER DATAGRAM

FIGURE 2(b):  FORMAT   of    UDP/TCP  pseudo– Header:

             PROTOCOL = 17 for UDP; PROTOCOL = 6 for TCP

	SOURCE   IP ADDRESS

32 bits

	DESTINATION IP ADDRESS

32 bits

	ZERO

8 bits
	PROTOCOL 

8 bits
	LENGTH

16 bits


FIGURE 3:  FORMAT   of    IP DATAGRAM
	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	0
	DNF
	MF
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL

            8 bits
	              HEADER CHECKSUM 

                              16 bits 

	                                                  SOURCE IP ADDRESS

                                                               32 bits

	                                            DESTINATION IP ADDRESS  

                                                              32 bits 

	                                   IP OPTIONS  (IF ANY)


	   PADDING

	DATA

	                                                                   … 




PROTOCOL = 1 for ICMP;    PROTOCOL = 6 for TCP;     PROTOCOL = 17 for UDP
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	CODE

8 bits
	LENGTH

8 bits 
	POINTER

8 bits
	OFLOW

4 bits
	FLAGS

4 bits

	FIRST IP ADDRESS

32 bits

	FIRST TIMESTAMP

32 bits

	SECOND IP ADDRESS

32 bits

	SECOND TIMESTAMP

32 bits

	….



	……


FIGURE 7: FORMAT for ICMP message for DESTINATION HOST UNKNOWN

	TYPE = 3

8 bits
	CODE = 7

8 bits
	CHECKSUM

16 bits

	Unused  (must be Zero)

32 bits

	IP HEADER + FIRST 64 BITS OF THE DATAGRAM



	……………………..

	……………………..


FIGURE 8: FORMAT for ICMP message for ROUTER SOLICITATION

	TYPE = 10

8 bits
	CODE = 0

8 bits
	CHECKSUM

16 bits

	IDENTIFIER

16 bits
	SEQUENCE NUMBER

16 bits


FIGURE 9: FORMAT for ICMP message for ROUTER ADVERTISEMENT

	TYPE = 9

8 bits
	CODE = 0

8 bits
	CHECKSUM

16 bits

	NUM ADDR

             8 bits
	ADDR SIZE

                 8 bits
	LIFETIME

                                        16 bits

	ROUTER ADDRESS 1

32 bits

	PREFERENCE LEVEL 1

32 bits

	ROUTER ADDRESS 2

32 bits

	PREFERENCE LEVEL 2

32 bits

	-------------
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(Physical Address: CC:DD: CA:CB:C8:C9)
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FIGURE 6: FORMAT of TIMESTAMP option of IP
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FIGURE 5
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FIGURE 4:  FORMAT of TCP Segment
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