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FINAL         60-375                                                      
Time:  2.30 hours                                                                                              Saturday, 8 December 2001
 

	Seat #
	Student #
	Name




Q.1. 

An IP datagram moves from the source to destination in Fig 1. The payload of the datagram is a UDP message with a UDP MESSAGE LENGTH of 12 bytes. The UDP SOURCE PORT number is 49152 and the UDP DESTINATION PORT number is 29. The value of the 4 DATA bytes in the UDP message are given as follows:

72, 69, 76, 78.

(a) Calculate the UDP CHECKSUM for the User datagram.   

(b) Show the entries, in Hexadecimal, in the IP datagram of Fig 3. 

      
Fill up the IP Checksum field with zeros.   

      
Given that IDENTIFICATION = 6145, TTL = 64, PROTOCOL = 17.
                                                                                                                            20 marks
Q. 2 

(a) State the Silly Window Avoidance mechanisms used at the receiving end as well as at the sending end. 

(b) 128 KB of data is to be transferred from host A to host B using TCP.  The application in B is extremely slow and it reads only 512 bytes of data from TCP every two seconds. The buffer memory is 8192 bytes each for A as well as for B.  The MSS is given to be 2048 bytes.

After 4097 bytes have been transferred by TCP in A to TCP in B, the state of the buffer memory in B is as follows:

Data in the buffer = 6655 bytes and free area in the buffer is of 1537 bytes.

At this point, a single byte probe is sent from A to B as follows:

Seg from A to B:  SEQUENCE = 7679; ACK= 2048, WIN=8192

The acknowledgement received for the probe is as follows:

Seg from B to A: ACK=7680, WIN=0.

Explain why the WINDOW is advertised as of zero size
If the default value of the persistence timer be 5 seconds, show the next eight segments exchanged between A and B. Explain each step clearly.  

Assume that the Read delay of 2 seconds for B starts after the above ACK segment is transmitted from B to A. Neglect the transmission time and the processing time for TCP at the two hosts.    

(c) Show the entries in the last TCP segment, shown by you in (b). The entries should be in hexadecimal system. Use the format in Fig 4. Do not calculate the CHECKSUM. Fill up the CHECKSUM field with zeros.

The SOURCE PORT and the DESTINATION PORT numbers are given as 49253 and 23 respectively. 

                                                                                                                      30 marks

Q. 3 

(a) Host A sends a TCP segment to an unreachable port in host B. What will be the response of host B?

      (b) Figure 5 shows an Intranet. The four Routers in the system are to use RIP.

Obtain the initial routing tables for each of the four routers. Then obtain the four final routing tables by using the updating procedure of RIP. Show clearly the steps through which the routers update their tables.

Show only the destination-network, the number of hops and the router’s interface in the routing tables.

(c) Suppose host C receives an ARP request sent by host A for destination host B. If host C has the binding from the IP address of B to the physical address of B in its ARP table, should C send a response to the request? Give reasons for your answer.   

      (d) Describe the processing that a Router performs on a datagram received at one of its interfaces.

                                                                                                                           20  marks
Q.4
An IP datagram, with TIMESTAMP option and with no other data, travels from the source to the destination in the system of Fig 1. 

Given that TIME TO LIVE at source = 8.

In the TIMESTAMP option part, LENGTH = 28; FLAGS = 3. 

TIMESTAMPS marked by R1, R2, R3 and R4 are 40,960 mS,  40,968 mS, 40972  and 40,984 mS  respectively.

Assume that the routers do not have any other load.

(a) Give the values of the following fields in the datagram:

                 VERSION,  HLEN,  TOTAL LENGTH.

(b) In the IP datagram, specify the values of the TIME TO LIVE, the POINTER, the OFLOW, the IP Addresses and the TIMESTAMPs when the datagram reaches the following points:

                            entry    to     R1,

                            exit      from R1,


                exit      from R2,

                            exit      from R3,

                            exit      from R4.                
                                                      

                                                                                                                    20 marks
Q.5 Multiple Choice Question:  Please ‘ tick mark’ the correct answer on the question paper. Please print your name, student number and seat number on the question paper.

Then please stitch the question paper with the answer book. 

The first three, of the following five multiple-choice questions, refer to two IP packets received by a host. The headers of the two IP packets are given below:

	The Header of the First Packet
	The Header of the Second Packet

	4500 05DC
	4500 03AC

	0101 2000
	0101 00B9

	0A06 0CE5
	0A06 2E5C

	4E6F 5587
	4E6F 5587

	836C 55D4
	836C 55D4


(i) Which of the following fields, unambiguously, identify the FIRST packet as the first fragment of an IP datagram?

a) IDENTIFICATION and DO NOT FRAGMENT bit

b) DO NOT FRAGMENT bit and OFFSET

c) MORE FRAGMENT bit and DO NOT FRAGMENT bit

d) OFFSET and MORE FRAGMENT bit        

(ii) Which of the following fields, unambiguously, identify the SECOND packet as the last fragment of an IP datagram?

a) IDENTIFICATION and DO NOT FRAGMENT bit of the first packet as well as of the second packet 

b) DO NOT FRAGMENT bit and OFFSET of the second packet, and, IDENTIFICATION and DO NOT FRAGMENT bit of the first packet

c) MORE FRAGMENT bit and DO NOT FRAGMENT bit of the second packet, and, MORE FRAGMENT bit and OFFSET of the first packet

d) OFFSET and MORE FRAGMENT bit of the second packet, and, TOTAL LENGTH and HLEN of the first packet        

(iii) The total length of the IP datagram is 

a) 2400 bytes

b) 1500 bytes

c) 940 bytes

d) 3301bytes

(iv) Who can send ICMP error –reporting messages?

a) routers only

b) routers and destination host

c) source host and destination host

d) source host and routers

(v) An ISP’s   CIDR block of addresses is 162.144.0.0/16.  The ISP wants to divide it into blocks of 2048 addresses each. What will be the mask for the blocks?
a) 255.255.0.0

b) 255.255.192.0 

c) 255.255.248.0

d)    255.144.248.1                                                                    10  marks
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FIGURE 2(a):  FORMAT   of    USER DATAGRAM

FIGURE 2(b):  FORMAT   of    UDP pseudo– Header
	SOURCE   IP ADDRESS

32 bits

	DESTINATION IP ADDRESS

32 bits

	ZERO

8 bits
	PROTOCOL = 17

8 bits
	UDP LENGTH

16 bits


FIGURE 3:  FORMAT   of    IP DATAGRAM
	VERS

   4 bits
	 HLEN

  4 bits
	    SERVICE TYPE

        8 bits
	                                TOTAL LENGTH

                                         16 bits

	                  IDENTIFICATION

                              16 bits
	0
	DNF
	MF
	         FRAGMENT OFFSET

                   13 bits

	   TIME TO LIVE

           8 bits
	     PROTOCOL
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	              HEADER CHECKSUM 

                              16 bits 

	                                                  SOURCE IP ADDRESS

                                                               32 bits

	                                            DESTINATION IP ADDRESS  

                                                              32 bits 

	                                   IP OPTIONS  (IF ANY)


	   PADDING

	DATA

	                                                                   … 
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SOLUTIONS

Q.1. (a)


A 9 A 0 
0 0 1 0


1 9  0 0
0 0 1 0

pseudo-Header


0 0  1 1
0 0 0 C


C 0 0 0

0 0 1 D

Header


0 0 0 C

0 0 0 0


4 8 4 5

4 C 4 E
Data

Checksum Computation:

        2  1 1 3


A 0 A 0


0 0 1 0


1 9 0 0


0 0 1 0


0 0 1 1


0 0 0 C


C 0 0 0


0 0 1 D


0 0 0 C


4 8 4 5


4 C 4 E

2 0 E 9 9

2 end around carry

0 E 9 B




Complement


F 1 6 4

UDP Checksum

Q.1(b) IP datagram:


4 5 0 0

0 0 2 0      


1 8 0 1

0 0 0 0


4 0 1 1 
0 0 0 0


IP Header


A 0 A 0
0 0 1 0


1 9 0 0

0 0 1 0


C 0 0 0

0 0 1 D

UDP Header


0 0 0 C 
F 1 6 4




IP Data


4 8 4 5

4 C 4 E
UDP Data

Q.2 (a) Receive side silly window avoidance

•Do not advertise a window of a size smaller than that of MSS. Instead advertise a window of size 0.

•Exception: 

    If a window of a size X bytes has been advertised, and if data less than X bytes has been received, the receiver cannot now advertise a zero-sized window. (This rule is also stated as follows:  

   The right edge of a sliding window cannot be moved backwards i.e. the edge cannot be moved leftwards.) 

After advertising a Zero window:
Rule1: Wait for a significant amount of space to become available - before sending an updated window advertisement for a larger window size. 

Significant amount of space is defined as the minimum of 

•one half of the receiver’s buffer     or 

•the number of data octets in a maximum sized segment. 
Rule2:
Delay the acknowledgement by no more than 500 m sec. Moreover the Receiver should acknowledge at least every other segment. (This is so that the Sender receives a sufficient number of RTT estimates.)
Send Side Silly Window Avoidance:
Nagle’s Self-clocking Algorithm

Clumping: when a sending application generates additional data to be sent over a connection, for which previous data has been transmitted but not acknowledged,

· place the new data in the output buffer 

· do not send it till there is sufficient data to fill a maximum sized segment 

· if still waiting to send, when an acknowledgement arrives, send all the data in the buffer. 

· Apply the rule even when PUSH bit is set.
•If no outstanding ACK is there – AND-

     if  the data that we have or the data that we can send is small in size,

  start the Persistence Timer.

If even when the timer times out, we are not able to 

send a segment with a data size equal to MSS, we

send whatever data we are able to send.

(The limit on the size of the data that we can send 

may be because ---

· the application may not have written more 

     data into TCP buffer. 

Or it may be due to a

· small size of window advertised by the

    receiver.)

Q.2(b) Q.2. (b)
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The Persistence Timer is started.
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At 5 Sec, the Timer times out. So a Probe

6

7169

1023

is sent out.
                                                            8                      6657                1535
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6145

2047

6656 1536

12

6144

2048

14

5632

2560

15

5633

2559

1. A → B 
Sequence = 7680; ACK = 2048; WIN = 8192

2. B → A 
ACK = 7618; WIN = 2559

3. A → B 
Data 7681 > 9728; ACK = 2048; WIN = 8192

4. B → A 
ACK = 9729; WIN = 511

The window of 511 is advertised because the  “right edge of a Sliding Window cannot be moved to the  left”.

SWA at Send end: Data less then MSS is not to be sent.

So PT is started.

At 10 seconds, it times out. Since no window update has been received even during the previous 5 seconds, so a segment of 511 bytes is sent out.

5. A → B 
Data 9429 → 10239; ACK = 2048; WIN = 8192

6. B → A 
ACK = 10240; WIN = 0

SWA at Receive End: 

It is because of the reasons given at the beginning, that the window advertisement of 0 is sent. The PT is started. When it times out, a Probe is sent out.

7. A → B 
Sequence = 10240; ACK = 2048; WIN = 8192

8. B → A 
ACK = 10241; WIN = 2559
Q.2. (c)

TCP:

C 0 6 5

0 0 1 7


0 0 0 0 
0 8 0 0


0 0 0 0 
2 8 0 1


5 0 1 0 
0 9 F F


0 0 0 0

0 0 0 0

Q.3 (a) Response to a message to an Unreachable Port:

 B sends a TCP  segment, with RST and ACK flags set to 1, to the Sender A.

Q.3. (b)  Routing Tables: The column IN shows the initial table. The column RN shows the routing table, which has been updated on receiving an Update message from RN.

NEIGHBOURS: For R1:   R2, R4

                            For R2:   R1, R3

                            For R3:   R2, R4

                            For R4:   R1, R3

Routing Table for   R1
	
	IN
	R2
	R4
	R2

	N1

N2

N3

N4

N5
	0

1b

1a

0

1c
	0

1b

1a

2a

1c
	2b

1b

1a

2a

1c
	


Routing Table for  R2





	
	IN
	R1
	R3
	R1         R3

	N1

N2

N3

N4

N5
	0

0

1d

1e

0
	0

2d

1d

1e

2d
	2e

2d

1d

1e

2d
	


Routing Table for  R3





	
	IN
	R2
	R4
	R2

	N1

N2

N3

N4

N5
	1g

0

0

1f

0
	1g

3f

2f

1f

3f
	1g

2g

2f

1f

3f
	


Routing Table for  R4





	
	IN
	R1
	R3
	R1       R3

	N1

N2

N3

N4

N5
	1h

1k

0

0

0
	1h

1k

2k

0

2k
	1h

1k

2k

2h

2k
	


Q.3. (c)

No. Only the host B should respond. One reason is that only B knows whether there has been any recent change in its physical address.

Secondly, unnecessary responses, like the one from C, will lead to unnecessary control traffic.

Q.3 (d) General:

On receiving a datagram, the router goes through the following steps:

1. Checks the checksum.

If incorrect, it sends an ICMP Parameter Problems message to the Sender..

            If correct, it goes to the next step.

2. Decrements TTL by one.

If TTL becomes 0, the datagram is dropped and an ICMP Time Exceeded message is sent to the Sender.

If correct, it goes to the next step.

3. It refers to its  Routing Table.

(i) If Direct Delivery, refer to the physical address binding table (in ARP)

If the binding is available, send the datagram to the destination.

(ii) If Direct Delivery, but if the physical address binding is not available, 

                              send an ARP request. On receipt of the ARP response, send the 

                              datagram to the destination.

            If the destination is unreachable, send an ICMP Destination Unreachable 

             message.   

                 Else, find out the next hop address and send it to the next router.

4. If the router has no space in the buffer, it may drop the datagram and send an ICMP Source Quench message to the Sender.

5. If it is a Time Stamp option message, it would verify that POINTER < LENGTH. 

      If true, it adds its timestamp.

In addition if it is FLAG =  1, it would add its outgoing address to the datagram.

If FLAG = 3, it verifies that the Incoming Address belongs to it. Then it overwrites on it the outgoing address.

Else it adds to the OFLOW by one.

Q.4. (a)

VER = 4

HLEN = 12

TL = 48

Q.4. (b)

	
	A
	B
	C
	D
	E

	TTL
	8
	7
	6
	5
	4

	POINTER
	5
	13
	21
	29
	29

	OFLOW
	0
	0
	0
	0
	0

	IP1
	160.160.0.1
	208.192.160.1
	208.192.160.1
	208.192.160.1
	208.192.160.1

	TS1
	0
	40960
	40960
	40960
	40960

	IP2
	208.192.160.2
	208.192.160.2
	144.144.0.2
	144.144.0.2
	144.144.0.2

	TS2
	0
	0
	40968
	40968
	40968

	IP3
	144.144.0.1
	144.144.0.1
	144.144.0.1
	175.175.0.1
	175.175.0.1

	TS3
	0
	0
	0
	40972
	40972


25.0.0.16


(Physical Address: CC:DD: CA:CB:C8:C9)





160.160.0.16


(Physical Address: AA:BB: 58:68:78:88)





25.0.0.2





175.175.0.2





175.175.0.1
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144.144.0.1





144.144.0.2
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208.192.160.1





160.160.0.1





208.192.160.0





R4





25.0.0.0





175.175.0.0





144.144.0.0





R2





 R1





160.160.0.0





FIGURE 6: FORMAT of TIMESTAMP option of IP
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FIGURE 5
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FIGURE 4:  FORMAT of TCP Segment
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