Chapter 9

Internet Control Message Protocol

 Routers and Hosts Use ICMP

· To report errors

· for checking Reachability

· for others control /management purposes

An ICMP message Delivered primarily to the ICMP SOFTWARE MODULE.

The module may inform:

· The application concerned or 

· TCP/UDP software modules.

ICMP only Reports the errors; does not correct them.

ICMP reports only to the source even if the source 

· Not responsible for error 

· Has no control over the causer of error.

ICMP cannot report to the Intermediate Routers nor can it locate a Routing mistake by any intermediate router.

ICMP Message Encapsulation

 ICMP message put in the Data part of IP Datagram, and sent to the source/ Destination.

Protocol = 1
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ICMP , In turn , has its header and it may have a Data part .
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ERROR REPORTING 

· DEST UNREACHABLE

· SOURCE QUENCH

· TIME EXCEEDED

· PARAMETER PROBLEMS

· REDIRECTION

( The Router sends the message forward. But conveys the information to the source host- In the same n/w - for future use)

No ICMP error message generated

· In response to an errer in an Icmp message

· For 2nd –nth fragments ( It is generated only for the 1st fragment)

· For a datagram of special addresses such as 127.X.Y.Z  or 0.0.0.0

· For a multicast datagram.

Query – response:

Echo Request and reply 

TIMESTAMP R and R

Address Mask  R and R

Router Solicitation and ADVERTISMENT

ICMP Message Format

ALL ICMP messages begin with

· an 8-bits Type Field   followed by.

· an 8-bits Code Field   followed by.

· an 16-bits CHECKSUM field.

TYPE: identifies the message.

CODE: provides further information about the TYPE

CHECKSUM: covers only the ICMP message; follows the same procedure as for the Header Checksum in IP.

ICMP messages, which report ERROR, always include 

· the header and

· the first 64 databits of the DATAGRAM, which caused the problem.

These bits contains the Port No (of TCP AND UDP) and SEQUENCE No. of TCP.)

TYPE OF ICMP MESSAGES:

A: Error Reporting (ER)

B. QUERY RESPONSE (QR)

QR TYPE MESSAGES OCCUR IN PAIRS

                        TYPES of ICMP Messages


TYPE
MESSAGE

QR1
0
ECHO REPLY

ER
3
DEST unreachable

ER
4
Source Quench

ER
5
Redirect

QR1
8
Echo Request

ER
11
Time Exceeded

QR2
9
Router advertisement

QR2
10
Router Solicitation

ER
12
Parameter Problem

QR3
13
Time Stamp Request

QR3
14
Time Stamp Reply

QR4
17
Address Mask Request

QR4
18
Address Mask Reply





Unreachable Destination

0                  8
                   16        
                                                  31

type
code
checksum

                                     Unused  (must be Zero)

                              IP HEADER + FIRST 64 BITS

                                               OF DATAGRAM

TYPE
      3

CODE      0 – 12

Routers may not be able to detect all unreachability errors .

The sender may have no control over the machines(s) causing the error.

CONGESTION AND FLOW CONTROL

Source Quench    type  4    
same Format

                              Code 0
as above

Routers send one Source Quench massage for every datagram they discard.

-IP has no flow control

-Routers and (dest) host have a limited buffer size

A source Quench message

-means a datagram ahs been discarded 

-warns the source

The sources has no clue when the congestion ends.

· It should reduce the rate as long sa long it conyinues to receive the SQ messages 

· Then it my gradually increase the raet as long as no sq message is received.

The above is valid if congestion is caused by one-to-one communication, and not by many-to-one communication. In the later case, the SQ message my even go to the slowest source.

When a Router discard s a datagram because 

-TTL has reached zero or 

-Timeout occurred while waiting for fragment of a datagram it uses the format of “unreachable Destination

TYPE 11

CODE 
0 
TTL exceeded  or

           

1 
fragment Reassembly times exceeded.

 OTHER Problems

When a datagram had to be discarded, because some header fields are incorrect, a parameter problem message is sent to the Sender.

0                                            8                                              16                                          31

type
code
checksum

pointer
Unused(must be zero)

                                              Internet Header + first  64

                                                Bits of  datagram

TYPE             12

CODE              0

Pointer points to the octet in the datagram header, which caused the problem to report a missing option:

Nearly the above format is used to report a missing option, which is required. The only change are code 1 (type remains 12)

Pointer is not there. Instead unused is extended to 32 bits

TYPE 3 DESTINATION UNREACHABEL

                   CODE
meaning
Message Generated by

0
Network U
R

1
Host U / subnet U
R

2
Protocol U
H

3
Port U
H

4
Fragmentation Received and DF bit set 
R/H

5
Source Route Failed
-

6
Dest N/W unknown 
R

7
Dest Host Unknown
R

9
Communication with n/w prohibited
R

10
Communication with HOST prohibited
R

11
N/w U for Tos
R

12
Host U FOR Tos
R

Route change Request from Routers

Redirect:

Routers are assumed to know correct routes. Host begins with a small routing table. It is initialized using a system configuration file at system startup. Then the Host learns about new Routes from Routers.

0                            8                                 16                                                                       31

type
code
checksum

 Routers Internet Addresses 32 bits 

                                              Internet Header + first  

                                                64 bits of datagram

TYPE              5

CODE              0 to 3

Router Internet address is the address of the Router that the host is to use to react the destination in the header.

TYPE
REDIRECT

1
Redirect for the Host


2
Redirect for the NET and TOS

3
Redirect for the NET and TOS

Redirect message is sent by a router to a host on the same network

Example:




              A



             
    B


Host A is to send a message to host B. Let us assume that when the initial Router table in A was constructed, R3 was not installed. Since A is not aware of installation of R3, consults it routing table and it sends the message for B to R1. 

R1 now sends the message to R2 for onward transmission to B. R1 also sends a Redirect message to A asking it to modify its routing table.

                    ECHO REQUEST AND REPLY

0                                  8                                 16                                                                 31

type
code
checksum

 Identifier 16 bits
 Sequence No  16 bits

                                              Optional data

Type  8 ( REQUEST) OR 0 (REPLY)

CODE    0

Identifier and Seq No:

To match replies to requests

Optional data:

If it is sent in request, the reply contains exactly the same date

Ping sends a series of echo requests with specified length of data and interval between requests. It provides statistical data about datagram LOSS and Transit Time.

Transit Time Estimation and Clock SYNCHRONIZATION

0                               8                                    16                                                                 31

TYPE
CODE
CHECKSUM

                    IDENTIFIER 16 bits
SEQUENCE NO 16 bits

                                            ORIGINATE TIEMSTAMP

                                            RECEIVE TIMESTAMP

                                   TRANSMIT TIMESTAMP

TYPE 13 (REQUEST) OR 14 (REPLY)

CODE 0

Originate time stamp 

Filled in by the sender

Just Before the datagram in send

Receive Timestamp

 Filled in by the receiver

Immediately upon receipt  of request

Transmit Timestamp

 Filled by the ‘receiver’ before the reply is transmitted

Time is ms starting from midnight at universal time prime maridian.

For time in mseconds, bits are allocated the largest number that can be accommodated

is 2 32    - 1  = 4, 294, 967, 295

During a day , the number of milliseconds is 24   X    60  X 60  X 1000 = 86, 400, 000

EXAMPLE: ORIGANTE    TIMESTAMP  = 1285

                      RECEIVE        Timestamp      =        1299

                      Transmit          Timestamp       =        1300

The message is received back at 1307

Time taken for forward path = 12999 – 1285 = 14ms

Time taken for return path = 1307 – 1300 = 7ms

Round Trip time (RTT) = 21 ms

Difference in the clock = 1299 – (1285 +     RTT/ 2) = 3.5 ms

OBTAINING A SUBNET MASK

Some bits in the hosted part of IP Address identify a physical network. This information is contained in the 32 bits subnet mask.

0                                  8                                16                                                                  31

type
code
checksum

 Identifier 16 bits
 Sequence No 16 bits

                                            Address mask 

Type 17 (request ) or 18 (reply)

Code 0

Address mask 32 bit subnet mask provide by the router

Used by hosts to obtain subnet mask information from Routers. For the local Network

The message may be either sent directly to the Router or it may be broadcast.

A diskless machine in a subnet may be use RARP to obtain its IP address. It may ICMP TO OBATIN THE SUBNET.

Router Solicitation

For the addresses of Routers connected to the n/w.

0                                   8                               16                                                               31

Type 8 bits
Code 8 bits
Checksum 8 bits

Identifier      16 bits
Seq No 16 bits

TYPE   10

CODE   0

If a host supports multicast, send the Router Solicitation mesasge to 224.0.0.2 (address of all Routers) Or it may be broadcast to the local n/w.

(Every few minutes – default value) = 10

minutes - a Router advertisement is received .

Router Solicitation used when Router address is required immediately)

ROUTER ADVERTISEMENT

The scheme calls for 

· Periodic Retransmission ( Default value of period = 10 minutes

· Soft state
       In that the Router information retain for the specified lifetime

       (Default value lifetime = 30 minute so that missing one ad message not discarding the Router.
An Advertisement by a Router tells about 

· it self and

· all other Routers on  the network about which it is aware.

Every Router address associated with an integer precedence value given in 2’s complement. A host chooses the route with the highest Pr VAL.

Thus if                    PR VAL = 0  -> DEFUALT ROUTER 

                               PR VAL =  8000 0000  ->should never be selected we default  router.

  ROUTER ADVERTISEMENT Format

0                           8                                     16                                                                    31

TYPE
CODE
CHECKSUM

NUM ADDR
ADDR SIZE
LIFETIME

                                                      ROUTER ADDRESS 1

                                                       PREFERENCE LEVEL 1

                                                R     A        2

                                                P          L      2

                                                 -------------

Routers send these messages periodically. Or immediately on receipt of a Router solicitation message.

If the Router and The N/ w Support multicast send to all systems multicast address 224.0.0.1

Otherwise it is broadcast locally.

· An ICMP error message may not be broadcast to prevent “Broadcast Strom”

· An error message is not generated in response to an ICMP message error.

· A REDIRECT message to be discarded if the new Router address it specifies is not on the same (sub)-net through which the Redirect arrived

Destination Unreachable

· Source Quench

· Time EXCEEDED

· PARAMETER PROBBLEM

· Must be passed on to the Transport layer 

If ECHO Request originated from the user, the reply should be passed to him
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