CHAPTER 7

IP Options and Software Design

IP OPTIONS: 

· The OPTIONS must end on a 32-bit boundary. (The Header length = A multiple of 32 bits)    
· The length of the Option field depends on the option selected. 
· Each option must contain the Option Code octet as its first octet.

The following Figure shows: 

· The general format of an option

· The detailed format of the Code (first) octet
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Copy Flag: 
· If it is 1, the Option is copied into each fragment 
· If 0, the option is put in only the first fragment.

Option Class                 
· 0
Network Control

· 2
Debugging & Measurement

· 1,3
Reserved

Option Number           
· The specific option in the class specified.

Types of Options:    

· Single   Byte Options

· Multiple Byte Options
Class 0 (Network Control)

· No operation (Number = 00001)

· End of Options (Number = 00000)

· Record Route (Number = 00111)

· Source Route

· Strict Route (Number = 01001)

· Loose Route (Number = 00011)

Class 2 (Debugging & Measurement) 
· Time Stamp (Number = 00100)
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SINGLE BYTE OPTIONS:

1. No Operation Options:

Used as a filler between Options to align the next option on a 16/32 bit boundary.

CLASS = 0;                                               NUMBER = 1

	0
	0 0
	0 0 0 0 1


Code Octet only
May also be used to align an Option by using NO OPERATION at the beginning.
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2. End-of-Options option:

Used for padding at the end of options only.

CLASS = 0;                                      NUMBER = 0

	0
	0 0 
	0 0 0 0 0 


Code Octet only
Only one End-of-Options can be used in a datagram. After this option, Data begins.
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MULTI -BYTE OPTIONS

1. Record Route Option:

0


8


 16


  24
              31

	CODE

8bits
	LENGTH

8 bits
	POINTER

8 bits
	

	First IP ADDR

32 bits

	SECOND IP ADDR

32 bits

	---------


CODE 


OPTION CLASS 0




OPTION NUMBER 7

LENGTH

Variable, to be specified by the Sender in bytes

                                    Length of the option in bytes

POINTER

Points to the next vacant slot in bytes

· Address slots: VACANT

· Only as long as the POINTER field is not greater than the LENGTH field, the Router adds its outgoing IP address.

· The destination machine has to process the information received.

· To begin with POINTER = 4

· At every Router, add the OUTGOING IP Addresses.

Then increment the POINTER by 4 (if the POINTER field is not greater than the LENGTH field).
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2. Source Root Options:

Source Route options:

The sender writes the Incoming IP Addresses for every hop specified in the Option.

CODE:                     FOR STRICT ROUTE

                                 CLASS 0;          NUMBER 9

                                   FOR LOOSE ROUTE 

                                  CLASS 0;    NUMBER 3

STRICT:      Between two successive addresses, a SINGLE PHYSICAL N/W

LOOSE:      Allows multiple hops between successive addresses on the list. So the datagram may visit unspecified Routers also. 

0


8


 16


  24
              31

	CODE

8bits
	LENGTH

8 bits
	POINTER

8 bits
	

	First IP ADDR

32 bits

	SECOND IP ADDR

32 bits


Fig: SOURCE ROUTE OPTION format

The visited router overwrites the Incoming IP address of the Router, (which should be in the specified address list) with its Outgoing IP address.

STRICT/ LOOSE Route Options are usually used by a privileged user, who knows about the routers between the sender and the receiver and their IP address.
Using the Source Route Option, the network manager can dictate the path for a datagram. This may be for testing a path. Or it may be for selecting a path for obtaining minimum delay or maximum throughput. Or it may be used for avoiding traversing through a competitor’s network.

STRICT ROUTING:

a) A Router, whose IP address is not in the IP list, must not be visited. Otherwise the datagram is discarded, when it reaches the unspecified Router.

b) The datagram may reach the destination only after visiting each one of the   

            Routers, specified in the datagram. Otherwise it is discarded at the destination.
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3 – TIME STAMP OPTION:

	CODE

8 BITS 
	LENGTH

8BITS 
	POINTER

8BITS
	0FLOW

4BITS
	FLAGS

4BITS

	                                                FIRST IP ADDRESS

                                                          32 BITS

	                                                FIRST TIMESTAMP

                                                         32 BITS

	                                                            -----------------


Fig: TIME STAMP OPTION (FLAG1)

CLASS 2

NUMBER 4

OFLOW                               Contains an integer count of routers that could not supply                                   

                                             the time stamp because the specified length was small.

FLAGS (4bits)                            Value                      Meaning

0 Records time stamp only

1 Records both   time stamp and IP address(  The IP address precedes the time stamp-as in the figure)

3                          Incoming IP addresses specified      

                            by the sender; Router adds the  

                            time stamp only if its IP address  

                            is present.

                            Moreover it overwrites the  

                            Incoming IP Address by its  

                            outgoing IP    address.

Unit of Time

Stated in mSec starting from midnight at Greenwich.

Maximum value: 86, 399, 999 mSec (27bits).  So the first five bits are always Zero.

If a router does not have information about Universal time (highly unlikely), it gives its clock time and it makes the most significant bit 1.

Note: 227 = 134, 217, 728;     232 = 4, 294, 967, 296  

TIME STAMP OPTION: THE DATAGRAM AS ISSUED AT SOURCE: USE OF FLAGS:
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TIME STAMP OPTION: EXAMPLE FOR FLAG=1
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HEADER PROCESSING:

· Fragmentation and sub-fragmentation lead to slower processing.

· In IPv6, Fragmentation at Routers is sought to be eliminated by finding out the PATH MTU to a destination, before sending out a message.

· In IPv4, the Identifier can have at most 65636 values and TTL must have a minimum value so that the messages may be able to reach the target. This puts a limit on the maximum data rate from a host. Thus to avoid reuse of a message identifier from a specific source a second message with the same identification number should be issued only after the first message with the same identification number has expired. Thus if TTL be 20, the system can be issue not more than 65536 / 20 = 3277 packets per seconds.

If each message be of 4470 bytes it leads to 15,542,190 bytes per second or 124,337,520 bps i.e. 124.337 Mbps
Fast processing of IP packets:

·  If options are not there, a Header of 5 32-bits words can be processed in parallel by storing it in five 32-bits registers.

· However if options are there, processing becomes tedious and slow.

· Hence many of Gbps Routers process the option less IP datagram as a first priority.

· The datagram with options may be processed when the Router is loaded lightly.

· For Gbps routing, frequently used routes are cached.
IP IMPLEMENTATION
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HEADER ADDING MODULE

· ENCAPLUSULATE

· CALCULATE CHECKSUM

PROCESSING MODULE
    CHECK If LOOPBACK or a PACKET which has reached its DEST 

Verify the checksum.
    If the machine is a Router 

  
Dec TTL

           If TTL = 0

       
Discard packet 

         
Send Error Message
          Else Send packet ahead.

REASSEMBLY TABLE
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MTU TABLE

INTERFACE NO.            MTU
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FRAGMENTATION  MODULE

EXTRACT the size of DATAGRAM

IF SIZE > MTU

IF DNF = 1

        DISCARD 

        ERROR MESSAGE

ELSE

        DIVIDE INTO FRAGMENTS

        ADD HEADER

        ADD OPTIONS

        SEND

ELSE

       SEND

FRAG MODULE MAY SEND THE DATAGRAM and NEXT HOP ADD TO ARP MODULE.

REASSSEMBLY TABLE

STATE: FREE OR IN-USE

SOURCE IP ADDRESS (S.A.)

IDENTIFICATION (ID)

TIME OUT

FRAGMENTS:  POINTS TO a LINKED LIST OF FRAGMENTS

REASSEMBLY MODULE 

IF FRAGMENT OFFSET = 0 & MF = 0,

SEND THE DATAGRAM TO UPPER LAYER(UL)

ELSE

SEARCH REASSEMBLY TABLE FOR THE 

ENTRY WITH SAME S.I. & ID

IF not found 

CREATE A NEW ENTRY

ELSE

INSERT AT APPROPRAITE PLACE IN LINKED LIST

IF ALL FRAGMENTS have arrived

REASSEMBLE

 
DELIVER DATAGRAM TO UL

ELSE

CHECK TIMEOUT

IF TIMEOUT = 0

 
DISCARD 

SEND ERROR MESSAGE.

IPv6 versus IPv4: some aspects:
IPv6

· A fixed length header of 40 bytes 

  
(20 bytes <= v4 header length =<60 bytes)

· Additional headers for fragmentation  and options 

· Five (HLEN, Identification, Flags, Fragment Offset and Header Checksum ) fields removed

· No of fields = 8 in v6 

  
(v4: 12 fields (excluding Options)) 

· Source and destination addresses: 

· of 16 bytes each in v6 and 

· of 4 bytes each in v4

Processing at routers v6 packets vs. v4 packets

IPv6

· No verification and recalculation of header checksum

· No fragmentation required

· No processing of options, which are not intended for routers

Some new field names in v6

· Traffic Class 

           In place of Type of Service in v4

· Payload Length (including the length of extension headers and higher level protocol data unit (PDU)) 

           In place of Total Length in v4

· Hop Limit 

           In place of TTL in v4

· Next Header  

           In place of Protocol in v4

Class D and E in v4   and  Multicast in v6 (described after two paragraphs)
· CLASS E: Addresses from 240.0.0.0 to 255.255.255.254 reserved for experimental purposes. If a node should use one of these addresses on the Internet, it may fail to communicate properly. 

· Limited broadcast address: 255.255.255.255 for a broadcast on the local network.

 Addresses from 255.0.0.0 to 255.255.255.255: reserved by IP for broadcast.   

 Hence these addresses may not be considered part of Class E. 

· Class D: Addresses from 224.0.0.0 to 239.255.255.255: used for  multicast.

      Can be used only as a Destination address.

      Both Class D and Class E addresses: Not to be used as addresses of ordinary     

      nodes on the Internet. 

Format Prefix (FP) for v6 addresses

· FP of aggregatable global unicast addresses (similar to public IP addresses in v4): 001 designed to support efficient hierarchical routing. The Aggregatable Global Unicast addresses are 1/8th of the total v6 address space. It can assign 137,438,953,472 distinct sites.

Compare with                          

·  FP of Link-local Unicast addresses:

                                               1111 1110 10  

· FP of Site-local Unicast addresses:

                                               1111 1110 11

· Format Prefix (FP) for Multicast Addresses:

                                               1111 1111

Multicast for v6

	FF

16bits
	Flag

4bits
	Scope4bits
	Group ID

112bits


· FP of FF for Multicast

· Flag: 0001  a transient group; 0000  a permanent group, with Group identity assigned by ICANN

· Scope: 

· 1 node-local: packets never leave the node

· 2 link-local: packets never forwarded by routers

· 5 site-local: packets never leave the site

· 8 org-local: packets never leave the organization (handled by routing protocols)

· E global 

Multicast Addresses

· All nodes address: addresses all nodes on the local network:       ff02::1

· All routers address: addresses all routers on the local network:      ff02::2

· Solicited-Node address: replacement for ARP: Every node with v6 address listens at its own IP address. 

      If the last 24 bits of its address are xyzwpq, it also listens at     ff02::1:ffxy:zwpq

For nodes on the local net, if it is assumed that the last 24 bits of the IP address are the same, this may be a replacement for ARP, as a datagram with a destination address of

ff02::1:ffxy:zwpq will be received by every node on the local net.

INTERNET TOOLS
1. Trace Route (using time to live)

· Trace Route sends a series of datagram, designed to be dropped by the routers or by the final destination host. When the datagram is dropped, an ICMP error message is sent back to the sender. This message is carried by an IP datagram, which contains the address of the router or the destination host, which drops the message.

· First A datagram with TTL=1 is sent. An error message is returned by the First Router, since TTL becomes zero.

· Second A Datagram with TTL=2 is sent. The error message is returned by the Second Router.
· Thus IP addresses of the First, the Second  and  other routers on the route become available.
·  When TTL becomes large enough to reach the destination, Traceroute sends a special message (UDP) to a non-existent program (port number) on the destination machine. This leads to DESTINATION UNREACHABLE error message.

· USEFUL for relatively STABLE paths.

· Has to be designed to handle duplicate responses, out-of-order responses & lost messages.

· 2.      PATH MTU (using DNF bit):-

· The PATH MTU is the smallest MTU from a source to a destination along a path.

· For many parts of Internet, paths are stable for days or weeks. Path MTU is suitable for such cases.

· To discover the Path MTU, the software sends a sequence of probes with DNF bit set. Progressively a smaller probe is sent, till it gets through.

· A host may be required to retransmit probes for which no response is received.

Type of Service

· Type of service (TOS):

· Redefined for a set of DIFFERENTIATED SERVICE, in the late 90’s

· First Six Bits : DS Code Point

· Last 2 bits     :  Unused

· A given Router: Can provide only a few services 
      (so multiple code points map onto the same services.)

· 26 = 64 code point values, divided into three pools.
· Pool          Codepoint             Assigned  by                                      
· 32             1xxxxx 0         Standards Org

· 16             2 xxxx 11         Local / experimental

· 16             3 xxxx01         do FOR Now

· TOS IMPLEMENTATION <= depends upon local policies and Hardware Technologies.

· BACKWARDS COMPATIBILITY OF DS:

· When last three bits are Zero (e.g. xxx 000),   define Precedence bits as before.

· Moreover 110000    and 111 000 must be given a higher precedence by a Router. (These two: Used for Network Management).
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