CHAPTER 7

Important Note: As soon as you complete one topic of the Chapter, look for the relevant problems on the web-site and solve them yourself. Then compare with the given solution.

Thereafter you should attempt the problems at the end of the Chapter in the text-book.

CHAPTER 7:  INTERNET PROTOCOL
A protocol defines

· the format of the message

· the action taken on receipt of the message

· the action taken, if any,  by the sender after transmission of the message

· the order in which the packets are sent, if the message is divided into multiple packets

· the likely order in which the packets are received for the case of multiple packets for a message 

INTERNET PROTOCOL 

· A UNIVERSAL VIRTUAL PACKET 
· To overcome heterogeneity, the IP packet – called a DATAGRAM – is defined in a format, INDEPENDENT of underlying formats.

· It makes a MINIMUM of assumptions regarding the Data link Layer to allow Heterogeneity.  

· All IP hosts recognize the IP format. But the underlying hardware does not. 
· Size Adaptable 

· From a single OCTET of data to 64k Octets of data 
· TCP/IP Highly successful:

· Heterogeneous Networks 

· Dramatic changes in HW tech 

· Extreme increase in scale 

· Present Version 4 

· Version 5 ST 

· Version 6 IP new generation ie. (IPng )

Layering - 5 Layer DoD Model 

	PRIVATE
Application

	Transport

	Internet

	Network interface

	Physical


IP and the Internet Architecture

[image: image1]
Characteristics of IP

IP: A packet delivery protocol:

· unreliable, 

· best-effort for delivery: The packets sent by IP 

· may be lost, 

· may arrive out of order, or 

· may be duplicated. 

     The assumption: Higher layer protocols may address these problems, if needed. 

· connectionless: A connectionless network protocol 
· permits a more effective use of the network, as we saw in the chapter on Introduction. 
· minimizes the dependency on specific computing centers that used hierarchical connection-oriented networks. DoD intended to deploy a network that would still be operational if parts of the country were destroyed. This has been proven to be true for the Internet.

DATAGRAM FORMAT 

	PRIVATE
0
	4
	8
	16
	19
	24
	 31

	PRIVATE
VERS
	HLEN
	SERVICE TYPE
	TOTAL LENGTH

	IDENTIFICATION
	FLAGS
	FRAGMENT OFFSET

	TIME TO LIVE
	PROTOCOL
	HEADER CHECKSUM

	SOURCE IP ADDRESS

	DESTINATION IP ADDRESS

	IP OPTIONS (IF ANY)
	PADDING

	DATA

	------


	PRIVATE
VERS
	Version of IP PROTOCOL

	HLEN
	LENGTH of HEADER in 32 bit words


Example: Ethernet Frame in Data Link Layer
For Ethernet: 46B <= Data size <= 1500B
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VERS version of IP      4

HLEN   length of header in 32 bit words
Type of Service
	
	
	
	D
	T
	R
	C
	


0
      1

  2
           3
       4

   5
           6
    7

D: Minimize delay                                       R: Maximize Reliability

T: Maximize throughput                              C: Minimize Cost
PRECEDENCE       0 for Normal:  

                                7 for Network Control

Precedence and TOS bits

· Precedence (3 bits ): 

· 000 lowest priority  111 highest priority 

· (The highest priority may be accorded to the network management messages) 

· If a Router is congested, it may discard messages of lower precedence. 

· This is not a required field in Ver.4. 

· TOS bits: Only one bit (out of 4) can be set at a time. 

· There are 5 types of services:

· 0000              Normal

· 0001              Minimize Cost 

· 0010              Maximize reliability

· 0100              Maximize throughput 

· 1000              Minimize delay

· Background activities need minimum costs.

· Activities that send bulk data require maximum throughput

· Management activities require maximum reliability. 

· Activities requiring 

· immediate attention, 

· immediate response and 
· Control/Command messages like Remote Login commands 

   require minimum of delay

· IP v4 does not guarantee the TOS requested by a host. 

TOTAL LENGTH: Length of Datagram in Octets; The Total length field is of 16 bits. 
· Hence the Max size of Datagram is 216 octets or 64k octets or 65535 octets. 
VERS    Version of IP PROTOCOL

HLEN     LENGTH of HEADER in 32 bit words

Fields for Packetization 

· IDENTIFICATION

· FLAGS                              
· FRAGMENT OFFSET

· TIME TO LIVE: Used to control the maximum number of hops (routers on the way). 

Usually initialized with twice the number of maximum numbers of routers between the sender and the receiver hosts. 

PROTOCOL
Informs about the Protocol used by the Upper Layer; tells us about the nature of data

· Value of Protocol field in IP datagram:

	PROTOCOL 
	VALUE

	ICMP 
	1

	IGMP 
	2

	TCP 
	6

	EGP 
	8

	UDP 
	17

	IP v6 
	41

	OS PF 
	89
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IP Layer 

· This architecture allows the addition of ACCESS PROTECTION, to allow/disallow exchange of information between two applications (or a given m/c or on separate machines).

· PROTOCOL determines which higher level module should receive an incoming datagram 

· uses the local routing table to choose the NEXT HOP for outgoing datagrams. 

CHECKSUM

· The checksum is computed in 3 steps, after putting zeros in the checksum field.

      (i)    
Consider the IP header as a sequence of 16 bit words.

(ii)   
Add all the 16 bit words using 1’s complement arithmetic.

(iii) The checksum = the complement of the result of (ii).
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· At the receiver, to verify the checksum, in the checksum field, put the actual value received in the datagram. Then apply the above three steps to the received-header.

· If the result is zero, the datagram is accepted. Otherwise it is discarded.

· The checksum may manually be done by using hexadecimal arithmetic.

CHECKSUM Example
· An IP Datagram without options has a data of 920 bytes,

· TTL = 10,

· PROTOCOL = 6,

· S.A = 78.111.85.135 and

· D.A = 131.108.85.135 and

· Calculate the checksum.

· Identification = 257

	PRIVATE
4
	HLEN
	SERVICE TYPE
	TOTAL LENGTH

	257
	FLAGS
	FRAGMENT OFFSET

	10
	6
	CHECKSUM

	                            78.111                                                          85.135

	                          131.108                                                          85.212


Total Length = 940 bytes

HLEN = 5

Calculation: 940 in decimal  = 3 A C  in Hexadecimal 


1
3
2
3

             ---          ---           ---          ---



4
5
0
0



0
3
A
C



0
1
0
1



0
A
0
6



4
E
6
F



5
5
8
7


8
3
6
C


5
5
D
4

----------------------------------------------

1
D
0
E
9





1 end-around-carry

----------------------------------------------


D
0
E
A

Checksum = 2 F 1 5 in Hex   = 12053 in Decimal


   = 0010 1111 0001 0101 in Binary

(2 * 4096 + 15 * 256 + 1 * 16 + 5 = 12053)

IP OPTIONS: 

· May not be in every message 

· Used mainly for testing & debugging 

· Variable length 

PADDING 
To align the Header with 32 bit words 

Excluding Options and Padding, the Ver 4 Header is of 20 octets. 

Hence HLEN may be 5, when there are no options. 

20 octets<= size of the Header < = 60 octets

DATAGRAM SIZE & NETWORK MTU 
The max Datagram size 65,635 octets 

MAXIMUM Transfer unit: Fixed Upper bound on the size of  DATA that can be carried by a frame; varies with physical technology. 

	PHYSICAL TECHNOLOGY                             MTU  IN BYTES

	Hyperchannel                                                                  65,535

	Token Ring(16Mbps)                                                     17, 914

	Token Ring (4 Mbps)                                                       4, 464

	FDDI                                                                                 4,352

	Ethernet                                                                            1,500

	X.25                                                                                     576


Example: IP Datagram fragmented into 3 IP packets:

	PRIVATE
IP Header
	Data


  






          IP Datagram

	PRIVATE
Header I
	Data I


 

First IP Packet

	PRIVATE
Header II
	Data II




        Second IP Packet

	PRIVATE
Header III
	Data III


 

     Third IP Packet

· IP Datagram: An end-to-end unit of transmission

· At the sender before fragmentation, and,

· At the Receiver after reassembly

· IP Packet: After fragmentation, an IP Datagram is divided into IP Packets.

· Fields associated with Fragmentation:

    FLAGS; FRAGMENT OFFSET;  

      IDENTIFICATION.

   TOTAL LENGTH in each packet specifies the length of the packet in bytes.

· Flags : 3 bits: 

· The first bit: Reserved   

· The second bit: DNF    

· The third bit: MF
· DNF              Do Not Fragment bit 

· MF                More Fragment bit 

IP Fragmentation: An Example

· 
MTU = 1420 bytes

· No Options field in IP header

In the following diagram:

· Only the data is shown
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Please note:

· Fragment offset in 64 bit words; Hence the Fragment size must be a multiple of 8 octets. 

In the following diagram
· header is also shown, in addition to data.

Assume: IP Packet 2 (Fragment 2) has to traverse a network with MTU = 820 bytes
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· Every computer using TCP/IP must include the code for Fragmentation & Reassembly. 

· An IP datagram/packet may be fragmented by the source host or any router in the path. 

· Each fragment to be carried in a single frame of the  underlying technology. 

· IP specifies that an IP datagram/packet with at least a size of 576 octets must be accepted by every Router and Host. 

· IP: Fragment and Sub-Fragment treated equally
·  MTU depends upon 

     --- the network data rate and

     --- Its expected error rate.

· Thus 10 Mbps Ethernet :  MTU  = 1500 bytes

· 100 Mbps FDDI             :  MTU  =  4470 bytes

· Again for radio nets, the error rate is high. So MTU = 520 Octets.

The Fragmentation process:

· The Fragmentation Module ( a component of IP software) receives an IP packet to send.

· Finds the Local Interface from its Routing Table 
· Finds the MTU of the Local Interface from the MTU table.

· Fragmentation if MTU < size of the packet  AND if the DNF bit is zero.

· If MTU < size of the packet  AND if the DNF bit is SET, discard the packet and send an ICMP message to the sender.

Reassembly at Destination only 

· Router need not bother about whether the datagram is a Fragment or not

· Different fragments of the same datagram can take different routes  to reach the same final destination. 

Reassembly Timer
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