CHAPTER 13
Transmission Control Protocol 

Used by a variety of applications:

1) Application, which require Bulk data transfer

e.g. FTP, Electronic mail, Usenet News

2) Interactive applications. e.g. Telnet,  Rlogin

Stream Orientation : 
An Application program should be able to send a stream of data to the transport layer.
The transport layer at the sending host should
· Make a connection with the destination. 
· Chop the stream into transportable units and number them. 
· Send the units one by one. 
The transport layer at the receiving end should
Wait until all the units of a particular application message have arrived
Check and pass those that are error free
Deliver them to the receiving application program as a stream
After the entire stream has been sent, the transport layer close the connection.

There are exactly two end-points communicating with each other on a TCP connection.

(No Multicasting or Broadcasting concept.)
Virtual Circuit Connection 
· Buffered Transfer 
· Unstructured Stream 
· Full Duplex , Piggybacking

A unit of information sent by TCP to IP is called a SEGMENT.

The Interpretation of the data is the job of the Application Layer.

On the whole, TCP provides a connection-oriented, reliable and byte-stream service.

Example of Byte Stream Service:

An application at the sending-end may write 150 bytes.

It may follow it up with writes of 100 and 250 bytes each.

The application at the other end cannot tell the size of individual “writes”at the sending end. It may, for example, read 500 bytes in five reads of 100 bytes each.

Operation 

1.Basic Data Transfer 

2.Reliability 

3.Flow Control 

· End-to-End FC 
· Congestion Control 
4.Multiplexing 

5.Interfaces 

Basic Data Transfer 

Send 

· TCP may aggregate the data internally without sending it to have an adequate segment size. 
· Or it may create multiple messages from the same data stream. 
Push 

· To force delivery of octets currently in the data stream without waiting for the buffer to fill up (Used for inter-active users) 
At Receiver-end it forces the output to be sent to the application layer (and it may be displayed on the terminal promptly)

· if a message is to be sent without PUSH, TCP sets the PUSH bit in the last buffered data (when there is no more queued data to be sent) 
· The PUSH flag may/maynot be passed to the application layer. 
 Urgent flag 

When URG flag is set, the Urgent Pointer specifies the position in the segment where urgent data ends. 

At Receiver-end 

TCP must inform the Application Layer asynchronously whenever it receives on Urgent Pointer. 

Used for Interrupt - type commands in telnet 

e.g when a program is to be aborted at a Remote m/c, such an Abort message must not wait for the program to read octets already in the TCP stream.. 

Establishing & Closing Connections (after TCP Format) 

Reliability 

· At sending-end
Assigning a Sequence Number to each Octet using MOD32 
At Receiver-end

SNs used for ordering segments & for removing duplicates

· Positive Acknowledgement 
If ACK = x + 1 => All data up to byte number x is received correctly.

· Retransmission if ACK not received within the time out interval 
· Receipt of out-of order data (beyond the next expected SN) leads to another ACK specifying the SN of the next byte it expects
· Accumulated Acknowledgement: So an Intermediate LOST ACK message may even be noticed by the Sender.
· Retransmission may repacketize the data

  


· Wastes BW 
· Operates in one direction only even though FULL Duplex operation is possible 
To make Stream Transmission, with Acknowledgement efficient, Sliding Window is used.

A well-tuned window keeps the n/w saturated with packets and results in a high through-put.
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Example:

The lowest numbered byte in the window has not yet been Acknowledged. 

At the Receiving end-A similar window is maintained for acceptance & acknowledgement. 

For Full Duplex, TCP software maintains 2 windows at each end - 4 in all. 

1) Piggybacking of ACK: TCP delays the ACK signal (up to a specified maximum value of time) so that ACK may be piggybacked on a data transfer in the required direction.

2) Specified Maximum value of Time-delay for ACK: usually of the order of 200mS (implemented by a Time, which starts counting its time when the kernel of the OS is bootstrapped)

3) Acknowledgement by TCP means TCP has received the data correctly. It does not mean that the application has read and processed the data. If so, it is reflected in the shrinkage

Of the size of the advertised WINDOW.

4) Checksum on its header and data

CONGESTION:

-When data arrives from a fast LAN and is to be sent out on a slow LAN

-When multiple input streams arrive at a router, whose output capacity is less than the sum of the inputs

  Two Indications of Congestion:

-Timeout leading to retransmission

-Receipt of duplicate ACK

Flow Control end-to-end 

A variable sized sender window is used to see that congestion does not lead to discarding of messages.

Variable window size 

A segment which sends ACK, also sends WINDOW Advertisement, which specifies how many additional octets of data the receiver is prepared to accept. 

In the extreme case, the Receiver may advertise a window size of Zero to stop all transmissions. 

A WINDOW advertisement of  0 is followed by another ACK, when some space in the window has become available. 

SLIDING WINDOW: 

1.SRC may not send data equal to the full window size 

2.The DESTHost may change the window size at any time, by sending an acknowledgement ( which may contain a modified ‘ window advertisement’) 

Congestion Control 

Increased delays may cause unnecessary Retransmissions => Congestion Collapse 

Solutions 

· Multiplicative decrease 
· Slow start recovery 
To control congestion TCP software maintains a Congestion Window Limit.

In the non-congested state, CWL = Size of Rec_Window as received from the

The Dest Host in the Window Advertisment. 

TCP at the Sender acts as if the window size of

Allowed_window = Min(Rec_Window, CWL) 

In the non-congested state, the Congested Window Limit (CWL) = Size of Rec Window 

When a segment is to be retransmitted, TCP assumes it is due to congestion. 

· So it reduces the CWL by half (down to a minimum of at least one segment). 
· Moreover for the segments in the Allowed window, it backs off the Retransmission Timer exponentially by doubling the timeout value. 
Slow Start Recovery 

At the Start or after a long idle period (exceeding one round trip time) the CWL is reset to one. 

Rule1: 

Increase CWL by one each time an acknowledgement arrives - until CWL reaches Slow Start Threshold (SST) 

SST = Receiver Window/2 

Thus the sender starts by sending one segment and waiting for its ACK. On receiving it, he can send two segments. When ACK for these two segments are received, he can send four. Thus there is an exponential increase.

If the same rate of increase is maintained, there is a possibility of again getting into congestion.

Congestion Avoidance Phase (CAP) 

Once CWL reaches SST, the Recovery  process enters CAP. 

Rule2: 

Increase CWL by one only if all the segments in the Allowed window have been acknowledged. 
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Multiplexing 

By binding ports at the sender & the Receiver to a connection abstraction a connection is defined as (IP1, port1) and (IP2, port2) where 1 is used for Sender, 2 for Receiver. 

Since a port is the End point of a connection, a given port number can be shared by multiple connections on the same machine. 

Interfaces 

TCP/User uses Calls like open, close, send, receive etc 

TCP/Internet provides calls to send and receive datagrams to TCP modules anywhere in the system. 
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Encapsulation of TCP Data in an IP Datagram

20 bytes        20 bytes

	IP  Header 
	TCP  Header
	            TCP  Data     


                                 Segment

                  IP Datagram
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   The Header is of 20-60 bytes in size.

Source & Destination Ports: 

TCP Port numbers that identify the respective application programs at the two ends. 

Each TCP connection uniquely identified by a Socket-pair, consisting of:

(i) Port Number of the Source & Destination

(ii) IP address of the Source & Destination

Sequence Number: 

Identifies the position-of the first byte of Data in the segment- in the Sender’s byte stream 

Initial Sequence Number: A 32-bit unsigned number


The sender uses  ( as well as the receiver - for a duplex data transfer ) a random no. generator to create an ISN. 

In BSD system, begin with the number 1 on booting. Then increase it by 64000 every half second. So the number cycles back to original value after 9.5 hours (i.e. increment by one every 8 microsecond).
Example: 
        1 hours 35 minutes after booting, the number will be of the order of 

     (95*60*2*64000)+1=729,600,001

HLEN: (4 bits) 

Length of the header in 32bit multiples 

Reserved: 6 bit unused field 

Code bits: determine how to interpret other fields in the segment 
  

	Bit 

(left to right)
	Meaning 

(if bit set to 1)

	URG
	Urgent pointer field is valid

	ACK
	Acknowledgement field is valid

	PSH
	This segment requests a Push

	RST
	Reset the Connection

	SYN
	Synchronize Sequence Numbers

	FIN
	Sender has reached the end of its byte stream


Normally, out of the last 4 flags, only one may be ON at a time.

The Checksum 

As in UDP, a pseudo-Header is prepended to the TCP header for the purpose of calculation of the checksum. 

To make the segment data, a multiple of 16 bits, append enough zeros. 

TCP does not count-the pseudo-Header or the padding-in the field of TCP length, nor does it transmit them. 

Checksum is calculated by:

1) Using TCP Header;

2) Using Pseudo-Header;

3) Using the Data.

At the Receiver-end-the third layer passes the segment and the two IP addresses to the TCP software for processing. 
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Inclusion of checksum -mandatory for TCP ( and optional for UDP) 

If the received segment has an invalid checksum, TCP discards it and does not send an ACK for it. (It therefore expects the Sender to retransmit it, after the timeout for receiving ACK.)

Protocol: For IP datagrams carrying TCP, the value is 6

TCP Length (in octets): Specifies the total length of the TCP segment including the TCP header.

Urgent Pointer: When URG bit is set, it defines the number than must be added to the SEQUENCE NUMBER to obtain the number of the last urgent byte in the data section of the segment.

Urgent Pointer: 

At receiver end: TCP must inform the receiving process when an urgent pointer is received.

There is only one urgent pointer at the receiver end and its value is overwritten, when a new value arrives from the other end.  

Piggybacking: 

2 fields refer to the flow of data in the reverse direction. 

1. Acknowledgement Number: Identifies the Octet number that the source expects to receive NEXT 
2. Window: Unsigned integer: free receive-buffer in source 
The maximum WINDOW size is 65535 bytes. By using the TCP Option of Window Scale, a larger window can be used.

The default WINDOW value of 4096 is exchanged during the messages of zero data exchanged during process of establishing the TCP connection. This value would not change during the 3-step process. 

TCP

Normally during the first step of establishing the connection, the Sender uses the Maximum Segment Size Option to specify a MSS value (say Z).

Thereby the Sender indicates that to avoid fragmentation, it would like to receive Segments no larger than Z. This Value may be repeated in the message sent from the Receiver (i.e. the passive end) to the Sender (i.e. the Active end) during the second step.

DATALESS Segments: used for

(i) Establishing a connection

(ii) Closing a connection

(iii) Acknowledging received data when no data in the reverse direction is to be transmitted

(iv) Sending an ACK message again when a segment with out-of-order SNs is received

(v) Some timeout cases

General Comments:

1. The size of the window can decrease in response to a small window advertisement from the receiver TCP. But the right edge of the window must not move backwards. Default size of Window (i.e. receiver buffer) depends upon the OS. It usually is 4096,8192, or 16384 bytes.

2. Push flag is automatically set if the data in the segment being sent empties the send buffer.

3. ACK: Many TCP implementation send another ACK segment if the size of the window increases by: -- either two maximum sized segments;  -- or 50% of the maximum possible window size.

TCP Options 

Every option has an 8 bit KIND field. 

The format of an option can be of two types. 

Type 1: A Single Octet of KIND 

Type 2: An Octet of KIND + an octet of field Option - Length + Option - Data octets. 

The Option-Length counts the two octets of KIND and O-Length as well as the Data octets. 

All options are included in the Checksum. 
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An 8-bit KIND field is always the first field in an Option and is the only field in an Option and is the only field in Single Byte Options.

A few options are as follows.

	 
	KIND
	Length
	Meaning

	(I)
	0
	-
	End of options list

	(II)
	1
	-
	No Operation

	(III)
	2
	4
	Maximum Seg Size

	IV
	           3 
	                3
	  Window Scale Factor

	(I)
	8
	10
	Timestamp for Round Trip Time Measurement


(I) End-of-Option: Used at the end of ALL options; need be used only if the end of options does not make the TOTAL number of ALL option bits a multiple of 32. (Shown as ZEROS in the figure of segment format) 

  End of Options means 

     1. No more Options in the Header. 
     2. The remainder of the 32 bit word is garbage. 
     3. Data starts at the beginning of the next 32 bit word. 

(II) No OPERATION: May be used BETWEEN options if it is desired to align the beginning of the next option at a (16-bit) word boundary.  0000 0001

(III) MAX SEGMENT SIZE:

Performance can be poor for either extremely large or extremely small sizes. 

If the two end-points lie on the same physical network, the maximum segment size may be equal to the Network MTU. Or the maximum data size may be the default size of IP datagram(576) minus the size of the IP and TCP Headers. 

The option is used along with SYN=1 at start.
Format of MSS Option: 
  

	KIND    8 bits
	LENGTH          

8 bits
	MAX SEG SIZE             16 bits


KIND = 2
LENGTH = 4 

(IV) Window Scale Factor: 
  

	KIND   8 bits
	LENGTH    8 bits
	SCALE FACTOR            16 bits


Actual Window size = (Window size in header)* 2Scale factor 

In 8 bits a value of up to 255 BLT TCP/IP allows a MAX VALUE of 16 .

Window Scale Factor is fixed during connection set-up phase only.

During data transfer, the size of specified window may change. But it is always multiplied by same scale factor. 
   

	KIND    8 bits
	LENGTH          

8 bits
	SCALE FACTOR           8 bits


KIND = 3
LENGTH = 3 

(V) TIMESTAMP 
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TS Value: Current Clock time of the TCP sending the option 

TS Echo: Valid only if ACK bit is sent. It echoes the TS value sent by the remote TCP 

Otherwise its value must be zero. 

To confirm availability of TS option: 
A TCP may send TS Option in the SYN segment. It may send TS option in other segments only if receives a TS Option in SYN segment. 

Format:

	Kind ( 8 bits )
	 Length ( 8 bits)

	                TS Value ( 32 bits )

	              TS Echo ( 32 bits )


Establishing a TCP Connection 

In the beginning the TCPs at the Sender & the Receiver must synchronize on each other’s Initial sequence numbers (ISN). 

This is done by exchanging messages with SYN = 1 and by acknowledging the receipt. 

Any one of the two hosts can initiate the process. ( There is no master or slave system.)

The host which starts the process ( called the Sender) is said o perform an ACTIVE OPEN.

The other host performs a PASSIVE OPEN.

Thus let ISN at the sending end = X 

ISN at the receiving end = Y 
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Connection Establishment : 

1-Host A sends initialization information to host B thus announcing its wish for connection. 

2.- Host B acknowledges ( i.e. confirms ) the request of A 

3 -B sends a segment giving its initialization information ( regarding traffic from B to A). 

4- A acknowledges the request of B . 

since 2 and 3 can be combined together, it is know as a 3 – way HANDSHAKE 

3-way Handshake necessary because

· Seq No.s not tied to a global clock 
· Since TCP use an unreliable packet delivery service (that of IP), packets can be lost, delayed, duplicated and delivered out of order. So TCP may retransmit a request for establishing a connection, if the timeout for receiving acknowledgement expires. Then the retransmitted request may arrive even as the connection is being set up. Or it may even arrive after the connection has been established, used and terminated.
· The receiver does not know whether it is a New message or an Old Delayed one. So it has to verify with the sender. 
· Data may be sent along with the ISNs during Handshaking. But TCP software holds the data till handshaking is completed. Then it releases it to the Application.

· Even if both the sides were to initiate nearly simultaneously the process of establishing the connection, the 3-way process works well.

· TCP ignores additional requests for (the same) connection - after a connection has been established. 
· If A initiates the establishment of connection with B, but B is out of order, A will continue sending repeat SYN messages till the Establish-Timeout is 75 seconds; the interval between the first message and second (repeat) message may be 6 ms, that between the second and the third message may be 24 ms.
Closing a TCP connection - gracefully  

After acknowledgement for the last data segment is received, the Sender may close its half of the connection by sending a segment with FIN bit set. 

          
The end that first issues the FIN performs the ACTIVE CLOSE. The other end executes a PASSIVE CLOSE.

Any of the two parties can close the connection for transferring the data from it. But both have to participate if the connection is to be completely closed.

 Steps 
          1. A sends a segment, announcing its wish for closing the connection. 
          2.  B   acknowledges the request of A . after this the transfer of data from A to B ceases.   But data transfer from B to A may continue . 
          3.  when B has finished sending its data, its sends a segment to A announcing its wish to close the connection. 
          4   A acknowledge the request. 
  Since 2 and 3 are not likely to happen at the same time, sp 4-way  HANDSHAKING  is required for closing the connection. 

  Method:  A send the FIN segment to B.

B 

· receives the FIN segment 
· sends an acknowledgement 
· informs the Application 
When a connection has been closed in one direction, TCP refuses to accept data in that direction. But the data can continue to flow in the reverse direction, till it is closed.
After some delay the application instructs TCP to shut down the connection completely. 

B sends FIN. 

A enters a Time_Wait state.

A acknowledges the receipt of FIN segment from B and B receives the acknowledgement.

Time_Wait = 2 MSL, where MSL = Maximum Segment Lifetime; Common values are 30 second, 1 minute or 2 minutes. 
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  TIME_WAIT state : 

After receiving the acknowledgement, the Active Close end gose into the Time_Wait state.

A remains in the state before totally closing so that 

1) A may be able to send the Final Acknowledgement, if it has been lost. ( B may have meanwhile resent the FIN segment.)

2) During this period of 2 MSL, the Socket-pair cannot be reused

Thereafter the connection closes and all records of the transactions by this connection are deleted.

This ensures that afterwards, when a valid connection for the same socket-pair address is re-establishment, we know that no delayed segments from the earlier incarnation of the socket-pair would be received in the system.

Time-Wait is essentially a limitation on restarting a server for usually 1 to 4 minutes. It is effectively no limitation on the client since clients use ephemeral port numbers, which are different, when we try to re-establish connection between the same two hosts for the same function. 

Quiet-Time:

If a host crashes, it loses all memory of earlier incarnation . So theoretically if it reboots fast, it may re-establish a socket-pair connection without waiting for Time-Wait.

So it was proposed that TCP should not create any connection for MSL seconds after rebooting (called Quiet-Time). 

However since most hosts take longer than MSL to reboot, this has become a superfluous requirement.

TCP Half Close: 

Example: Consider an application where host A is to send a data file to host B. B is to sort it and return it to A.

--A performs an Active Open and B performs a Passive Open.

--A transfers the data file to B.

--At the end of data file, A informs B that it has no further data to be sent by using Segment 1 (FIN flag) of Figure: Closing the Connection. 

   B acknowledges by using Segment 2. 

   This closes the flow of data from A to B.

   (Half Close) 

--B sorts the data.

--B sends the sorted file to A.

--Then B uses Segment 3 to inform A that it is closing the other half of the connection.

--A acknowledges by sending Segment 4.

Half-Open connection:

When one end closes without informing the other-end 

Examples:

–By powering off one side in a telnet connection, when no data transfer is going on

–By crashing

If the host, on the other side of the  Half-open connection, re-boots and if it tries to establish the same socket-pair connection, the half-open side responds with a RESET. (The host of the re-booted machine may have to first use ARP to resolve the physical address, before attempting to re-establishing the connection.)

Simultaneous Close  is again a 4-way process.

Note: Simultaneous Open is possible only if both sides use well-known ports. This is an unlikely possibility. 
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Instantaneous Abort 
•Under Abnormal conditions, one side may send a segment with RST bit set. 

•An RST segment contains a Sequence Number and Acknowledgement Number. But an RST segment is not to be acknowledged. 
•The other side aborts the connection immediately & informs the Application. Any queued data is discarded.

•Transfer in both the directions ceases forthwith. 
•Need for Instantaneous Abort: 
  1. TCP on A has sent a request for a connection to a non-existent port on B .  B will send a segment with RST to annul the request. (In UDP port unreachable ICMP message is generated. TCP only uses a Reset.)

  2. Due to an abnormal situation, either party may send a RST  message. 
  3. One side may discover that the connection has been idle for a long time . So it may send an RST segment to close the connection.

General Comments: Establishing &Closing a TCP connection 
•Although no data may be sent by a connect request (SYN=1) or a disconnect request (FIN=1), the SYN (or FIN) bit logically occupies 1 byte of sequence number space. (See Segment 2 and Segment 3 in the Figure: Establishing the Connection. 

Also see Segment 2 and Segment 4 in the Figure: Closing the Connection.)

•Thus let ISN at the sending end = X 
 ISN at the  receiving end  = Y 


General Comments:  Establishing a TCP connection
•WINDOW: The 3-way messages while establishing the connection and the 4-way messages for closing the connection contain the window advertisement from the two sides.

•ACK Flag: Normally, except for Segment1 in the Figure: Establishing the Connection, all other segments, while establishing or closing the connection, will have ACK.

•MSS:


•Usually the Segment 1 and Segment 2 in the Figure: Establishing the Connection will use the Maximum Segment Size option to announce its MSS. (Later the actual size  of the segment may be at least 20 bytes (TCP Header) larger than MSS. The IP datagram will add another 20 bytes(or more  - upto 60 bytes) of IP Header.

•If one end does not receive MSS option from the other side, a default value of 536 bytes is assumed.

•MSS=(MTU of the outgoing interface)- (size of TCP Header)-(size of  IP Header)

•Some BSD implementations require MSS to be a multiple of 512 bytes. 
If the destination address is non-local, MSS normally defaults to 536. Most of the implementations permit the network manager to specify whether the subnets of a net are to be considered as local or non-local.

•If A receives from B a value of MSS, which is higher than the MTU of A’s interface for sending segments to B, A would use a segment size of MTU only to avoid fragmentation.

 COMMENTS ON SEQUENCE NUMBERS:

· The Sequence Number (S No)of a FIN or an RST segment must lie in the current receive window.

· On receipt of a FIN, outside the receive-window, TCP responds with the current ACK. ( RFC 793 states,” If an incoming segment is not acceptable, an acknowledgement must be sent in reply ( unless the RST bit is set, if so – drop the segment and return.))

· On receipt of a FIN, whose S No 

· lies in the current receive-window, 

· but is other than the next-byte-expected, 

TCP waits for the remaining data and then closes the connection. 

· On receipt of a RST segment

· With a S No outside the current receive- window, IGNORE the segment.

· With a S No inside the current receive window, close the connection immediately and flush all the queues.




















































