Home
User Datagram Protocol

The Ultimate Destination?

Operating Systems - Multiprogramming

i.e. Multiple Application Programs can be executed (nearly) simultaneously.

An executing program - a Process or a Task or User Level Process.

Is the destination a Process?

· Process: created & destroyed dynamically 

· A Sender: difficult to identify a process on another m/c 

· The Receiver: may replace a Process (say by Rebooting) without informing all the Senders 

· A Process: may handle more than one function 

Hence destination - related to - the function, the process implements

Abstract Destination Points: UDP Protocol PORTS

Operating Systems provide an Interface that processes use to specify a Port or to access it.

Most OS provide Synchronous Access to ports.

i.e. Computation stops during a Port Access operation.

If a process tries to access a port, before any data arrives, the process is Blocked.

Use of Port Numbers - as Source & Destination:

· makes the protocol independent of a specific system 

· Allows communication between applications on heterogeneous computers 

UDP 

· no Acknowledgement 

· no Data Flow Control 

· connectionless 

Applications which use UDP:

must handle Reliability. 

However testing of Applications can usually be done in LANs, which are highly reliable.

UDP provides the ability to distinguish among multiple destinations within a given host computer.

For this purpose a UDP message contains

Destination Port number. 

Optionally, it may also contain

Source Port number.

CLIENT SERVER PARADIGM 

CLIENT: A process on a Local Host which needs services from another process (usually on a Remote Host)

SERVER: A process which provides the services.

A client :- defined by a port number chosen at random by UDP software runnig on the client host.

-Ephemeral Port Number.

A server:- uses Universal Port number .Called Well Known Port Number.

A Client process knows the Well Known Port number of the corresponding Server Process.

ICANN PORT NUMBERS RANGES 

Well known Ports 0 – 1023

Registered Ports 1024-49,151

These numbers: To be registered with ICANN to avoid duplication.

DYNAMIC PORTS – may be used by any process

- are used as Ephemeral ports.

- 49,152 to65,535
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Let P2 be Day Time Processes.

Well known Port No for DAYTIME Pr=13

(IP Address used for indentifying Local&Remote hosts).

SOCKET ADDRESS 

TO Send a USER DATAGRAM from host A to Host B, one needs :

- IP Addresses of A &B

- PORT Numbers in A&B 

SOCKET ADDRESS:

· A combination of IP address and Port Numbers.

· It indentifies a process uniquely.

EX: IP Address of A 165.16.23.9

B 165.16.252.15

Socket Address of A:

165.16.23.9 49152

Socket Address of B:

165.16.252.15 13 

Format of a UDP Datagram




The header of a user datagram as always of 8 bytes only.

Source Port & Destination Port

· 16 bit UDP Protocol Port Numbers 

Source Port is optional.

If not used, it should be zero.

Length

· a count of OCTETS in the USER Datagram, including the Header and User Data 

Checksum

· Optional 

If not used, it should be zero. 

If the computed value of checksum should be zero, it is represented by all BITS set to one. 

UDP Pseudo Header

The checksum must verify that the datagram has reached the correct destination.

Hence NOT only the port number but the Destination IP address must also be verified.

For computing the Checksum, a pseudo Header is prepended to the datagram. The software stores all zeros in the checksum field.

Then it accumulates a 16 bit one’s complement sum of the Entire object, including the 

· Pseudo Header, 

· UDP Header and the

· USER Data.

Lastly it computes the one’s complement of the one’s complement sum.

The pseudo Header is NOT transmitted with the UDP datagram. It is also not included in the Length.




THE PSEUDO HEADER :

Proto IP protocol type code; 17 for UDP

UDP Length length of the UDP datagram, not including the pseudo-Header

The IP layer chooses the Network Interface over which the datagram is to be sent. This determines the IP Source Address. The UDP layer cannot know the IP address till it inter-acts with the IP layers.

It infringes the principle of Layering a little.




IP Layer: Responsible for transferring data between a pair of hosts

UDP: Responsible for differentiating among multiple destinations or sources-within one host.

Sender: Each Application Program must negotiate with the OS to obtain a Protocol Port and an associated

Port number 

OS: Create on internal queue that can hold arriving messages.

Application can specify or change queue size.

UDP:
On receipt of the message, checks whether the Dest Port Number matches one of the ports currently in use. 

Otherwise an ICMP Port Unreachable message is sent to the Sender. 

If a match is found, UDP enqueues the new datagram at the port so that the Application may access it. 

If the incoming port Queue is full, the message is discarded and ICMP Port unreacheable message is sent to the sender. 

Ports Universal Assignment and Well-known ports

Examples
7
Echo


53
Domain


69
TFTP





UDP Thin protocol

If Application does not provide for Reliability, a UDP based software may not work properly.

APPLICATIONS:

UDP: USER DATAGRAM not numbered so large message cannot be split into a sequence of messages by UDP.

UDP would not know if out of a sequence of messages 

- some are lost or 

- some are duplicated.

- so not used for FTP.

- May be used for short control (MGMT) messages like those of SNMP.
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                                                                                       User datagram









                                   FROM IP LAYER                                                                                   TO IP LAYER

                                                                  UDP DESIGN
Control Table

To keep track of open ports. 

State
 Process ID 
Port No.
 Q-No.

-
 - 

- 

-

State Free or In Use:-

-When a process starts, the OP system allocates it

· PROCESS ID

· PORT NO.

Control Module uses these to create a new entry in the table. 

No Q-No is assigned at this stage.

-When the first USER datagram for the process is received ,(by the INPUT MODULE).

If the input module receives a USER DATAGRAM for a Port No, which in not in the table, the USER DATAGRAM is discarded as PORT UNREACHABLE. 

· -Arrival of a USER DATAGRAM for which PORT NO and Q-No. are available-no effect on CONTROL TABLE.

· -Sending of a USER DATAGRAM by the OUTPUT MODULE – no effect on the CONTRO TABLE.

· -An INUSE row in the table is deleted if only the process is terminated.

CONTROL MODULE:- 

-Receive: PROCESS ID and PORT NO.

(
Convert a free row into INUSE with the given Process ID and Port No.

INPUT MODULE:
-Receive: USER DATAGRAM from IP layer

Checksum?

 (
Look for the entry for the Port No. in the CONTROL TABLE.

If found 

Check Q-Field 

1. If Q is NOT allocated, allocate a Q No.

2. Enqueue the data in the Q.

If the row with PORT NO is NOT FOUND, 

Ask ICMP to send a PORT UNREACHABLE error message.

OUTPUT MODULE:-
-Receive: Data, Source PORT No. and IP Address, Dest PORT No. & IP address 

(
Create and send the User Datagram.

CONTROL MODULE





CONTROL TABLE





 








