CHAPTER 10 

Subnet & Supernet Address Extensions 

The original IP Addressing Scheme: For each host--a Unique IP address; For each physical network - a Unique netid 

A site may assign and use IP addresses in UNUSUAL ways as long as 

· All hosts & routers at the site agree to honor the site’s addressing scheme 

· Other sites on the internet can treat addresses as in the original scheme 

Large population of Networks will lead to 

· Immense administrative overhead for managing the netid’s 

· Routing tables of routers may become very large 

· The IP Address Space may be eventually exhausted. (ROADS problem: Running Out Of Address Space) 

To minimize the number of network addresses, the same IP netid must be shared by multiple physical networks, wherever all the host addresses in the allocated IP address have not been used. 

Three Methods 

· Transparent routers 

· Proxy ARP 

· Standard IP subnets 

Transparent Routers 

A WAN with a class A or B IP address 

· A LAN may be connected to the Wan through a Transparent Router. 

· The LAN does not have its own IP address 

· The Hosts are given addresses as if these were directly connected to the WAN 
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In the example shown, T is a transparent router. It is called a Transparent Router because other hosts and routers in   the WAN, and the rest of the Internet, do not know about its existence.

Jobs of a Transparent Router 

· To demultiplex datagrams received from the WAN for Hosts on the LAN 

· To accept datagrams from the Hosts on the LAN and route them towards their destination through WAN 

Advantages 

· LAN does not need a separate IP prefix 

· Load balancing if more than one transparent router connect the LAN and WAN. 

Disadvantages 

· Not conventional Routers 

· T does not return ICMP echo requests 

· T does not participate in SNMP jobs 

· Suitable for only Class A or B network. 

Proxy ARP 

or Promiscuous ARP or ARP hack 

It allows a second network to share the IP address of a Main network. 
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For sending a message from a Host on the Main N/W  to a Host on the Hidden N/W, 

R provides its own Physical Address on receiving the ARP message. 

TRUST: The ARP table may map several IP addresses to a single Physical Address. 

A similar PROXY ARP service provided for messages in the reverse direction. 

<O:P</O:P 

ADVANTAGE: Can be added to a single Router on a n/w without disturbing the routing tables in other hosts and routers. Thus it hides the details of the physical connection completely. 

DISADVANTAGES: Host implementations of ARP that warn Network Managers of SPOOFING cannot be used on networks with Proxy ARP. 

· Can be used only for networks which use ARP for address resolution. 

· Cannot be generalized to complex network configurations with multiple routers connecting the two parts. 

Subnet Benefits 

· To mix different physical technologies to satisfy all needs 

· To overcome limitations like exceeding the number of hosts per segment 

· To reduce network congestion 

Default Masks 

	PRIVATE
A
	255.0.0.0

	B
	255.255.0.0

	C
	255.255.255.0


SUBNET ADDRESSING 

It is a Required part of IP addressing 
Example : A class B network 177.207.0.0. is divided into subnets 
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Divide the 32 bit IP address into 

· Network portion eg 177.207 (Called netid) 

· Local portion eg. The last 16 bits (called hostid) 

· Physical network eg. 4 bits (called sub-netid) 

· Host eg. 12 bits (called newhostid) 

With 4 bits, 14 distinct physical networks with addresses 177.207.16.0 to 177.207.224.0 are possible, leaving out all 0’s and all 1’s in the network prefix.

Hierarchical Addressing (as in telephony) can accommodate large growth. 

But choosing a hierarchical structure is difficult. 

To change it later is very difficult. 

Telephone numbers have a 3-level hierarchy

· Area Code
3 digits

· Exchange
3 digits

· Connection
4 digits

Class A/B/C provides 2 level namely netid and hostid. Subnetting adds a third level.

For maximum flexibility, TCP/IP Subnet Standard permits Subnet interpretation to be chosen independently for each physical network. 

However it is recommended that each site 

· Use contiguous Subnet Mask 

· Use the same mask throughout the set of physical networks that share the common IP address. 

eg. for the Class B example in which 4 bits are used for subnets, the mask may be 

	PRIVATE
Netid
	Hostid

	1111 1111 1111 1111
	1111 0000 0000 0000


	PRIVATE
Netid 
	Hostid


	PRIVATE
<---------16 bits-------->
	<--------16 bit-------->


	PRIVATE
Net_id
	Subnet_id
	Newhostid


	PRIVATE
16 bits
	4bits
	12 bits


<------------Network Prefix---- ---------> 


ROUTING with Subnets 

Theory: For optimal routing, a machine M must use subnet routing for an IP network address N - unless there is a single path P such that P is the shortest path between M and every physical n/w that is a subset of N. 

Practically the Shortest path may change due to hardware failure or congestion. 

The subnet routes are propagated strictly within the boundaries of an organization - and realistically within a physical network. 

Example 
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The hosts H1... Hm have got to use subnet masks-even though N is not a subnet- to reach hosts on N1 or N2. 

In general, the Routing Table will include three entries for every host inside the organization: 

· subnet mask 

· network Prefix 

· next hop address 

For all external networks, the mask would be 255.255.0.0 for the example. 

A UNIFIED Routing Algorithm 

The special cases in the earlier algorithm can be handled by a clever use of masks. 

· Host Specific Route: 

Use a mask of all 1s and network address = IP address of the host 

· Default Route: 

Use a mask of all 0s and a network address of all 0s. 

· Standard non subnet net 

Use masks of one/two/three octets of 1s for Class A/B/C networks. 

Given: an IP datagram and a Routing table with masks 

To find: The Next Hop Router (lying on the same directly – connected network.) 

The Algorithm 

· Extract the IP address from the datagram (ID) 

· Compute IP address of the destination n/w (IN) 

· If IN matches any directly connected n/w, send the datagram to destination. 

· Else for each entry in Routing Table do 

· Let IB = Bitwise ANDing of ID and the mask 

If IB equals the Network Prefix of the entry, then route the datagram to the next specified Hop Address. END for loop. 

· If no matches are found, declare a Routing Error. 

The subnet mask information must be updated by the Network Manager. 

The TCP/IP has no standard protocol for propagating the subnet information among the Routers of an organization. 

Broadcasting in a n/w with subnets must be done carefully. 

ROUTING

Consider an address of 165.231.151.234. It is a Class B address.
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                        IP address                                         Network address                                                                                                                  

                                               a. Without subnetting  




Assume subnetting, with 16 + 7 bits as the Network Prefix.  

                                                                                                                                               

                  165.231.151.23                                        165.231.150.0                                                                                                        

                       

                        IP address                                         subnetwork address                                                                                                                  

                                               b. With subnetting

To avoid Routing loops, Routers use the following procedure. 

· Extract the source of the broadcast 

· Look up the source in the Routing table. 

· Datagrams coming through the Interface to the source are accepted. Others are discarded. 

The above procedure is called Reverse Path Forwarding. 

Example of Subnets: 

EX 1.Class A network  X.0.0.0 

requirement : To split it into 1000 subnets. 

29 < 1000 < 210 
So 

	PRIVATE
NETID 
8 BITS
	SUBNETID 
10 BITS
	NEWHOSTID 
14 BITS


No of subnets = 210 - 2 = 1022 

No of hosts in each subnet = 214 - 2 = 16382 

	Subnet Address
	Smallest Host Address
	Highest Host Aid

	X.0.64.0
	X.0.64.1
	X.0.127.254

	X.O.128.0
	X.0.128.1
	X.0191.254

	.

.

.
	.

.

.

.


	…

.

.

.

	X.255.128.0
	X.255.128.1
	X.255.191.254



Mask = 255.255.192.0 

EX.2  CLASS B NETWORK   X.Y.0.0 

Requirement : To split it into 12 subnets 

23 < 12 < 24
So 

	PRIVATE
NETID 
16 bits
	SUBNETID 
4 bits
	NEWHOSTID 
12 bits


No of Subnets = 24 – 2 = 14
No of hosts in each subnet = 212 - 2 = 4094 

	Subnet Address
	Smallest Host Address
	Highest Host Address

	X.Y.16.0
	X.Y.16.1
	X.Y.31.254

	X.Y.32.0
	X.Y.32.1
	X.Y.47.254

	.

.

.
	.

.

.
	.

.

.

	X.Y.224.0
	X.Y.224.1
	X.Y.239.254


Mask = 255.255.240.0 

EX-3  CLASS C NETWORK    X.Y.Z.0 

Requirement : To split it into 6 subnets 

22 < 6 < 23 

So 

	PRIVATE
NETID 
24 bits
	SUBNETID 
3 bits
	NEWHOSTID 
5 bits



No of Subnets = 23 - 2 = 6 

No of hosts in each subnet = 25 - 2 = 30 

	Subnet Address
	Smallest Host Address
	Highest Host Aid

	X.Y.Z.32
	X.Y.Z.33
	X.Y.Z.62

	X.Y.Z.64
	X.Y.Z.65
	X.Y.Z.94

	.

.

.
	.

.

.

.


	…

.

.

.

	X.Y.Z.192
	X.Y.Z.193
	X.Y.Z.222


Mask = 244.255.255.244

Special: Subnet Addresses:




Subnetid




Hostid

1. 





Subnetwork address


2. 



Subnet-directed Broadcast to all hosts in a specific subnet


3.

                                               All subnets – directed broadcast

Another Additional Method for saving addresses:

Organisations spread over multiple sites

· Use leased digital ‘circuits’ to form a backbone to interconnect Routers at different sites.


 N1                                        





Earlier the Point-to-Point Connection was viewed as a network and a network address was given to it.

To avoid this wasteful practice now anonymous networking concept No address assigned to 2.

In IP Routing table, assign an arbitrary value to this case

SUPERNET ADDRESSIING 1993

Step 1:

A method by which an organization may use a block of class C addresses rather than a Class B address. The block: large enough to provide an individual class C address to every possible network, likely to be connected to the Internet.

Routing: Instead of one entry per organization, this may require multiple entries.

Classless Inter Domain routing (CIDR):

CIDR collapses a block of contiguous (class C) addresses into a single entry (network address, count) Where 

· Network address: the smallest address in the block 

· Count: the total number of network addresses in the block.

Thus (211.15.136.0, 8) can be used to specify 8 addresses from

EXAMPLE: 211.15.136.0 to 211.15.143.0 

In practice CIDR does not restrict itself to only class C addresses. 

The only requirement is that count should be 2n. 

The bit mask is used to specify the total network part of the 32 bit IP address of the lowest net address. Since 136 is 10001000, the mask will have 16+5 bit set to 1.   ie., the mask will be 255.255.248.0 in the given example

Super netting requires unconventional router software for all internal routers of the organization to understand the Range of addresses. 

Particularly suitable for ISPs where for each ISP's own Routers, the routing table contains the address of each subscriber. But for other ISPs, the table has one entry each for each of the other ISP. 

Step 2:

The block may be written as (211.15.136.0, 8) OR 211.15.136.0,2048 

Where 2048 is the block of host addresses OR 211.15.136.0, 255.255.248.0 where 255.255.248.0 is the mask. 

This reduces the number of entries from 8 (for standard class C mask of 255.255.255.0) to only 1 with the new mask.

                                        MASK

 

INPUT                           2555                                         OUTPUT

	INPUT
	OUTPUT

	Any address between 211.15.136.0 to 211.15.143.0
	211.15.136.0

	211.15.135.0
	211.15.128.0

	211.15.144.0
	211.15.144.0


NEED OF ISPs:-

Steps 3: GENERALIZATION:
CIDR

· No need to restrict to class C       (32 – m) 

· The block of (host) addresses = 2            

Where m is the number of leading bits in the address, which specify the network part of the address.

· Uses a bit mask to identify the size of the block 

CIDR Notation / Slash notation: CIDR block may be represented by the (lowest) addresses and the no of bits which are 1 in the mask) Thus for the example 211.15.136.0/21 defines the block in the above example.

  If this were to be generalised as x.y.z.w/m where   1<= m <= 32, one gets blocks of addresses of a large no. of sizes

	CIDR NOTATION
	MASK
	BLOCK OF addresses

	/1
	128.0.0.0
	2,147,484,448

	/2
	192.0.0.0
	1,073,742,224

	.

.
	
	

	/8
	255.0.0.0
	16,777,216

	/9
	255.128.0.0
	8,388,608

	.

.
	
	

	/15
	255.254.0.0
	131,072

	/16
	255.255.0.0
	65,536

	/17
	255.255.128.0
	32,768

	.

/23
	255.255.254.0
	512

	/24
	255.255.255.0
	256

	/25
	255.255.255.128
	128

	.

.

.
	
	

	/29
	255.255.255.248
	8

	/30
	255.255.255.252
	4

	/31
	255.255.255.254
	2

	/32
	255.255.255.255
	1


Advantages of CIDR

Complete flexibility in allocating block of various sizes. If an ISP OWNS A CIDR block of n bits, it can allocate to a customer any piece of m bits where m > n. 

EX: An ISP has 128.211.0.0/16

 A customer X wants a block of 2048 addresses.

32 blocks from 128.211.0.0 to 128.211.248.0 with 21 bits (as 1 in the mask) have the property

X gets one of these 32 blocks.

DISADVANTAGES 

Search now becomes more complicated than it is for the ‘classful’ method. (Sections 10.22 to 10.24 of Comer’s book refer to TRIE structures used in the search algorithms for CIDR applications).

CIDR – Example – 2 : 

Addresses starting at 210.27.0.0 are

available with the Internet authority.

Organizations in Paris, Frankfurt and Oslo

want to obtain addresses as follows:

P  2048 addresses

F   4096 addresses

O   1024 addresses

Reference: Andrew S.Tannenbaum,’Computer Networks’, 4th Ed., PP.443-4

· Allocate as follows:

· P: Start from 210.27.0.0/21 so that the no. of hosts = 2^(32 – 21) = 2048.

   Mask = 255.255.248.0

   Addresses: from 210.27.0.0 to 210.27.7.255

· F: no.of hosts = 2^(32 – 20) = 4096

   Mask = 255.255.240.0

   This address cannot start at 210.27.8.0 because the required block must start at the boundary of 4096 addresses.   Why? ( All addresses in the block, when passed through the mask, must yield the starting address.

   Addresses: from 210.27.16.0 to 210.27.31.255

· O: no.of hosts = 2^(32 – 22) = 1024

   Mask = 255.255.252.0

  Addresses: from 210.27.8.0 to 210.27.11.255

Router entries for CIDR addresses

· Spare addresses: 

   no.of hosts = 2(32 – 22) = 1024

   Mask = 255.255.252.0

   Addresses: from 210.27.12.0 to 210.27.15.255

·   MASK         LOWEST     HIGHEST        SLASH            No      

                                                                                             of

                            ADDRESS   ADDRESS     NOTATION      Hosts

P 255.255.248.0  210.27.0.0   210.27.7.255   210.27.0.0/21       2048

O 255.255.252.0  210.27.8.0    210.27.11.255 210.27.8.0 /22     1024

F 255.255.240.0  210.27.16.0  210.27.31.255 210.27.16.0/20    4096

· A Router at Windsor would have three entries for P,F and O. 

Router WorkingExample of some packets

On receipt of a packet,

            Step 1: Extract the IP address.

            Step 2: Do the following for each row till a

                             match with the lowest address is

                             obtained.

Example: Packet with an address of 210.27.5.241 
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Router Working               Example of packet 2:

Example: Packet with an address of 210.27.29.29 

P Addresses: from 210.27.0.0 to 210.27.7.255

F  Addresses: from 210.27.16.0 to 210.27.31.255

O Addresses: from 210.27.8.0 to 210.27.11.255
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Router Working               Example of packet 3:

Example: Packet with an address of 210.27.10.21 

P Addresses: from 210.27.0.0 to 210.27.7.255

F  Addresses: from 210.27.16.0 to 210.27.31.255

O Addresses: from 210.27.8.0 to 210.27.11.255
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Aggregation

If all the packets to Europe are to go from Windsor to

Toronto, the three addresses may be aggregated by the

Windsor Router to one address as follows:

MASK                    LOWEST      SLASH NOTATION    No of

                             ADDRESS                                          Hosts

255.255.224.0       210.27.0.0       210.27.0.0/19           8192

· If the unassigned addresses from 210.27.12.0 to 210.27.15.255 are assigned to the University of BC, 

       and if BC messages are not to go to the Toronto router, 

      an additional entry of 210.27.12.0/22 would be needed by the Windsor router. 

Aggregation : Multiple Match problem

The two entries in the Router would be:

MASK                    LOWEST      SLASH NOTATION    No of

                             ADDRESS                                          Hosts

· 255.255.224.0   210.27.0.0       210.27.0.0/19           8192

· 255.255.252.0   210.27.12.0     210.27.12.0/22         1024

Example: Packet with an address of 210.27.14.251 

BC Addresses: from 210.27.12.0 to 210.27.15.255

Router Working               Example of packet 4:

Problem: Multiple entries – of different subnet mask lengths- match. 

Solution: The one with the longest mask gives the correct route.

Thus in this example: Both the entries match.

But AG is 210.27.0.0/19.   BC is 210.27.12.0/22
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NETWORK ADDRESS TRANSLATION

Free IP addresses: Intranets: Private internets 

Class    net-id           No of    No. of                      CIDR

                                     nets     Hosts

     A   10.0.0.0
to         1    16,777,216         10/8             

          10.255.255.255

     B   172.16.0.0 to                                        172.16/12   

          172.31.255.255       16     1,048,576

     C   192.168.0.0 to

          192.168.255.255    256         65,536       192.168/16 

The above addresses must not appear in any packet on the

Internet.

 169.254/16 (starting from 169.254.0.0 to169.254.255.255): used by systems that autoconfigure IP addresses.
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NAT process:

· Every machine on the internal net: Given one of the free IP addresses

· On receiving a packet  from one of the hosts on the internal net, the NAT box 

· replaces the sender’s IP address by one of the Internet addresses, available to it; 

· replaces the source port number;

· Recomputes the checksums;

· Sends the packet ahead

Development history:

· developed when protocol conversion for 

· the network protocols, 

· the applications, 

· or both 

    – was required, 

· Example 1: when the internal network operates with SNA (System Network Architecture, an IBM proprietary protocol suite,  originally developed for access to mainframes) 

· Example 2: when email arrives using an Internet Protocol such as SMTP (Simple Mail Transfer Protocol), and email on the “inside” network uses a proprietary protocol such as cc:mail (registered trademark of IBM) or MSMail ( regd trademark of Microsoft ).

NAT Table:

· The table contains the following entries for every outgoing IP packet. 

· IP source address  

· the Source port number

· The source port number allocated by NAT (used as an index)

· If the NAT box has a pool of multiple Internet addresses, the Internet address allocated to the outgoing packet

· NAT recomputes the IP and TCP checksums for outgoing messages in either direction.

· (It is assumed that the outgoing IP packet contains either a UDP or a TCP payload. Both of these contain two 16-bit fields of source and destination ports.)

NAT : (Objections) 

· IP: architectural model: each machine on the Internet has a unique IP address; connectionless; independent layers

· Thousands may have the address 10.0.0.1

· Changes Internet (partially) to a connection- oriented network. (If a NAT box crashes, the TCP/UDP information cannot be retrieved back.)

· Protocol layering principle is violated. (TCP/UDP now must not change the port number without a corresponding change in NAT in the IP layer.) 

· The Internet was designed for peer-to-peer functions. (Napster music exchange based onpeer-to-peer functions. )

· NATs assumption: Machines within the user network only support client functions and impede the use of any type of server or peer-to-peer function. These machines cannot be accessed from outside.

· VoIP (Voice over the Internet) protocol called SIP (Session Initiation Protocol) requires a modification of NAT.  

· IPSec (IP-level security protocol) require end to end addresses. 

       The only way to use IPSec in the NAT

       environment: 

· Assume that hosts on the local LAN are trusted. 

· Operate IPSec only between the network boundary and the remote host or network.  However, this requires a NAT box, that  must establish its own security associations, and will not work satisfactory in a nested NAT environment in which the “outer” NAT is not controlled or trusted by the owner of the protected LAN.

· Internet does not make it necessary to use TCP/UDP. Only IP was necessary.

· Some applications insert IP addresses in the body of the text. NAT knows nothing about them and cannot replace them.

      Examples: FTP, H.323 (Internet Telephony Protocol)

· NAT uses the “receive, store, convert, forward” architecture; the approach is hostile to anything that requires real-time communication at the packet level.

· Since port addresses are of 16 bits and since 4096 addresses are reserved,  only 61440 machines can be mapped by NAT.

· This ugly solution diffuses the pressure for introduction of IP v6. 

· References: 1. Hain, T., ed. (IAB), “Architectural Implications of NAT”, RFC 2993, November 2000; for an extensive treatment of the implications and risks of using NAT setups.  

  2.D. Senie “Network Address Translator (NAT)-Friendly Application Design Guidelines”, RFC 3235, January 2002; discusses ways to design applications that work better with NATs. 

NAT : High cost for unusual solutions

· Unusual situations for NATs: 

   Examples: 

· When NATs are nested, or 

· When NATs need to support server functions

· When NAT is to be used for IPSec on behalf of the internal hosts

· To configure properly and to maintain NATs in unusual situations:  Experts with a deep understanding.     Hence these solutions entail high costs

VPN’s and Private Spaces :

· Firewalls: with address translation and tunneling capabilities: used to design and build VPNs (Virtual Private Networks).

· VPN: tunnels used to interconnect LANs that share a private address space. 

   
 However mergers, and sometimes spin-offs,  result in a need to painfully renumber, when the addresses used have overlapped.  

  
 With IPv6, the much greater address space available, may permit use of public addresses,  so that these conflicts would not arise.

Routing problems and IPV6:

· The key capacity issue with the Internet: Growth of the routing tables, i.e., the information that non-default routers must have and process in order to route packets to their destinations. 

· Routing table growth: Mostly dealt with by brute force by increasing the processing capability and memory in routers.

· Growth in routing tables: slowed considerably after 

· CIDR (including aggregation of CIDR group addresses) was introduced,

· some key ISPs started refusing to route traffic for very small independent networks.

· IPv6 does not address routing problems in any direct way.  

· IPv6: designed to permit easier renumbering of hosts and local networks to accommodate changes in topology
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