Examples
Let ISN at Active-open-end (A) be X

Let ISN at Passive-open-end (B) be Y

Example1

The Send Buffer at A is 4096 bytes.

The Receive Buffer at B is 6144 bytes.

The Application in A performs one write of 8192 bytes.

One possible set of operations may be as follows:

Establishing a connection:

Seg1: A to B: SYN, X, WIN=4096, MSS=1460

Seg2: B to A: SYN,Y,ACK=X+1,WIN=6144,MSS=1024

Seg3: A to B: ACK=Y+1, WIN=4096

Sending the data:

Seg4: A to B: Data X+1 to X+1024, ACK=Y+1, WIN=4096

Seg5: A to B: Data X+1025 to X+2048, ACK=Y+1, WIN=4096

Seg6: A to B: Data X+2049 to X+3072, ACK=Y+1, WIN=4096

Seg7: A to B: PUSH Data X+3073 to X+4096, ACK=Y+1, WIN=4096

The Send Buffer is of 4096 bytes. Therefore the PUSH flag is used because it empties the Send Buffer.

Seg8: A to B: Data X+4097 to X+5120, ACK=Y+1, WIN=4096

Seg9: A to B: Data X+5121 to X+6144, ACK=Y+1,

WIN=4096

Seg10: B to A: ACK=X+6145, WIN=2048

Though at the Receiver end, TCP acknowledges the six segments, the application has been able to read only 2048 bytes. So the WIN size is reduced from 6144 bytes to 2048 bytes.

Seg11: A to B: Data X+6145 to X+7168, ACK=Y+1, WIN=4096

Seg12: A to B: FIN, PUSH, Data X+7169 to X+8192, ACK=Y+1, WIN=4096

This will stop the flow of data from A to B.

Seg13: B to A: ACK=X+6145, WIN=4096

Now the WIN increases from 2048 to 4096, so after ACK (Seg10) another ACK (Seg13) for X+614

Seg14: B to A: ACK=X+8194, WIN=2048

TCP acknowledges all the bytes. But WIN is 2048 i.e. 4 segments are yet to be read by the application.

Seg15: B to A: ACK=X+8194, WIN=4096

Seg16: B to A: ACK=X+8194, WIN=6144

15 & 16 are called WINDOWS UPDATES.

Seg17: B to A: FIN, ACK=X+8194, WIN=6144

Seg18: A to B: ACK=Y+2, WIN=4096

12,16,17 and 18 constitute the 4-way closing the connection.

Note: 

1.If the application were to perform 8 writes of 1024 bytes each, each send of 1024 bytes will have a PUSH since it would  be emptying the buffer.

2.Delayed ACK: The receiver does not have to wait for the receive-buffer to be full before sending the ACK. 

Some TCP implementations (not the one shown in the example) send ACK for every second segment that is received. However as soon as the first segment is received, a delayed ACK-timer is started. If the timer times out, before the second segment has been received, the ACK for only one segment may be sent.

Example2: 

Urgent Pointer

Send Buffer 8192 bytes A

Receive Window 4096 bytes B

Send Window 4096 bytes

                MSS 1024 bytes

The application performs 4 writes of 1024 bytes each. Then it writes 1 byte of urgent data. Thereafter it performs 2 writes of 1024 bytes each.

Establishing a connection:

Seg1: A to B: SYN, X, WIN=4096, MSS=1024

Seg2: B to A: SYN, Y, ACK=X+1, WIN=4096, MSS=1024

Seg3: A to B: ACK=Y+1, WIN=4096

Sending the data

Seg4: A to B: PUSH, Data X+1 to X+1024, ACK=Y+1, WIN=4096

Seg5: A to B: PUSH, Data X+1025 to X+2048, ACK=Y+1,

WIN=4096

Seg6: A to B: PUSH, Data X+2049 to X+3072, ACK=Y+1,

WIN=4096

Seg7: A to B: PUSH, Data X+3073 to X+4096, ACK=Y+1,

WIN=4096

Now the application writes 1 byte of Urgent data into the Sender Buffer. The Sender cannot send any further data till it receives an ACK. So it sends a dataless segment.

Seg8: A to B: ACK=Y+1, WIN=4096, URG=X+4097

The application writes 1024 bytes. For every application write, the TCP output module is called. This leads to another dataless segment.

Seg9: A to B: ACK=Y+1, WIN=4096, URG=X+4097

Seg10: B to A: ACK=X+3073, WIN=1024

Seg11: A to B: Data X+4097 to X+5120, ACK=Y+1, WIN=4096, URG=X+4097

Seg12: B to A: ACK=X+4097, WIN=0

Seg13: B to A: ACK=X+4097, WIN=2048

Seg 13 is the Window Update.

Seg14: A to B: Data X+5121 to X+6144, ACK=Y+1, WIN=4096

Seg15: A to B: FIN, PUSH, Data X+6145, ACK=Y+1, WIN=4096

Seg16: B to A: ACK=X+6147, WIN=2048

Seg17: B to A: ACK=X=6147, WIN=4096

Seg18: B to A: FIN=Y+1, ACK=X+6147, WIN=4096

Seg19: A to B: ACK=Y+2, WIN=4096

Segments 15, 16,18,19 constitute the procedure for closing of connection.

Selective Acknowledgement (SACK)  (Reference: RFC 2018)
· When  a retransmission timer times out, retransmit all segments after that, even if only one may have been lost.

· Solution: Use SACK option


To enable: Use ‘SACK Permitted’ option in the SYN segments.

SACK Permitted Option
· Kind = 4

· Option length = 2
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· To be included in SYN segments for SACK:

Retransmission Q is modified, so that each segment has

an associated flag (SACKbit) – set to 1 if it is selectively acknowledged.

Solution Using SACK
· When transmission timer times out, 

                          send all segments after this segment-         

                               EXCEPT those for which SACK bit is set. After such a retransmission, all the SACK bits must be reset to take care of reneging of the receiver.

 Notes: A segment: removed from a send-window, only when it is acknowledged through ‘Acknowledgement Number’. 

· Why would the receiver renege?

If the buffer has no space for a recently arrived segment, this ‘unconnected’ segment may be flushed out

                                     -without re-informing the sender.
Number of isolated blocks in a SACK Option 
· Max no. of such blocks in the SACK Option= (40-2)/8 ≈ 4

· Usually a SACK Option  accompanied by a Time Stamp Option (which takes 10 bytes).

     Then,    Max no. of isolated blocks, specified in a SACK Option  =  (40-12)/8 ≈ 3.

· The SACK option is advisory.    

     The receiver is permitted to later discard data which have been   reported in a SACK option.  

· Once ‘SACK Permitted’ Option has been used in SYN packets, SACK options MUST be included in all ACKs which do not ACK the highest sequence number in the receiver's Q. 
Sack Option Format 

· For acknowledging ISOLATED segments;   (ISOLATED  segment: for which the bytes just below the block, (Left Edge of Block - 1), and just above the block, (Right Edge of Block), have not been received. ) 

                          Figure: SACK Option Format 
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· Kind: 5;  Length: Variable   

· Left Edge of Block: the first sequence number of the received segment/ block.   

·  Right Edge of Block: the sequence number immediately following the last sequence number of this block. 

Sender in a system with SACKED Option 

· Any segment for which

· the SACKed bit is turned off and 

· the sequence number is less than the highest SACKed segment ( ie a segment for which the SACKed flag is 1) is available for retransmission.

· will not dequeue a segment until the left window edge is advanced over it. 

SACK Option:  Receiver Reneging

· If the receiver runs out of buffer space, it may discard a segment, which had been reported as received using SACK Option.

· Hence the sender MUST NOT discard data before it is ACKed by the Ack Number field in the TCP header. 

Receiver in a SACK Option 

· The receiver: SHOULD send an ACK for every valid segment that arrives containing new data; 

    Each of these ACKs SHOULD bear a SACK option, if required. 

· In all ACKs, which do not ACK the highest sequence number in the data receiver's queue, SACK is required.  

· The first SACK block:

 
 
 MUST specify the contiguous      block of data containing the segment which triggered this ACK,  unless that segment advanced the Acknowledgment Number field in the header. 

· The remaining blocks: 

By repeating the most recently reported SACK blocks (based on the first SACK blocks in previous SACK options) that are not subsets of a SACK block already included in the SACK option being constructed. 

EXAMPLES ON SACK Option: 
Example 3 

· The left window edge: 5000 

· The Sender: sends a burst of 8 segments, each containing 500 data bytes. 

· Case 1: The first 4 segments are received but the last 4 are dropped.

· The receiver: returns a normal TCP ACK segment      acknowledging sequence number 7000, with no SACK Option. 

Example 4

· The left window edge: 5000 

· The Sender: sends a burst of 8 segments, each containing 500 data bytes. 

· Case 2:  The first segment is dropped but the remaining 7 are      received. 

· On receipt of each of the 2nd to 7th segments,

    The Receiver: acknowledges sequence number 5000 through an ACK containing a SACK option specifying one block of queued data: 
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Example 5

· The left window edge: 5000

· The Sender: sends a burst of 8 segments, each containing 500 data bytes.

· Case 3:  The 2nd, 4th, 6th, and 8th (last) segments are dropped

· The receiver ACKs the first packet normally.  On receipt of each of the third, fifth, and seventh packets, it sends SACK options as follows: 
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· Case 3:  (continued)

· Now the 4th packet is received out of order. 

    (This could either be because the data was badly misordered in the  network, or because the 2nd packet was retransmitted and lost, and  then the 4th packet was retransmitted). 

· The receiver replies with the following Selective Acknowledgment: 
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· Now the 2nd segment is received.  The receiver responds with the following Selective Acknowledgment:
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Retransmission Timeout

Round Trip Time (RTT) 
           Varies as traffic load changes 
            Depends also upon destination & path 
·Adaptive algorithm 

Let:

oOLD_RTT:  old estimate of RTT 

oNEW_RTT: new sample obtained from a recent Acknowledgement 

oRTT: the estimated RTT 

•RTT =   α * OLD_RTT + ( 1 -  α ) NEW_RTT 
·where 0 <  α < 1 

·If   α  be close to 0, RTT responds to changes in delay very quickly. 

•If  α   be close to 1, RTT is not affected by short time changes.

Let Retransmission Time be called RTO 
RTO =    β* RTT  

The original standard specified  β    = 2 
Default α   =   0.9 

•Problem: Consider the following situation:

A sends a TCP segment to B. The ACK is not received and the retransmission timer times out.

A retransmits the TCP segment and the value of Retransmission Time is backed off as follows:

Temp_RTO=r *RTO

Where r=2 for first retransmission

Acknowledgement Ambiguity 

•After Retransmission, when Acknowledgement is received, it is NOT known whether it pertains to the first or to the retransmitted segment. 

•A wrong assumption can lead to either too long or too short estimates for RTT and RTO. 
Solution: Karn’s Algorithm 
•Do not  consider the Acknowledgements to Retransmitted segments for updating RTT and RTO. Instead use temporarily the old value of RTO - till an ACK is received for a segment that was not retransmitted.

• Back-off further by 2n where n = number of Retransmissions along a specific connection. 

-> Finally when an Acknowledgement is received without Retransmission, RTT is recomputed. 

•  For loads of up to about 30% the above system works well.  Higher loads lead to higher variance in delay. 

Retransmission Timeout: Modification: Jacobson-Karels algorithm:
•High Variance in Delay:

In 1989, the TCP standard was revised to take into account large variations in Round Trip Time. The new Algorithm is:

DIFF = New_RTT  -  Old_RTT

Smoothed_RTT = Old_RTT  +  ( . DIFF

DEViation = Old_DEV +  ( .(|DIFF|  -  Old_DEV)

RTO = Smoothed_RTT + (. DEV

where DEV = Estimated Mean Deviation

0< ( < 1   (  determines how quickly the new measurement affects the weighted average.
0< ( < 1   (  determines how quickly the new measurement affects DEV.

Comer has reported that 

( = 1/23
(  = 1/22
( = 3 

work well.

TCP Timers 
1.Retransmission Timer: 
Example: The first timeout may be at 1.5 seconds. The next value of timeout may be 3,6,12,24, 48 seconds. The upper limit may be of 64 seconds, repeated 6 times. Thereafter a RST segment may be sent.

2. Persistence Timer:

Some time after a window advertisement  of zero, an ACK giving a non-zero size may be sent. 
If ACK is lost---> Deadlock 
 (because ACK of ACK is not sent) 
To solve the DEADLOCK a Persistence Timer for each connection
 On receipt of Zero Window Advert, the timer is started. When it times out  ->  send a probe (single data byte segment). 

TCP allows sending of one byte of data, even after receipt of a window advertisement of zero. 

The ACK of the probe will never acknowledge the sequence

number of this one byte & it is ignored in calculations of data.
The probe informs the Dest that ACK was lost and it should be resent. 

Value of Persistence Timer: Initial value = Retransmission Time 
If no response to PROBE  --->double the Retransmission Time till a threshold of 60 seconds. 

Then a PROBE is sent every 60 seconds, till the window reopens or till either of the applications, using the connection, close the connection.

3. Keep alive Timer:  Used in Servers to prevent a long idle connection. Timeout = 2 hours 
A PROBE is sent after an idle time of 2 hours. 
If NO RESPONSE --->10 PROBES are sent at intervals of 75 seconds.  No Response to all the ten probes ---> The connection is RST

4. Time-waited 

     Timer value = 2 times the expected lifetime of the largest segment After FIN.
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Reserved TCP Port Numbers
Some of the Reserved Port Numbers:

Example of RTT computation

Initial values: RTT = 1; DEV =0.1.

The network characteristics change and the

measurements of RTT stabilize at 5 for a long

interval. 

Show 4 steps in the calculation of RTT.

Assume: MSS = 1024 bytes; WINDOW = 1 segment of 1024 bytes only. 

Given that ( = ( =1/8; ( = 4
Example: ( = ( =1/8; ( = 4; 
DIFF = New_RTT  -  RTT;                RTT = RTT  +  ( . DIFF; 
DEV = DEV +  ( .(|DIFF|  -DEV);     RTO = RTT + (. DEV
	SNo
	NewRTT
	RTT
	DEV
	DIFF
	RTO

	Segment 1: sent ( at t = 0) with RTO of 1.4. So Seg 1: retransmitted twice ( at t = 1.4 and 4.2 ) with RTO of 2.8 and 5.6, before its Ack is received at t = 5.    Seg 2: sent (at t = 5) with RTO of 5.6.

	1(Seg 2)
	5
	1.5
	0.59
	+4
	3.86

	Segment 3 sent ( at t = 10) with RTO of 3.86. So Seg 3: retransmitted ( at t = 13.86) with RTO of 7.72, before its Ack is received at  t =15. 

Seg 4 sent ( at t = 15) with RTO of 7.72.

	2(Seg 4)
	5
	1.94
	0.95
	+3.5
	5.74

	3 (Seg 5)
	5
	2.32
	1.22
	+3.06
	7.18

	4(Seg 6)
	5
	2.66
	1.40
	+2.68
	8.25


ICMP Errors: 

1.SOURCE QUENCH: CWL is changed to 1 and slow start process is started.

2.HOST UNREACHABLE or NETWORK UNREACHABLE are ignored since these may be transmit errors. 

     TCP continues to retransmit for many minutes and it gives up after a specified maximum time.

Silly Window Syndrome

When the Sender and the Receiver operate at different speeds, there is a possibility of a situation wherein each advertisement, in the acknowledgement, may show a small space available and each segment may carry a small amount of data. (Such segments are called “tinygrams”.)
To see that a TCP implementation does not get into this inefficient syndrome, the TCP standard specifies two steps.

Receive side silly window avoidance 
Rule1: (After advertising a Zero window), wait for a Significant amount of space to become available - before sending an updated window advertisement for a larger window size. 

Significant amount of space is defined as the minimum of 

•one half of the receiver’s buffer or 
•the number of data octets in a maximum sized segment.

Issue:
•Should the ACK be sent with zero window advertisement - till a significant space becomes available? OR
•Should the ACK be delayed?
Delay can lead to
oRetransmissions and 
oConfusing RTT estimates.

Rule2:
Delay the acknowledgement by no more than 500 msec. Moreover the Receiver should acknowledge at least every other segment. (This is so that the Sender receives a sufficient number of RTT estimates.)

Send Side Silly Window Avoidance: Nagle’s Self-clocking Algorithm

Clumping: when a sending application generates additional data to be sent over a connection, for which previous data has been transmitted but not acknowledged,

o
place the new data in the output buffer 

o
do not send it till there is sufficient data to fill a maximum sized segment 

o
if still waiting to send, when an acknowledgement arrives, send all the data in the buffer. 

o
Apply the rule even when PUSH bit is set.

o
If no outstanding ACK is there – then we can send all the data that we have.

ADVANTAGES

o
Self clocking 

o
Takes into account both 


The application programs that generate the data & 


The network speed. 

o

If processing of applications is faster than the transmission on the network, larger segments (Max sized).

o
If N/W is faster than the PR  of APPs, smaller segments. 
Note:

o
Since ACKs arrive fast on a LAN, Nagle’s algorithm leads to clumping of data only for WANs.

o
RFCs require that TCP should implement Nagle’s algorithm. But there should be a way to disable it (for inter-active applications.)

Current Server Implementation of TCP
· A TCP connection is uniquely defined by a socket-pair as 

follow:  Local IP address, Local Port Number 

Foreign IP address, Foreign Port Number

· Three Examples of distinct connections:

Example1: 

144.222.35.5.46252          138.192.32.252.23

Example2:

144.222.35.4.46253          138.192.32.252.23

Example3:

208.176.26.26.47252        222.160.80.252.23

•Note:

•23 is well-known port for Telnet.

•It is assumed that the Internet Server has two interfaces:

138.192.32.252      and   222.160.80.252

•Types of Address Bindings:

Local (Server) Address      Foreign Address       Remarks

LocalIP. LPort               ForeignIP.FPort     Not used much

LocalIP.LPort                *.*                  For single-interface servers

                                                             or where messages from.

                                                             Only one local Interface

                                                             are to be accepted.

*.LPort                           *.*                   Most commonly used
•After 3-way Establishment of connection process has been completed, TCP puts the connection on the queue for the Application.

The application takes connections from the queue, one by one, and converts them to a new server process.

•BSD allows a maximum of 8 such connections in the queues for a particular listening end-point. 

If a ninth request for this listening end-point arrives (when the maximum allowed connections are waiting in the queue for the application to accept them), TCP will not send ACK for the SYN segment. The Sender will therefore retransmit the SYN segment after timeout.           

(This  maximum number of allowed connections in the queue is different from:

•The maximum number of established connections allowed by the system, or

•The maximum number of clients that a current server can handle concurrently.)

•A TCP server does not send a RST message, in response to a SYN which it cannot acknowledge. Because RST would abort the client’s Active Open.

•An application has no way to prevent the establishment of a connection from any particular client. It is only after the connection has been established, that it can send a FIN or a RST segment to close the connection. 

•The pattern of established server processes and the listening process may be as follows:

Rec_Q  Send_Q        Local Add.          Foreign Add.         State

                         222.160.80.252.23  208.176.26.26.47252  Established

                         138.192.32.252.23  144.222.35.5.46253    Established

                         138.192.32.252.23  144.222.35.5.46252    Established

                                *.23                           *.*                      Listen 

All future requests are received at *.23. The established end-point cannot receive SYN segments and the end-point in the Listen State cannot receive data segments.

Example 1 (continued)

Establishing a connection:

Seg1: A to B: SYN, X, WIN=4096, MSS=1460

Seg2: B to A: SYN,Y,ACK=X+1,WIN=6144,MSS=1024

Seg3: A to B: ACK=Y+1, WIN=4096

Sending the data:

Seg4: A to B: Data X+1 to X+1024, ACK=Y+1, WIN=4096

Seg5: A to B: Data X+1025 to X+2048, ACK=Y+1, WIN=4096

Seg6: A to B: Data X+2049 to X+3072, ACK=Y+1, WIN=4096
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TCP Segment: Format 

The Header is of 20-60 bytes in size.
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•Format of MSS Option:

KIND = 2 
LENGTH = 4 

Example 1 (continued)

Seg7: A to B: PUSH Data X+3073 to X+4096, ACK=Y+1, WIN=4096

The Send Buffer is of 4096 bytes. Therefore the PUSH flag is used because it empties the Send Buffer.

Seg8: A to B: Data X+4097 to X+5120, ACK=Y+1, WIN=4096

Seg9: A to B: Data X+5121 to X+6144, ACK=Y+1,

WIN=4096

Seg10: B to A: ACK=X+6145, WIN=2048
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TCP Segment: Format  (continued) 

Normally, out of the last 4 flags, only one may be ON at a time.

Though at the Receiver end, TCP acknowledges the six segments, the application has been able to read only 2048 bytes. So the WIN size is reduced from 6144 bytes to 2048 bytes.

Seg11: A to B: Data X+6145 to X+7168, ACK=Y+1, WIN=4096

Seg12: A to B: FIN, PUSH, Data X+7169 to X+8192, ACK=Y+1, WIN=4096

This will stop the flow of data from A to B.

Seg13: B to A: ACK=X+6145, WIN=4096

Now the WIN increases from 2048 to 4096, so after ACK (Seg10) another ACK (Seg13) for X+6145

Seg14: B to A: ACK=X+8194, WIN=2048

TCP acknowledges all the bytes. But WIN is 2048 i.e. 4 segments are yet to be read by the application.

Seg15: B to A: ACK=X+8194, WIN=4096

Seg16: B to A: ACK=X+8194, WIN=6144

15 & 16 are called WINDOWS UPDATES.

Seg17: B to A: FIN, ACK=X+8194, WIN=6144

Seg18: A to B: ACK=Y+2, WIN=4096

12,16,17 and 18 constitute the 4-way closing the connection.

Note: 

1.If the application were to perform 8 writes of 1024 bytes each, each send of 1024 bytes will have a PUSH since it would  be emptying the buffer.

2.Delayed ACK: The receiver does not have to wait for the receive-buffer to be full before sending the ACK. 

Some TCP implementations (not the one shown in the example) send ACK for every second segment that is received. However as soon as the first segment is received, a delayed ACK-timer is started. If the timer times out, before the second segment has been received, the ACK for only one segment may be sent.

Example2: Urgent Pointer

Send Buffer 8192 bytes A

Receive Window 4096 bytes B

Send Window 4096 bytes

                MSS 1024 bytes

The application performs 4 writes of 1024 bytes each. Then it writes 1 byte of urgent data. Thereafter it performs 2 writes of 1024 bytes each.

Establishing a connection:

Seg1: A to B: SYN, X, WIN=4096, MSS=1024

Seg2: B to A: SYN, Y, ACK=X+1, WIN=4096, MSS=1024

Seg3: A to B: ACK=Y+1, WIN=4096

Sending the data

Seg4: A to B: PUSH, Data X+1 to X+1024, ACK=Y+1, WIN=4096

Seg5: A to B: PUSH, Data X+1025 to X+2048, ACK=Y+1,

WIN=4096

Seg6: A to B: PUSH, Data X+2049 to X+3072, ACK=Y+1,

WIN=4096

Seg7: A to B: PUSH, Data X+3073 to X+4096, ACK=Y+1,

WIN=4096

Now the application writes 1 byte of Urgent data into the Sender Buffer. The Sender cannot send any further data till it receives an ACK. So it sends a dataless segment.

Seg8: A to B: ACK=Y+1, WIN=4096, URG=X+4097

The application writes 1024 bytes. For every application write, the TCP output module is called. This leads to another dataless segment.

Seg9: A to B: ACK=Y+1, WIN=4096, URG=X+4097

Seg10: B to A: ACK=X+3073, WIN=1024

Seg11: A to B: Data X+4097 to X+5120, ACK=Y+1, WIN=4096, URG=X+4097

Seg12: B to A: ACK=X+4097, WIN=0

Seg13: B to A: ACK=X+4097, WIN=2048

Seg 13 is the Window Update.

Seg14: A to B: Data X+5121 to X+6144, ACK=Y+1, WIN=4096

Seg15: A to B: FIN, PUSH, Data X+6145, ACK=Y+1, WIN=4096

Seg16: B to A: ACK=X+6147, WIN=2048

Seg17: B to A: ACK=X=6147, WIN=4096

Seg18: B to A: FIN=Y+1, ACK=X+6147, WIN=4096

Seg19: A to B: ACK=Y+2, WIN=4096

Segments 15, 16,18,19 constitute the procedure for closing of connection.
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Some of the reserved TCP Port Numbers

ICMP Errors: 

1.SOURCE QUENCH: CWL is changed to 1 and slow start process is started.

2.HOST UNREACHABLE or NETWORK UNREACHABLE are ignored since these may be transmit errors. 

     TCP continues to retransmit for many minutes and it gives up after a specified maximum time.

Silly Window Syndrome 

When the Sender and the Receiver operate at different speeds, there is a possibility of a situation wherein each advertisement, in the acknowledgement, may show a small space available and each segment may carry a small amount of data. (Such segments are called “tinygrams”.)
To see that a TCP implementation does not get into this inefficient syndrome, the TCP standard specifies two steps. 

Receive side silly window avoidance 
Rule1: (After advertising a Zero window), wait for a Significant amount of space to become available - before sending an updated window advertisement for a larger window size. 

Significant amount of space is defined as the minimum of 

•one half of the receiver’s buffer or 

•the number of data octets in a maximum sized segment. 

Issue:

•Should the ACK be sent with zero window advertisement - till a significant space becomes available? OR

•Should the ACK be delayed?

Delay can lead to

o
Retransmissions and 

o
Confusing RTT estimates. 
Rule2:
Delay the acknowledgement by no more than 500 msec. Moreover the Receiver should acknowledge at least every other segment. (This is so that the Sender receives a sufficient number of RTT estimates.)

Note: In acknowledgement of a FIN segment, even a small window is advertised, since in such a case,  we would not expect any further data segment.
Send Side Silly Window Avoidance: Nagle’s Self-clocking Algorithm 
Clumping: when a sending application generates additional data to be sent over a connection, for which previous data has been transmitted but not acknowledged,

· place the new data in the output buffer 

· do not send it till there is sufficient data to fill a maximum sized segment 

· if still waiting to send, when an acknowledgement arrives, send all the data in the buffer. 

· Apply the rule even when PUSH bit is set.

· If no outstanding ACK is there – AND-

if  the data that we have or the data that we can send is small in size, start the Persistence Timer.

If even when the timer times out, we are not able to 

send a segment with a data size equal to MSS, we

send whatever data we are able to send.

(The limit on the size of the data that we can send may be because 
the application may not have written more 

data into TCP buffer. Or it may be due to a

small size of window advertised by the

receiver.)

  Or we can send all the data that we have, even if it is small in size, if Nagle’s Algorithm has been dis-abled. 

ADVANTAGES

o
Self clocking 

o
Takes into account both 

•
The application programs that generate the data & 

•
The network speed. 

•If processing of applications is faster than the transmission on the network, larger segments (Max sized).

•If N/W is faster than the PR  of APPs, smaller segments. 
Note:

•Since ACKs arrive fast on a LAN, Nagle’s algorithm leads to clumping of data only for WANs.

•RFCs require that TCP should implement Nagle’s algorithm. But there should be a way to disable it (for inter-active applications.)

Problem 3

•Sender application does 6 Writes of 1024 bytes each.

•The Sender and the Receive buffers are of 4096 bytes each.

•MSS = 1024 bytes

•The Receiver application is slow:

–It performs reads of 256 bytes each.

–It does the first Read after a pause of 4 seconds after establishment of connection. 

–It pauses between subsequent Reads for 2 seconds each.

•Assume:

–Default value of Persistence Timer is 5 seconds.

–The RTT and the processing time in TCP in the two hosts is of the order of microseconds. So it may be neglected as compared to the time of persistence time or the pause times in reading.

Problem 3: Solution
Establishing a connection:

Seg1: A to B: SYN, X, WIN=4096, MSS=1024

Seg2: B to A: SYN,Y,ACK=X+1,WIN=4096,MSS=1024

Seg3: A to B: ACK=Y+1, WIN=4096

Sending the data

Seg4: A to B: PUSH, Data X+1 to X+1024, ACK=Y+1, WIN=4096

Receive Buffer: data = 1024;  free = 3072    

Seg5: A to B: PUSH, Data X+1025 to X+2048, ACK=Y+1,

WIN=4096

Receive Buffer: data = 2048;  free = 2048    

Seg6: A to B: PUSH, Data X+2049 to X+3072, ACK=Y+1, WIN=4096

Receive Buffer: data = 3072;  free = 1024    

Seg7: A to B: PUSH, Data X+3073 to X+4096, ACK=Y+1, WIN=4096

Receive Buffer: data = 4096;  free = 0

Seg8: B to A: ACK=X+4097, WIN=0

The Persistence Timer (default time = 5sec) is started in A.

In B, the application will read the data after 4

seconds.
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Neglect the time taken for executing the above steps.
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At 5 sec, the persistence timer times out and a Probe is sent.

Seg9: A to B:  Data X+4097, ACK=Y+1, WIN=4096

Seg10: B to A: ACK=X+4098, WIN=0

Receive Buffer: data = 3841;  free = 255

The Persistence Timer is again started in A.

•Receive Buffer

•Time        data                       free area

•6               3585                    511

•8               3329                    767

•10             3073                    1023

At 10 sec, the persistence timer again times out and a Probe is sent.

Seg11: A to B:  Data X+4098, ACK=Y+1, WIN=4096

Receive Buffer: data = 3074;  free = 1022

Seg12: B to A: ACK=X+4099, WIN=0

Silly Window Syndrome: 1022 < Max Segment Size. So WIN = 0

•Receive Buffer

•Time        data                       free area

•12             2818                     1278

•14              2562                    1534

At 15 sec, the persistence timer again times out and a Probe is sent.

Seg13: A to B:  Data X+4099, ACK=Y+1, WIN=4096

Receive Buffer: data = 2563;  free = 1533

Seg14: B to A: ACK=X+4100, WIN=1533

Seg15: A to B:  Data X+4100 – X+5123, ACK=Y+1, WIN=4096

Receive Buffer: data = 3587;  free = 509

Seg16: B to A: ACK=X+5124, WIN=509

Even though the window size is less than

1024, it is advertised because the right edge

of a widow cannot be moved to the left.

•However the sender does not send 509 bytes immediately due to SILLY WINDOW syndrome.

•Instead it starts the Persistence Timer.

•Receive Buffer

•Time        data                       free area

•16             3331                     765

•18              3075                    1021

•20               2819                    1277

At 20 sec, the persistence timer again times out. Since the window has not become bigger even though we have waited for 5 seconds,  509 bytes are sent out.

Seg17: A to B:  Data X+5124 – X+5632, ACK=Y+1, WIN=4096

Receive Buffer: data = 3328;  free = 768

•Due to Silly Window Syndrome, 768 bytes are not advertised.

Seg18: B to A: ACK=X+5633, WIN=0

•Receive Buffer

•Time        data                       free area

•22             3072                     1024

•24              2816                    1280

At 25 sec, the persistence timer again times out and a Probe is sent. 

Seg19: A to B:  Data X+5633, ACK=Y+1, WIN=4096

Receive Buffer: data = 2817;  free = 1279

Seg20: B to A: ACK=X+5634, WIN=1279

The application has only 511 bytes to send.

Seg21: A to B: FIN PUSH, Data X+5634 to X+6144, ACK=Y+1, WIN=4096

Receive Buffer: data = 3328;  free = 768

Seg22: B to A: ACK=X+6146, WIN=768

•Receive Buffer

•Time        data                       free area

•26             3072                     1024

•28             2816                     1280

•30             2560                     1536

•Receive Buffer

•Time        data                       free area

•32             2304                     1792

•34             2048                     2048

•36             1792                     2304

•38              1536                     2560

•40               1280                     2816

The earlier win ad was for 768 bytes. 2816 bytes  is 2048 bytes larger. So a window update is sent.

Copy of a previous slide: TCP:  General Comments

3. ACK: Many TCP implementation send another ACK segment, called Window Update, if the size of the window increases by :

---- either two maximum sized segments;

---- or 50% of the maximum possible window size.

Problem 3: Solution (continued)

Seg23: B to A: ACK=X+6146, WIN=2816

•Receive Buffer

•Time        data                       free area

•42             1024                     3072

•44             768                       3328

•46             512                       3584

•48             256                       3840

•50             0                           4096

•Read EOF 0                           4096    

Seg24: B to A: FIN ACK=X+6146, 

            WIN = 4096

Seg25: A to B:  ACK=Y+2, WIN=4096

Seg 21,22,24 and 25 constitute the Closing process.

Current Server Implementation of TCP
•A TCP connection is uniquely defined by a socket-pair as follow:

Local IP address, Local Port Number

Foreign IP address, Foreign Port Number

•Three Examples of distinct connections:

Example1: 

144.222.35.5.49252          138.192.32.252.23

Example2:

144.222.35.4.49253          138.192.32.252.23

Example3:

208.176.26.26.50252        222.160.80.252.23
•Note:

•23 is well-known port for Telnet.

•It is assumed that the Internet Server has two interfaces:

138.192.32.252      and   222.160.80.252

•Types of Address Bindings:

Local (Server) Address      Foreign Address       Remarks

LocalIP. LPort               ForeignIP.FPort     Not used much

LocalIP.LPort                *.*                  For single-interface servers

                                                             or where messages from.

                                                             Only one local Interface

                                                             are to be accepted.

*.LPort                           *.*                   Most commonly used           

•After 3-way Establishment of connection process has been completed, TCP puts the connection on the queue for the Application.

The application takes connections from the queue, one by one, and converts them to a new server process.

•BSD allows a maximum of 8 such connections in the queues for a particular listening end-point. 
If a ninth request for this listening end-point arrives (when the maximum allowed connections are waiting in the queue for the application to accept them), TCP will not send ACK for the SYN segment. The Sender will therefore retransmit the SYN segment after timeout.           

(This  maximum number of allowed connections in the queue is different from:

•The maximum number of established connections allowed by the system, or

•The maximum number of clients that a current server can handle concurrently.)

•A TCP server does not send a RST message, in response to a SYN which it cannot acknowledge. Because RST would abort the client’s Active Open.

•An application has no way to prevent the establishment of a connection from any particular client. It is only after the connection has been established, that it can send a FIN or a RST segment to close the connection. 

•The pattern of established server processes and the listening process may be as follows:

Rec_Q  Send_Q        Local Add.          Foreign Add.         State

                         222.160.80.252.23  208.176.26.26.49252  Established

                         138.192.32.252.23  144.222.35.5.49253    Established

                         138.192.32.252.23  144.222.35.5.49252    Established

                                *.23                           *.*                      Listen 

All future requests are received at *.23. The established end-point cannot receive SYN segments and the end-point in the Listen State cannot receive data segments.

TCP Package: A Simplified Version

 
[image: image7]

PROTOCOL CONTROL BLOCKS

· Data structures, common for UDP and TCP 

                              ( not used by ICMP, IGMP or IP)

· PCBs store

· Remote and local IP addresses

· Remote and local port numbers

· Pointer to IP options in the buffer memory

· Pointer to the routing table entry for the destination

· A copy of IP header ( Default values: TOS = 0; TTL = 64)

· Pointer to IP multicast options

Transmission Control Blocks (TCBs)
· TCBs: for holding information about each connection

· Common fields in a TCB

States of a Client 

· Established Connection:

· FIN-WAIT I: TCP (Active close side) sends a FIN segment (the FIRST in a 4-step closing process) to the other end → enters the FIN-WAIT I;  remains in the state till it receives an ACK segment (the SECOND in the 4-step process) from the other end.

· FIN-WAIT II: Enters the state on receiving the ACK segment; It remains in the state until it receives a FIN segment (the THIRD in the 4-step process) from the other end, and until it sends an ACK (the FOURTH in the 4 step process.)

· Time- Wait State: Enters it after sending the ACK segment; sets a timer to ensure that TCP connection is able to retransmit the ACK if the ACK segment is lost (loss of ACK indicated by the receipt of a second FIN segment of the THIRD step); Remains in the state till the timer times out.
· Closed State: Enters it when the Time- Wait timer times out; Remains in the state till it does an Active Open by sending a SYN segment

· SYN-SENT State: Enters it when it sends a SYN segment (the FIRST in a 3-step establish connection process) side; Remains in the state till it receives a SYN+ACK segment ( the SECOND in a 3-step process) from the other end.

Comments:


[image: image8]
· A client sends the SYN segment: for beginning the process of establishing a connection, when it receives an Active-Open command from an application process. 

· When the client’s TCP is in the SYN-SENT state, after receiving the  SYN + ACK segment, it sends an ACK segment (the Third in a 3-step process) to the other side. Then it enters the established state.

States of the Server
· CLOSED: Enters it on receipt of ACK segment (the FOURTH step in a 4 step closing connection process); remains in the sate till it receives a  PASSIVE- open command from the server process.

· LISTEN: Enters it on receipts of a passive -open command from the server process; After it receives  a SYN segment (the FIRST step in a 3-step establishing connection process), it sends a SYN + ACK segment (the second in a 3-step process) and goes to the next state.
·  SYN-RCVD: Enters after sending a SYN + ACK segment (the SECOND in a 3-step process); On receipt of an ACK segment (the THIRD in the 3-step process) it goes to the next state.
· ESTABLISHED : Enters the state on receipt of the ACK segment (the THIRD in the 3-step connection establishment process); remains in the state until it receives a FIN segment (the FIRST in a 4-step Closing connection process) and issues an ACK segment ( the SECOND in the 4-step process)
· CLOSE- WAIT: Enters the state after issuing on ACK segment (the SECOND in the 4 step process); remains in the state till the server process gives a CLOSE command and TCP issues a FIN segment (the THIRD in the 4-step  process)

· LAST- ACK: Enters the state after issuing a FIN segment ( the THIRD in the 4-step process); remains in the state until it receives an ACK segment (the FOURTH in the 4-step process). On receipt of the ACK segment (the FOURTH in the 4-step process ), TCP enters the CLOSED state.
View from Server side:
Symbol: Input to the TCP of server/output from the TCP of server
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Abnormal State: Simultaneous Closure by the applications of client and server:
Symbol: Input to the TCP of client/output from the TCP of client. Two Possibilities
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Assumptions  for the above state transition diagrams:
· The Client is ACTIVE OPEN and ACTIVE CLOSE 

· The Server is PASSIVE OPEN and PASSIVE CLOSE 

[image: image12]
Client States 
------------------------------------------------------------------------------------------------------------
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Server States
---------------------------------------------------------------------------------------------------

[image: image14]
TCP Finite State Machine
----------------------------------------------------------------------------------------------------------

· ABNORMAL CLOSURES: 

· (I) self-loop, in red color,  with CLOSED: Any message received in the CLOSED state of TCP gets a response of RST. 
    

· (II) A Server can revert the LISTEN state back to CLOSED state. 
  

· (III) (An active open client will send a SYN segment on receiving ACTIVE      OPEN  command from the application process) 

·   After sending the SYN segment, it can revert back from SYN-SENT to CLOSED state as follows: 
     (a) By receipt of a close command from the application process 
     (b) By a repeated timeout of retransmission timer 
            (c) By receipt of RST 

· (IV) A Server TCP can revert back from SYN  RCVD to LISTEN state 
on receipt of RST 

Simultaneous Open: 

· Both Sides 

· receive ACTIVE OPEN command from their respective application processes 

· establish TCBS 

· issue SYN

·  ( SYN-SENT state 

· On receipt of SYN, each of the two sides reissues its SYN and ACK the other side’s SYN. 

   (  Both sides enter the SYN-RCVD 

· On receipt of the two ACKs by the two sides, the connection is established. 

· Simultaneous OPEN:

·  requires that the two sides know each other’s port number 

· an unlikely scenario 

· uses four segments 
(rather than 3 for the normal connection establishment process)

Simultaneous Close:
· Both Sides

·  receive close command form their respective application processes, nearly simultaneously

· issue FIN

· enter FIN-WAIT I STATE 

· Then both sides on receipt of FIN from the other side, issue ACK and enter the closing state. 

· On receipt of ACK from the other side, both sides enter the TIME-WAIT state. 

· When the timer expires, both enter the CLOSED state. 

· Simultaneous Close uses 4 segments 
Other Fields in TCBs
· Process: Client or Server 

·   Socket Address for connection

· local IP Address 

· Local port number 

· Remote IP address 

· Remote port number 

· Interface: Local Interface used for the connection 

·   Local window -with sub-fields like variable pointers – 

· SND UNA 

· SND NXT 

· SND WND 

· RCV NXT 

· RCV WND 
· Remote window (with subfields like advertised window, congestion window, pointers etc) 

·  Sending sequence number 

· Receiving sequence number

· Sending ACK number: which has been sent

·  Round trip time (with subfields like DEV) 

· Timeout values ( for retransmission timers, persistence timers, keep-alive timer, Time-wait timer) 

General Comments
· TCB is a data structure 

· Contains all information about the connection.

· Implements the connection

· Implements the sliding window mechanism 

· Provides statistics about the use of connection 

· Each of the two devices, at the two ends, maintains its own TCB 

· The TCB is established, when each device moves out of the CLOSED state at the start of the process of connection establishment.

· TCP maintains one TCB for each  active connection 

EXAMPLE (Only some fields are shown. The example considers the window pointers as variables. Other variables: assumed constant.) 

· Statement: 
Client 



Server 
ISN=1000


              ISN=24024 
RCV WND =2048 bytes     

RCV WND= 4096 bytes

            MSS=1024 bytes


MSS=1024 bytes

Steps: 

· 1 Client Sends a segment of 1024 bytes 

· 2. Server ACKS the segment A1. It send a segment  blog 1024 
bytes 

· 3. Client sends ACK for B1 and sends 4 segments (A2, A3, A4 and A5) of 1k each.

· 4. Server sends ACK for 4 and sends 2 segment (B2 and B3) of 1k each and FIN 

· 5. Client sends ACKS two and 1 segment (AG) of 1k and FIN 

· 6. Server ACKs AG and sends B4 and B5 

· 7. Client ACKs B4 and B5 

· 8. Server sends B6 and FIN 

· 9. Client ACKS B6. 

· 10. Server received ACK 

· 11. Server receives ACK. Time-WAIT timer at client times out. 
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Revisiting Timers

In all there are 7 timers in TCP:

1. Connection-establishment or SYN timer: 


At the active open end;


starts when a SYN is sent to establish a new connection. 
If the sender doesn't receive an ACK within 75 seconds, the connection establishment is aborted. 

2. Retransmission timer: The value is calculated dynamically based on RTT.

3. Delayed ACK timer: is set when TCP receives data that must be acknowledged but need not be acknowledged immediately. 

· The delayed ACK timer: When it is set, a delayed ACK must be sent the when the timer expires (if before that another packet is not received).  

· Default values of delayed-ACK Timer: 500 ms (for BSD) or 300-ms (for Linux). 

     (Silly Window Syndrome: Receive side: Use either Clark’s solution or use Delayed Ack)

4. Persistence Timer

5. Keep-alive timer

6. Time-wait timer

FIN_WAIT-2 timer: 


PROBLEM: The active close side, after receiving segment 2, goes into FinWait-2 state. It may remain indefinitely in this state (and the other end may remain in the CloseWait state. )

 
BSD implementation went beyond the TCP specifications to solve this problem. It added a timer.


The timer is set to 10 minutes when a connection moves from the FIN_WAIT_1 to the FIN_WAIT_2 and the connection cannot send any more data. 


When this timer expires it is reset to 75 seconds. 


When it expires, the connection is dropped.

Differences 

· For the other six timers: The timers are pre-set counters that are decremented by 1 every time TCP's 500-ms timer expires. When any one of the counters reaches 0, one of the following actions is taken: 

· SYN Timer: Drop the connection. 

· Retransmission Timer: Retransmit a segment. 

· Persistence Timer: Transmit ‘a probe’/ ‘a segment with less than MSS data’.

· Keep-alive Timer: Send a Keep-alive probe. 

· Time-Wait Timer: Keep the connection alive for 2 MSL for receiving any retransmission of the Fin segment, if the other side has not received the Ack.

· FIN_WAIT-2 timer: to close the connection to avoid an indefinite stay in the FinWait-2 state. 

Efficiency

Factors which affect the efficiency adversely:

· Ethernet: Preamble 8 bytes; DA and SA 6 bytes each; Type 2 bytes; CRC 4 bytes

· Inter-frame gap

· TCP and IP header

· Padding for Ack ( 6 bytes for making a min of 46 bytes in Ethernet)

Long Fat pipes  and PAWS 

· PAWS: Protection Against Wrapped Sequence-Numbers

· Particularly a severe problem for long fat pipes. 

· Use 32 bits of Time Stamp option to effectively increase the Sequence Number so that wrapping may not occur in a short interval.

· For Long fat pipes, the optimum window size also becomes large. 

   If window > 65535 bytes, use Window Scale Factor option. This takes the effective window to 232 bytes. 

Input Queue Management at Routers 

· TAILDROP policy: When the queue fills up the last packet is dropped. 

    ( The sender TCP reduces the throughput.

· Congestion for some time: 

·  Drop of 1 packet each from N connections,

· rather than from (a) hot TCP connection(s)  only 

· Random Early Detection/Drop/Discard (RED) 
Pseudo-code:  Q = the (newly measured ) queue length

· If  Q < Qmin , add incoming datagram,  where Qmin is the lower threshold of queue size.

· If Q > Qmax , discard the incoming datagram, where Qmax is the upper threshold of queue size.

· If T < Q < Qmax , randomly discard with probability p. 

Probability: 

· Q< Qmin ,  p = 0 

· Q > Qmax , p = 1 

· for Qmin < Q < Qmax ,  p depends upon the weighted average of queue length and the size of a packet in octets. 

·     The weighted average AVG: used so that a burst of datagrams does not bias the value of p.

Calculation of Weighted Average of Queue Size
AVG= (1-γ) * Old_AVG + γ * Q 
where γ is a parameter, to be set by the user.

· If γ is small, AVG tracks long-term trend and is unaffected by bursts. 

p   = F (AVG, size of packet in octets)

( smaller packets (like ACKS) are not dropped. This avoids unnecessary retransmission. 
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		URG

		Urgent pointer field is valid



		ACK

		Acknowledgement field is valid



		PSH

		This segment requests a Push



		RST

		Reset the Connection



		SYN

		Synchronize Sequence Numbers (for initiating a connection)



		FIN

		Sender has reached the end of its byte stream (for closing the connection)
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