Closing Process………. Revisited

During closing of connection, there can be following additional states in the State Transition diagram: 
· FIN_WAIT1: AT THE CLIENT: The application shuts down. TCP sends the last data with FIN to the server and moves into this state.

·  FIN_WAIT2: AT THE CLIENT: On receipt of the Ack from the server, TCP moves into the state. Waiting for the server to shutdown.

· CLOSE_WAIT: AT THE SERVER: The client has shutdown and is waiting for us to finish writing our data and to shutdown.

· LAST_ACK: AT THE SERVER: The server has shutdown after the client has shutdown. However the client has yet to acknowledge the segment. 

· CLOSING: AT THE CLIENT: both applications are closing nearly simultaneously; The Fin segments may be received by each side from the other side. But Ack from the server may not have been received.

Note: The client is the Active Close side. The server is the Passive Close side.

Closing a TCP connection (continued) 

              Active Close




Passive Close
   SENDERA 






RECEIVER  B
Application Close                                                                            REC FIN
    Send FIN, SEQ=P


Segment 1




              Inform Application by                                                                                                                                         delivering EOF

SEND ACK=P+1

                                             Segment 2
           REC ACK



                                             Application Closes connection

                                      Segment 3                              Send FIN, SEQ=Q, ACK=P+1
REC FIN + ACK

Inform Application by 

delivering EOF, Time-Wait

      SEND ACK=Q+1
                           Segment 4

                                                              REC ACK
State Transition Diagram

Normal:
Symbol: Input to the TCP of client/output from the TCP of client.
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View from Server side:

Symbol: Input to the TCP of server/output from the TCP of server
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Abnormal State: Simultaneous Closure by the applications of client and server:

Symbol: Input to the TCP of client/output from the TCP of client.
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Closed: imaginary start and end point of connection (not really a state)

Revisiting Timers

In all there are 7 timers in TCP:
1. Connection-establishment or SYN timer: 

· At the active open end;

· starts when a SYN is sent to establish a new connection. 
If the sender doesn't receive an ACK within 75 seconds, the connection establishment is aborted. 

2. Retransmission timer: The value is calculated dynamically based on RTT.


3. Delayed ACK timer: is set when TCP receives data that must be acknowledged but need not be acknowledged immediately. 
 In BSD the timer is set to 500 ms. In Linux, the setting is 300ms.
(Silly Window Syndrome: Receive side: Use either Clark’s solution or use Delayed Ack)

4. Persistence Timer

5. Keep-alive timer

6. Time-wait timer

7. FIN_WAIT-2 timer: 
   PROBLEM: The active close side, after receiving segment 2, goes into FinWait-2 state. It may remain indefinitely in this state (and the other end may remain in the CloseWait state. )

BSD implementation went beyond the TCP specifications to solve this problem. It added a timer.

The timer is set to 10 minutes when a connection moves from the FIN_WAIT_1 to the FIN_WAIT_2 and the connection cannot send any more data. 

When this timer expires it is reset to 75 seconds. 

When it expires, the connection is dropped.

    Differences
· The delayed ACK timer: When it is set, a delayed ACK must be sent the next time TCP's 500 (for BSD) or 300-ms (for Linux) timer expires. 

· For the other six timers: The timers are pre-set counters that are decremented by 1 every time TCP's 500-ms timer expires. When any one of the counters reaches 0, one of the following actions is taken: 
· SYN Timer: Drop the connection. 

· Retransmission Timer: Retransmit a segment. 

· Persistence Timer: Transmit ‘a probe’/ ‘a segment with less than MSS data’.

· Keep-alive Timer: Send a Keep-alive probe. 

· Time-Wait Timer: Keep the connection alive for 2 MSL for receiving any retransmission of the Fin segment, if the other side has not received the Ack.

· FIN_WAIT-2 timer: to close the connection to avoid an indefinite stay in the FinWait-2 state. 

Efficiency

Factors which affect the efficiency adversely:

· Ethernet: Preamble 8 bytes; DA and SA 6 bytes each; Type 2 bytes; CRC 4 bytes

· Inter-frame gap

· TCP and IP header

· Padding for Ack ( 6 bytes for making a min of 46 bytes in Ethernet)

Long Fat pipes  and PAWS 

PAWS: Protection Against Wrapped Sequence-Numbers

Particularly a severe problem for long fat pipes. 

Use 32 bits of Time Stamp option to effectively increase the Sequence Number so that wrapping may not occur in a short interval.

For Long fat pipes, the optimum window size also becomes large. 

If window > 65535 bytes, 

    use Window Scale Factor option. This takes the effective window to 232 bytes.  

