WLAN Access Point Attacks


Introduction

Wireless LANs are fairly easy targets for attacks. Access control attacks make use of wireless or evading WLAN access control measures like AP MAC filters and 802.1X port access controls to penetrate a trusted network. There are several types of attacks that fall under this category. A brief description of each is given below along with possible tools and methods that can be used to implement or simulate those in a lab.

War Driving:

In this attack, wireless LANs are discovered by means of listening to web beacons or sending probe requests over a connection. Once a point of penetration is detected in the network, further attacks are then launched. 

Dstumbler, KisMAC, MacStumbler, NetStumbler, WaveStumber and Wellenreiter are a few tools that can be used to simulate this type of attack.

Rogue Access Points

An unsecured access point is installed inside firewall in order to create a backdoor into a trusted network. Any hardware or software access point can be used to simulate this type of attack.

Ad Hoc Associations

In this attack, host is connected to an unsecured station to avoid access point security or to attack a particular station. This attack can be simulated using any wireless card or a USB adapter.

MAC Spoofing

By simulating this attack, attacker reconfigures its MAC address to appear as an authorized access point to a host on a trusted network. Bwmachack, changemac.sh, SirMACsAlot, SMAC, Wellenreiter, wicontrol are a few tools that are used to simulate the spoofing of MAC addresses.

802.1X RADIUS Cracking

Brute force is applied from the 802.1X access request in order to recover/retrieve RADIUS secret. The attacker then uses it and acts as an evil twin access point. A packet capture tool on LAN can be used to trigger this attack or just having knowledge of the network between the access point and the RADIUS server is just as good enough.

Reference:

http://searchsecuritychannel.techtarget.com/tip/0,289483,sid97_gci1231653,00.html
Last accessed on August 14, 2008

Following is a list of more WLAN attacks taken from a WiFi Manager website, given below. This WiFi Manager is available to serve the purpose of detecting and managing these attacks. Each of these attacks are hyperlinked which individually leads to their prospective page on the website.

http://manageengine.adventnet.com/products/wifi-manager/wireless-lan-attacks.html
(Last accessed on August 14, 2008)

· Duration Attack 

· Association Flood Attack 

· Disassociation Flood Attack 

· Authentication Failure Attack 

· Authentication Flood Attack 

· Deauthentication Flood Attack 

· RF Jamming Attack 

· EAPOL-Start Attack 

· EAPOL-Logoff Attack 

· Disassociation Broadcast Attack 

· Deauthentication Broadcast Attack 

· Access Point Overloaded 
· Improper Broadcast Packet Attack
