Brute Force: An automated or manual process of trial and error used to guess the password protecting a system. This can be prevented by only allowing strong passwords to be set at the time of creating a user account (E.g. non-words, with numbers and other characters and minimum size). Password should be first encrypted using symmetrical encryption and then stored in the database.

Buffer overflow: Occurs when a user tries to feed more data in to the program than was intended by the programmer. The excess data overflows the boundaries of the buffer into which it is placed. The overflow data in the case of a hacker could be malicious code to be executed in system to cause failure or access confidential information. Developer’s should be encouraged to write secure code, which checks buffer boundaries (e.g. strncpy() instead of strcpy()).

Buffer overflows are commonly used by hackers and viruses to introduce malicious code into the system. For example the Zotob, Sasser or LovSan /

MSBlaster worms used such a technique to attack remote systems.

SQL Injection: SQL injection is a technique that exploits a security vulnerability occurring in the database layer of an application. It can occur when a user data validation is not implemented which could result in an execution of malicious code. To protect against SQL injection, user inputs must not directly be embedded in SQL statements. Instead, user inputs must be escaped, or parameterized statements must be used. Such attacks can also be prevented by using symmetrical encryption to store data in the database. E.g. placeholders or bind variables must be used instead of embedding user inputs directly in the SQL statement.
Null Injection: An exploitation technique used to bypass sanity checking filters by adding URL encoded null-byte characters to user-supplied data. When developers create web applications in a variety of programming languages, these web applications often pass data to underlying lower level C-functions for further processing and functionality. If a user-supplied string contains a null character

(\0), the web application may stop processing the string at the point of the null.

Null Injection is a form of a meta-character Injection attack.

Prevention: All of the above security vulnerabilities can be minimized by keeping all software patched with the latest updates and virus definitions. Not allowing end users to log into their computers with Admin or root accounts.
Websites should enforce strong passwords (e.g. non-words, with numbers and other characters and minimum size). Enable firewall to restrict unwanted incoming and outgoing traffics from different ports, which could also be used to prevent DoS attacks and possibly use an Intrusion Detection System (IDS).

Developers should be educated to use proper coding techniques and website design to use Brute Force checks, Buffer overflow checks, SQL Injection checks etc. Most of the security vulnerabilities can be minimized by user data input validation on both the client and the server side.
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