Facebook

Introduction

Facebook is a social networking website designed for people to “connect and interact” with each other. Members can add friends, send messages and also create a personal profile to display information about themselves. Mainly teenagers and adults throughout the world use it.  

Mark Zuckerberg launched Facebook on February 4th, 2004. He registered thefacebook.com in 1997; the domain name facebook.com was an already existing registered domain name. Zuckerburg bought the domain name facebook.com on August 23, 2005 for $200,000.  When Facebook was first launched, it was restricted to students of Harvard.  Within the first month of its launch, more then half of the undergraduate students from Harvard were members. Dustin Moskovitz and Chris Hughes to help promote and maintain the site then joined Zuckerberg. In March 2004, Facebook expanded to all the Ivy League schools and eventually expanded to most universities in USA and Canada. In September 2005, Facebook introduced a high school version via an invitation only process. On September 26, 2006, Facebook was introduced to anyone over the age of 13 with a valid e-mail address.  
Features
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-Networks: to allow users to connect with members of the same network according to region, school, workplace, etc.  

-Wall to allow users to post messages for others to see

-Pokes, which allows users to send virtual pokes to each other

-Photo Sharing, allows users to upload and share photos and also tag friends in them

-Status Updates, users can notify each other about their actions or whereabouts

-News Feed, displays information about other users on the current user’s homepage

-Facebook Notes, A blog-like application

-Facebook Chat, a Comet-based chat application to allow users to communicate using an IM interface with just their web browsers

-Facebook Gifts, allows users to send gifts to other users for the cost of $1 each including an attached personal message

-Facebook Marketplace, allows users to post classified ads for other users to view

-Facebook Platform allows users to develop all kinds of applications for endless possibilities

Security Vulnerability

Following are a few highlighted issues regarding privacy and security that Facebook.com has dealt with in the past years so far.

Data Mining:

On December 14, 2005, two MIT students were able to download 70,000 Facebook profiles using an automated shell script as part of a research project on Facebook privacy.

In an article published by BBC dated May 1, 2008, a BBC technology program demonstrated that the issue of data mining still remains open in Facebook. The link to the article is given below for your convenience.

http://news.bbc.co.uk/2/hi/programmes/click_online/7375772.stm
Last accessed on August 15, 2008

Malicious Code/Malware:

Facebook applications are growing in number day by day. When one person adds an application, he or she is asked to invite 10 or so number of friends to add the application prior to be able to make use of that particular application. A lot of application developers, make advantage of this privilege and develop applications that carries malicious code with it. The motive behind creating such an application is solely to get a hold of private and confidential information that a person or his/her friends may have on their Facebook profiles. There are many third party commercials being promoted on a person’s Facebook profile. In one particular case, the worm Win32.Koobface.b was targeted at Facebook users. It created spam messages and sent them to the infected users’ friends via Facebook website. The victim’s machine is transformed into a zombie computer in order to form botnets. 

More detail on how Facebook is acting as a platform to distribute malware is given in the articles below. 

The first article was published by PC Magazine on May 8, 2008. The link is given below for your convenience:

http://www.pcmag.com/article2/0,2817,2327272,00.asp
Last accessed on August 15, 2008

The second article was published by pandasecurity.com. The link is given below for your convenience. 

http://www.pandasecurity.com/emailhtml/oxygen/080208_ENG_in.htm
Last accessed on August 15, 2008

Official Website:

www.facebook.com

