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Introduction

The code has been written in C#.NET. So to run the code, .NET framework is required to be installed on your system.

The software is basically a parser of the TCPDUMP format file. It reads the tcpdump file and changes the destination addresses (changes being specified by the user of this software). 

At the moment, the software doesn’t parse all of the available tcpdump formats. It reads in only the following format:

rtsg.1023 > csam.login: S 768512:768512(0) win 4096 <mss 1024>
csam.login > rtsg.1023: S 947648:947648(0) ack 768513 win 4096 <mss 1024>
rtsg.1023 > csam.login:. ack 1 win 4096
rtsg.1023 > csam.login: P 2:21(19) ack 1 win 4096
csam.login > rtsg.1023: P 1:2(1) ack 21 win 4077
csam.login > rtsg.1023: P 2:3(1) ack 21 win 4077 urg 1
csam.login > rtsg.1023: P 3:4(1) ack 21 win 4077 urg 1

where,

a) The first line says that tcp port 1023 on rtsg sent a packet to port login on csam.
b) The S indicates that the SYN flag was set
c) The packet sequence number was 768512 and    it   contained   no   data.
d) The   notation   is `first: last (nbytes)' which means `sequence numbers first up to but not including last which is nbytes bytes of user data'.
e) There was no piggy-backed ack, the available receive window was 4096 bytes and there was a max-segment-size option requesting an mss of 1024 bytes.
f) Csam replies with a similar packet except it includes a piggy-backed ack for rtsg’s SYN. 
g) Rtsg then acks csam's SYN. 

h) The `.' means no flags were set.
i) The packet con​tained no data so there is no data sequence number.

j) On subsequent pack​ets of the conversation, the difference between the cur​rent packet's sequence number and this initial sequence number is printed.
k) On the 6th line, rtsg sends csam 19 bytes of data (bytes 2 through 20 in the rtsg -> csam side of the conversation). The PUSH flag is set in the packet.
l) On the 7th line, csam says it's received data sent by rtsg up to but not includ​ing byte 21. Csam also sends one byte of data to rtsg in this packet.
m) On the 8th and 9th lines, csam sends two bytes of urgent, pushed data to rtsg.
Using the Software

Firstly, we double click the executable format file. The application launches itself and is initialized with necessary variable settings.

[image: image1.png]Ble gt

Vew  project Buld

Data

- rihTextgoxt1

- BEER -,

vex |-

o

Form1.cs [Design] | Formit.cs | Dissssenbly |

MIT Lincoln DataSet Parsing Code (Beta Version -- Still Work in Progress on this application)

The file to be opened is:-

The file in which you wish to store new information

(Please remember mentioning of an already exisiting

file would overwrite that file):-

The Code That Works, like the degree that works ;)

IT Lincoln DataSet Parsing Code (Beta Version - Still Work in Progress onthis application)

The Code That Works, like the degree that works ;)

Properies 5 x
Form1 System. Widaws Forms. Form 7]
B ERE
B Accessibiity -

—

Accessbleane

rigle Dot

B &

] contrl

inage (] (none)
Defat

Vicrosoft Sans Serf
M Convolrert
Stje  Sieable

Please mention which Data Address/Addresses have
been changed (Please remember that you can change
multiple values at a time if you wish).

o
MIT Lincoln Datat

Fale
(none)
Tue
NoContral

File Browser!

bation  True

Tue

E Proper.

R

5 x
Name Ve Tree bebug E
“Windowshpplizations.exs’s Loaded 'c:\windous)assenbly\gachsystent L 0. 5000.0_B77aScE51o A
‘Windowshpplications.exs's Loaded 'c:\indous\assensly\gachsysten. draving)l. 0.5000.0_bo
< J
" B utos [ & Locals | g watch 1 | TR Call tack | ] Ereakpaints | 7] Command Window ] Output

Ready





Then we would have to choose a file, that needs to be parsed and whose destination address values needs to be changed. We choose a file by clicking on the File Browser button, and it shows the File dialog.
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Now, the textbox will have the filename that has been chosen.  And now we would have to press enter (i.e. the enter key on the keyboard) in that textbox for it to start the whole parsing process. Now when the parsing of the file is done, then the application would show the different values that exist in the destination addresses on the left side of the application, and would even tell the user how many different addresses were there.
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Now, the user decides which values needs to be changed. The new values are entered in the textboxes corresponding to the previous values. Now we would have to check the relevant checkboxes, so that the application can make relevant changes in the file (the file that has been specified by the user in the “second” file textbox).
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If the user would specify a file (to write the changes in) that already exists, then that file would be “over-written” and would now contain the changes specified to the tcpdump format file.
Now, when everything’s been done, all we have to do is click on the ‘Update the file!’ button, and file specified by the user to write in the changes would now contain the tcpdump format file contents with relevant changes.
Remember: The file that you intend to write in the changes, will be at the same level in the directory structure of windows as was the tcpdump format file (unless the user of the application explicitly specifies, which would mean that user either specifies by writing in the textbox or uses the file browser to direct the application, where would the new file exist).

Future Work
Basically, this would involve improving the usability of the application so that it can be accessed by handicapped people. This application can even be made generic to handle different types of tcpdump formats.

The user interface can be made to look a lot better by using better controls than the ones that are available in .Net framework. Websites like www.sourceforge.com and other similar websites have a lot of advanced controls which can make the whole user experience of using the application enjoyable!
Copyright
Anyone is free to use this software or improve upon its implementation or even add new features. If you require the source code you can e-mail me at puri3@uwindsor.ca 

Any recommendations or comments anyone would like to make or point out any errors, please e-mail me at puri3@uwindsor.ca
Certain information about the tcpdump format has been taken from its respective website, i.e. www.tcpdump.org
