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1. Introduction
1.1 Problem statement 

User management in Globus [3] is a complex and error-prone process. To create a user, one must create a Unix user, and then submit a certificate request to the CA. The CA signs the request, generates the signed certificate, and returns the signed certificate to the user. Then the user can use the signed certificate to authenticate oneself to a grid service provider. The user can upload their certificates to MyProxy (which provides centralized certificate and key management) [15] and can use username and pass phrase to get a temporary credential and use it to submit grid applications. All these tasks are based on command-line.
In a web-based environment, web users usually do not have a Unix username. Their login information is usually stored in user profile (relational) databases. Some toolkits such as Shibboleth [6], Pubcookie [8] and Microsoft Passport provide Single Sign-On authentication service. Once a user logs on to one of the sites of the system, he will not be asked to login again when he accesses another site of the system. 

Current web portals are designed to help users to access grid resources. But the web user and the grid user usually belong to different user management domains. A user logs in to the web portal using their web username and password. However, if he wants to access grid resources, he will have to provide their grid username and passphrase to get proxy credentials from grid system (MyProxy). An ideal scenario from the perspective of the user world be to combine two user management frameworks together and provide a unified user management system. 

1.2 Our Goal 

The report presents a unified user management system to enable a user to access grid resources through web pages. This system integrates user profile management, credential management and Single Sign-On functionalities, and provides a generalized basic framework to develop further web-based grid applications.


Wherever possible, we have used existing technologies to construct our framework. We have evaluated various tools and approaches, and we have decided that our system will be based on the following technologies: Shibboleth for Single Sign-On support and attribute management, MyProxy for credential management, JAAS [14] for login module, GSI-API [19] for invoking WSRF services. 


The layout of the rest of this report is as follows: Section 2 describes the system architecture. Section 3 describes our testing and experiment environment. Section 4 is for conclusion and future work directly related to the work presented in this report. In Appendix we present installation, configuration and implementation details.

2. System Architecture 

In this section, we first discuss different technologies used in our project separately. Then the integrated system architecture has been presented by using three scenarios that represents the major functions of the proposed framework.
2.1 Overview of SAML 

OASIS Security Assertion Markup Language (SAML)[9] defines an XML based framework that defines security messages for exchange and assertion protocols about user authentication, entitlement and attributes. It provides support for Single Sign-On, Attributed-based authorization and Federated Identity management from protocol level.
2.2 Shibboleth: Single Sign-On and Attribute Management

Shibboleth is standards-based, open source middleware software which provides Web Single Sign-On (SSO) across or within organizational boundaries. It allows sites to make informed authorization decisions for individual access of protected online resources in a privacy-preserving manner [6].
Latest Shibboleth software implements OASIS SAML 1.1 specification. It provides an Identity Provider (IdP) server for user authentication and user attribute query, and Service Providers (SP) is used to relay authentication requests from user’s site with IdP, initiate attribute queries and convert the returned attribute into HTTP-Header. Shibboleth has the following distinct features:

1. It allows extension of user attributes, such as user’s membership, role information. 

2. It has a customizable extraction mode (JDBC, LDAP[21]), restrict scopes (to protect user’s privacy) for attributes.

3. It provides Where-Are-You-From (WAYF) service that supports federated identity service. Users can select their preferred identity provider for authentication.
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Figure 1. General workflow of Shibboleth

2.2.1 Shibboleth IdP


The Identity Provider has two major functions:

1. User authentication: IdP Authenticate Authority checks users credentials or username/password pair to authenticate the user and returns an Authentication Assertion (also called Shibboleth handle) to the SP.

2. Attribute query: IdP Attribute Authority responds the attribute request and returns the attributes as Attribute Assertion to SP. IdP provides the flexibility for a user to customize the attributes through the Resolver Configuration File and through the Attribute Release Policy (ARP). RCF resolver.xml specifies the definition of user attributes, their dependencies and how to get the value (using JDBC or LDAP). The ARP file arp.site.xml can be used to specify the policy of releasing attributes for different service levels and for specific service provider (to protect user’s privacy).
2.2.2 Shibboleth SP


The Service Provider manages secured resources. User access to resources (Web content) is based on assertions received by the SP. It detects whether an access of web resource needs authentication, redirects the user’s request to IdP, initiates attribute query, uses predefined rules (rules for scoped attributes) to filter the returned attribute values, and convert returned attribute values into entries in HTTP header for web application to consume.


Both IdP and SP maintain a metadata file which contains the definition of associated IdPs and SPs. The metadata file gets synchronized automatically.


In our project we enable the Shibboleth authentication for specific web applications by setting their AuthType to “shibboleth” in Apache’s httpd.conf file.

2.2.3 Shibboleth WAYF service


Shibboleth provides an optional WAYF service that can be used by SP to determine user’s preferred IdP, with or without user’s interaction. It is essentially a proxy for the authentication request passed from the SP to the SSO service at the IdP [7]. It also provides fundamental support for federated identity service.

2.2.4 Related Work

Besides Shibboleth, we have also evaluated Pubcookie [8] for SSO support. Pubcookie consists of a standalone login server and modules for common web server platforms like Apache and Microsoft IIS. Together, these components can turn existing authentication services (like Kerberos, LDAP, or NIS) into a solution for single sign-on authentication to websites throughout an institution. In [2], Martin et al has presented their work of using Pubcookie and MyProxy to enable Single Sign-On and accessing Grid Services via web. The limitation of Pubcookie is that it does not support attribute query and federated identity service.

We also looked at GridShib [12] project, which is aimed at integrating federated authorization infrastructure (Shibboleth) with Grid technology (the Globus Toolkit) to provide attribute-based authorization for distributed scientific communities. Our work is partially inspired by Barton et al's work [1] that uses GridShib and MyProxy to integrate the public key infrastructure (PKI) deployed for Grids with different site authentication mechanisms and the Shibboleth identity federation software. The limitation of GridShib is its difficult configuration method. 
2.3 Web-based User Management for Globus

2.3.1 PURSe Portlets

Portlets are pluggable user interface components that are managed and displayed in a web portal. PURSe portlets [11] are a set of user and administrative portlets for interfacing with PURSe, the Portal-based User Registration System. The PURSe portlets comply with JSR 168 specification [10].

PURSe maintains a user database which contains user's profile, role information, and group information. One can use PURSe to create a user in the user database, apply certificate and key for the user from CA, and upload the certificate and key into MyProxy.

In our project, we extended the PURSe database as our user’s repository. A new column that is used to store user's proxy credential is added.
2.3.2 JAAS and MyProxy API

The Java Authentication and Authorization Service (JAAS) is a set of APIs that enable services to authenticate and enforce access controls upon users. It implements a Java technology version of the standard Pluggable Authentication Module (PAM) framework, and supports user-based authorization [14]. In our project, we designed our user authentication module based on JAAS, and it is deployed to Tomcat application server.

MyProxy also provides an API and demo applications for a user to manage his certificates and keys. We have embedded these management functions in our JAAS login module.
2.3.3 Related Work

We also looked at different web based user management tools for grid applications. The GridAuth toolkit [13] is a user credential management system for distributed data and computational grids. We did not integrate it into our project due to lack of documentation and demonstration codes.


2.4 GSI-API

GSI API is a class library (Java) provided by GT4 that can be used in user-defined Web Service Resource Framework (WSRF) services and clients to provide refined controls on credentials, delegations, authentication and authorization.
2.5 Integration

The proposed scenarios of the system is summarized in three diagrams from Figure 1 to Figure 3:
2.5.1 Login Process

The diagram of user login process is shown as Figure 2.
[image: image2.png]Scenario 1. Login Process

Identity Server-

MyProxy
DN+PrincipleName

JAAS
5

: Shibboleth IDP

1
Login Page

- 3467('3
¢ LI

Tomcat

JkConnector

’—ﬂ

Apache

Credential ‘
5

retumed by
MyProxy

T
367 8

(~Web based Grid Pprtgl

Shibboleth SP

T *
2

I

Home Pages
Requires
Shebboleth

Tomeat
JkConnector

Broyser &
1

— [ Apache

AuthType
WSRF client

User Attributes
PrincipleNames.
.DNs

Globus
Grid Service

Submit Jobs(via
WSRF & GSI-API) to
Globus




Figure 2. Login Process

The description is as follows:
1. User tries to access grid resources via web portal;

2. Web portal are configured to require Shibboleth AuthType, which will redirect the user’s request to Shibboleth SP;

3. Shibboleth SP sends SAML requests to Shibboleth IdP to check the user’s identity;

4. Shibboleth IdP redirects user’s request to login page on Identity server;

5. User inputs username and password, IdP will use JAAS based loginModule (MySSOLogin) to authenticate the user through checking the User Database. Communicate with MyProxy will be used to get the user’s credential. User’s credential will be written into user’s profile as an attribute in User Database;

6. Shibboleth IdP returns the authentication result message (SAML) to SP;

7. Shibboleth SP issues a request to query user’s attributes to IdP. The IdP will query the user info database to get the attributes based on user’s PrincipleName;

8. Shibboleth IdP will redirect user’s request back to the original url. All the returned attributes including User’s credentials will be embedded in HttpHeader section. 

9. Web portal application (MySSOPortal, deployed as “/secure”) will use user’s attributes to authorize user’s access and use credential (get from HttpHeader) to access grid resources using GSI-API. 

2.5.2 User Registration

The diagram of user registration process is shown as Figure 3.
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Figure 3. User Registration

The description is as follows:

1.
Administrator uses PURSe portal to fill user registration form to register new users.

2.
PURSe communicates with Globus SimpleCA to request user certificate.

3.
Globus SimpleCA returns signed user certificate to PURSe.

4.
PURSe uploads user’s certificate and principle name/pass phrase to MyProxy server and adds new user entry in user_table of the User Database.

5.
The user accesses other administration pages to manage user’s roles and membership of groups. This information will be stored in the User Database.
2.5.3 User Management

The diagram of user management process is shown as Figure 4.
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Figure 4. User Management

The description is as follows:

1.
Users access web portal to change their password or update their profile.

2.
Administrators access web portal to delete users.

3.
The information update occurs on both MyProxy and User Database. Use MyProxy/JAAS API to change password or delete delegated users.
2.5.4 Project Implementation

In this semester, we focused on implementing the first scenario that enables the whole of the login process and submitting WSRF services via Web Service core and GSI. In the following list, items marked with * are yet to be completed.

1. Scenario 1, Implement and configure the Login Module on IdP to authenticate user’s username and password using MyProxy/JAAS based loginModule API.

2. Scenario 1, Configure IdP to extend and extract user’s attributes stored in User’s Database.

3. Scenario 1. An example to use credential and user attributes in HTTP header to invoke WSRF services has been worked out.

4. * Scenario 2. Admin pages for roles, group, user’s roles and group association management (Use Grid Portlet).

5. * Scenario 3. Pages for change password and update user information (Use Grid Portlet and MyProxy/JAAS API).

For the experiment, the user attributes have been manually set into the User Database. The user management functions are simple database table insert/update/delete operations. The existing technology of PURSe portlets can also be used in the scenario of user registration. We can use it to interact with Globus CA, MyProxy and User Database. Pages for changing password and updating user information can be implemented by using PURSe Portlets and MyProxy/JAAS API.

3. Testing and Experiment

3.1 System Environment

Our testing system is deployed on a network that consists of four machines. All the web sites and service providers can be accessed via the Apache http server, using standard HTTP port 80 and 443 for SSL. The Java-based web applications are deployed under Apache Tomcat application server, using port 8088 for HTTP and 8445 for SSL. To access these Tomcat web applications via Apache, we use Apache Tomcat JK Connector [17] as a bridge.

3.1.1 AKA15 (aka15.galab.uwindsor.ca)

This machine acts as the Globus CA provider, Globus Service Provider, MyProxy Server, Identity Server (IdP and User Database Server), Service Provider, and Web portal 1.

	Components
	Description
	Location

	Basic 
	Fedora 5, gcc/g++, JDK1.5, ant, 
	$JAVA_HOME, $ANT_HOME

	Apache Httpd
	Apache 2.2 running on port 80 and 443(ssl)
	/etc/httpd

	Tomcat instance 1
	Tomcat 5.5, running on port 8088 and 8445(ssl), container for IdP, webportal,
	$TOMCAT_HOME

	
	JAAS loginModule is deployed 
	$TOMCAT_HOME/common/lib/MySSO*

	Tomcat instance 2
	Tomcat 5.5 running on 8089, 8010(mod_jk) and 8446(ssl), container for gridsphere, shibgs
	$TOMCAT_HOME1

	Tomcat instance 3
	Tomcat 5.5 running on 9090 and 9009(mod_jk), container for cft and gpir (OGCE)
	$TOMCAT_OGCE

	JK connector
	Tomcat JK connector, connect apache and tomcat via port 8009
	/etc/httpd

	Globus
	Globus Toolkit 4.0.2 with simpleCA, MyProxy server configured. Service container running on port 8443, , with AuctionService
	$GLOBUS_LOCATION

	Shibboleth-IdP
	Shibboleth IdP

MySSOLogin Module, login.jsp
	$IdP_HOME, $TOMCAT_HOME/webapps/shibboleth-idp

	Shibboleth-SP
	Shibboleth SP
	$SP_HOME

	Webportal 1
	MySSOPortal, index.jsp and MyAuctionBean 

https://aka15.galab.uwindsor.ca/secure/
user/pass: zlc/globus and jack/globus
	$TOMCAT_HOME/webapps/secure/


3.1.2 KENT1 (kent1.galab.uwindsor.ca)

This machine acts as the Globus Service Provider, Service Provider, and Web portal 2.

	Components
	Description
	Location

	Basic 
	Fedora 4, gcc/g++, JDK1.5, ant, 
	$JAVA_HOME, $ANT_HOME

	Apache Httpd
	Apache 2.2 running on port 80 and 443(ssl)
	/usr/local/apache2

	Tomcat instance 
	Tomcat 5.5, running on port 8088 and 8445(ssl), container for webportal,
	$TOMCAT_HOME

	JK connector
	Tomcat JK connector, connect apache and tomcat via port 8009
	/usr/local/apache2

	Globus
	Globus Toolkit 4.0.2, Service container running on port 8443, with AuctionService
	$GLOBUS_LOCATION

	Shibboleth-SP
	Shibboleth SP
	$SP_HOME

	Webportal 2
	MySSOPortal, index.jsp and MyAuctionBean 

https://kent1.galab.uwindsor.ca/secure/
user/pass: zlc/globus and jack/globus
	$TOMCAT_HOME/webapps/secure/


3.1.3 AKA16 (aka16.galab.uwindsor.ca)

This machine acts as the Globus Service Provider.

	Components
	Description
	Location

	Basic 
	Fedora 4, gcc/g++, JDK1.5, ant, 
	$JAVA_HOME, $ANT_HOME

	Tomcat instance 
	Tomcat 5.5, running on port 8088 and 8445(ssl), for testing
	$TOMCAT_HOME

	Globus
	Globus Toolkit 4.0.2, Service container running on port 8443, with AuctionService
	$GLOBUS_LOCATION


3.1.4 SUBIRLX (subirlx.galab.uwindsor.ca)

This machine acts as the Globus Service Provider.

	Components
	Description
	Location

	Basic 
	Fedora 4, gcc/g++, JDK1.5, ant, 
	$JAVA_HOME, $ANT_HOME

	Tomcat instance 
	Tomcat 5.5, running on port 8088 and 8445(ssl), for testing
	$TOMCAT_HOME

	Globus
	Globus Toolkit 4.0.3, Service container running on port 8443, without AuctionService
	$GLOBUS_LOCATION


3.1.5 Mutual Authentication hosts with B.K.Singh’s group


We also tested mutual authentication between two Virtual Organizations each has its own CA. To establish mutual authentication, we can simply exchange simpleCA packages and install on destination machines using non-default option: 

	~globus:$ $GLOBUS_LOCATION/sbin/gpt-build globus_simple_ca_xxxx_setup-version.tar.gz
~globus:$ $GLOBUS_LOCATION/sbin/gpt-postinstall
~root:# $GLOBUS_LOCATION/setup/globus_simple_ca_xxxx_setup/setup-gsi –default


3.1.6 PURSe User database Structure on aka15.galab.uwindsor.ca

Our system inherits the database definition provided by PURSe user registration portlets to maintain the user information, which is a MySQL database by default. The database contains six tables that provide support for basic authentication and role-based access control. The diagram of the database structure is shown as Figure 5. From the database structure we can extract user’s attributes from the user_name, role_name and group_name columns. These can be used for client-side authorization. The credential column can be used for accessing grid services.
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Figure 5. User Database Entity-Relation Diagram

3.2 Use PURSe to manage Grid Users

TODO – will be implemented in the 2nd phase

We plan to use PURSe portlets to manage grid users, including user registration, user profile editing and change password etc. Currently, we have installed PURSe portlets which is bundled with OGCE toolkit [16]. There is still configuration problem left unsolved for PURSe portlet to manage user’s registration. Further development on user profile update, change password is also required. 


The OGCE portal can be accessed via http://aka15.galab.uwindsor.ca:8088/gridsphere/. Currently one can use username/passphrase: “root/globus” to access this system.
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Figure 6. PURSe user registration portlets in OGCE environment

3.3 Authentication Through Shibboleth


The authentication chain starts from the user’s website hosted on AKA15 and KENT1 (It is required to install the Shibboleth Service Provider along with user's web application). To enable Shibboleth authentication type to a user's website, we added the following configuration to the Apache’s main configuration file $APACHE_HOME/conf/httpd.conf:

	…
<Location /secure>

  AuthType shibboleth

  ShibRequireSession On

  require valid-user

</Location>


This indicates that web application “/secure” requires authentication using Shibboleth style. Only a valid user could access this web resource. When user tries to access the web resource via the link: https://kent1.galab.uwindsor.ca/secure/, the Shibboleth Service Provider (SP) on KENT1 will communicate with the Shibbloeth Identity Provider (IdP) to check user’s login status. The IdP is a Java-based web application which is deployed under Tomcat. We configured form-based authentication to allow a JSP web page to accept user’s login information $TOMCAT_HOME/webapps/shibboleth-idp/WEB-INF/web.xml: 

	…
<login-config>

  <auth-method>FORM</auth-method>

  <realm-name>Shibboleth form-based authentication</realm-name>

  <form-login-config>

    <form-login-page>/login.jsp</form-login-page>

    <form-error-page>/login-error.jsp</form-error-page>

  </form-login-config>

</login-config>


When IdP detects that the user is not yet logged on to the system, the webpage shown in Figure 7 will be prompted to allow the user to feed in his login information. 
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Figure 7. User login web page on IdP


There are various methods to authenticate a user. In our project, we use Java Authentication and Authorization Service to implement our authentication module. We defined a MyAuthentication class to implement logic of the authentication process through the following steps: 1) Check user’s username and password with the User Database (purseDatabase) using JDBC. 2) Access MyProxy to get the proxy credential. 3) Send update statement to save the proxy credential into the database. The original JAAS login form only accepts two input fields username and password. We have added a new input field to accept the credential lifetime for users to limit the life span of their proxy credential. The accepted lifetime value will be appended to the tail of the password using “|” as delimiter and will be disassemble in the login module. Currently, the JDBC and MyProxy connection URLs and ports are hardcode in the login module. In the future production release, these configurations will be moved to a global configuration setting for easy management. For configuration details, see [Appendix A4].

3.4 Shibboleth Attribute Query Service

Shibboleth Attribute Query Service is a distinct feature offered by Shibboleth software. An attribute is a named set of values about an authenticated user. The values are typically strings, or it may be more complex XML-based data. They can be obtained from dispersed sources, such as JDBC and LDAP. After user authentication, Shibboleth Service Provider will initiate an attribute query request to the IdP. The IdP checks its resolver configuration and extracts attribute values using connectors defined in that file. In our case, we define SQL statements and use JDBC to query the User Database and extract the user attributes.

In most cases, the Shibboleth administrators create rules that are defined as Attribute Release Policies (ARP) in the arp configuration file to specify which attributes are passed to which service provider. After IdP extracts the user’s attributes, it uses ARP to filter the attributes and to only allow those attributes that match the preset patterns to be passed to the Service Provider. The arp configuration file determines what user attributes can be released to the Service Provider. It may be defined on behalf of all IdP members - the Site ARP. Or the attributes can be defined for IdP members of particular communities - Community ARPs. It is possible to define the attributes separately for an individual IdP member through the User ARP. Normally, a Service Provider requires certain numbers of user attributes to grant access for that user to a certain service level.

The Service Provider receives attributes returned from IdP. It first and foremost recognizes that the attributes it receives about users belong to the user. The administrator may choose to suppress any part of the attribute to be exposed to the application. But, then the applications are also free to deny access should they not receive the attributes they need to permit access for the user. The SP uses its AttributeRule configuration (AAP.xml) to filter the attributes and to map the attributes into items in HTTP header. At last, the attributes are returned to the application web page embedded in the header section of the HTTP response. The web application can extract attribute values from HTTP header and perform various tasks such as authorization and accessing grid services.

In our project, we expose the following user attributes to the application:

	Attribute Name
	HTTP-HEADER Name
	Data Source (purseDatabase)
	Description

	Urn:mace:dir:attribute-def:eduPersonPrincipalName
	REMOTE_USER
	User_table.user_name
	User’s principle name

	Urn:mace:dir:attribute-def:eduPersonAffiliation
	Shib-EP-UnscopedAffiliation
	Group_name. Corresponding to user’s group_id
	User’s group information

	Urn:mace:dir:attribute-def:eduPersonRole
	Shib-EP-ROLE
	Role_name. Corresponding to user’s role_id
	User’s role information

	Urn:mace:dir:attribute-def:eduPersonScopedAffiliation
	Shib-EP-Affiliation
	Dependent on urn:mace:dir:attribute-def:eduPersonAffiliation
	Also user’s group information. Used to test attribute dependency

	Urn:mace:dir:attribute-def:eduPersonCred
	Shib-EP-CRED
	User_table.credential
	User’s credential returned from MyProxy


The testing page will display all the returned attributes as shown in Figure 8.
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default
student@galab uwindsor. ca

Shib-EP-Unscopedéfflition student@galab uwindsor ca

Shib-EP-ROLE.

administrator@galab uwindsor. ca

-BEGIN CERTIFICATE-~--- MIICYjCCAiegAwlBAgIEDANMGODANBgkqkiGOwIBAQQF ADCBGDENMAS(
R3IpZDETMBEGAIUECMKR 2iev V2V GVzdDEpMC G ATUECiMge 2e GIQUELYWith

MTUWZ2F sYWudXdpbrmRzb31uY 2ExGjAYBENVBAS TEW dhb GFILV 3aW Skkc 29y LinNh
MRM@EQYDVQQDEwpMaWNodW4gWinh MRMwEQYDYQQDEw0xMTIzODc00T Y IMREWDwYD
VQQDEwgINTI20TE40D AcF wiwNEyMEwNZMMTBaF wiwNEyMIEwOTQeMTBaMIGE
MQUwCwYDVQQREWRHerlkMRMWEQYDVQQLEwpHbGOidXNUZXNIMSkw) wYDVQQLEyBz

W 1whGVDQS 1halF=NSSYWhYis1d2nZHNveiS]Y TEAMBgG Al UECEMRZIFs YW

dXdpbmRzh3uY 2ExFZARBENVBAMT Closp Y 2h biBaaHUSEzARBENVBAMTCIEXOTMA
NzQSNjY<ETAPBENVEAMTCDY IMjYSMTg4MR IWEAYDVQQDEwkyNilZNDIyMD AwXDAN
BgkohkiGOwOBAQEF AANLADBIAKE A7z Xtxa IMOWKKIZF Quynb SiUvOQLOLQrZa

Fg2G1KuETaz7 SUtloJ+7LAWILS] YgZA B2 T2l 3vSF OtMInkQIDAQABoyMw TAL

BEorBEEEAZIQAYF eAQH/BAwDD AKBgarBgEFBQCVAT ANBgkghkiGIwIBAQQF AAOB
2QCENCHzesngLDyOURVSNGRISBELDMD NG IDIF-+u67ti7 SOSLZY Ti/MLIXOQd
ZBo0AQQIKTuW DklgrHrvwD 81 25 IKEwkRINGS Tg2AA VhzkMF ZBXS8sUPRhrmn
HHO Al Y Trnb MO AieSr Hav XICxShDWX THRgOy V9P lw— -—--END CERTIFICATE-
MIIBOQIBAATBAIGETI7CWHNMCitRULsp200ILb/UCICORIWhYNHSHE 254+ VL
SaCfuy/1iS+5G1GeNwdlkdotpd7 IhdL TCIZECAWEAAQIAJKGhOHYNeivXCROsyus
AIBW VIS4 X+apfSIOFbDUFFPEQMIG YHREK Xixjxsw F EHEya TrosbUnJvF.
$QIBAO 1 CrarDNG2Zh0eXb/yEppT stUEBWK IHSBUEHLIZG geL A AROSITDRR Tl
BYDONJVUE/wBAGLXT 1 VblootXhVyXIMCTHABHOSF el4G QTFRD QzMF4 2IVKFD
53ZCDIEVAthAAGEMOBaLzw+ 1 Vi2inHhg2GQJ7QImGLPIIE F4v3emcQlgl dwD rCjUSligGSwSheOtI MHD
~---END RSA PRIVATE KEY- BEGIN CERTIFICATE-
MIIC22CC AkSgAwIBAGIE A+ PtsD ANBgkohikiGOwIBAQQF ADCBITENMASGAIUECKNE
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Figure 8. Attributes displayed on the user’s test page

3.5 Accessing Grid Service via Webportal

We use AuctionService which is available from IBM's developer website [18] to test the use of proxy credential returned from MyProxy to access Grid Services. Users submit their request to AuctionService container via a JSP [25] AuctionService test page, and then a self-defined Java Bean [24] called MyAuctionBean will handle the request. GSI-API is used in this Bean to assign the proxy credential which is a byte array to the GSI_CREDENTIALS property of the WSRF portType before invoking the WSRF operations. The web interface of the AuctionService test page is shown as Figure 9. 
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Figure 9. AuctionService Test Page
From this page we can use returned proxy credential to create a new auction instance on a Grid Service Provider (AKA15, KENT1 or AKA16), offer new bid to observe that the Grid Service Provider retains the status of previously created service instances, and cancel an auction instance.
The following code is the main portion of using GSI-API and EndpointReference to invoke WSRF AuctionService.
	//Code fragment for invoking AuctionService to create a new auction

             ……



EndpointReferenceType endpoint = new EndpointReferenceType();



endpoint.setAddress(new Address(url));



System.out.println("Endpoint:"+ endpoint.toString());



// create the port



AuctionPortType port = locator.getAuctionPortTypePort(endpoint);



// Manage Security using GSI API--->



ExtendedGSSManager manager = (ExtendedGSSManager) ExtendedGSSManager





.getInstance();



extractCred(request);  // Extract proxy credential from http header,

// result will be written to “credstr” variable (String)



byte[] data = credstr.getBytes();



GSSCredential cred = manager.createCredential(data,





ExtendedGSSCredential.IMPEXP_OPAQUE,





GSSCredential.DEFAULT_LIFETIME, null, 





GSSCredential.INITIATE_AND_ACCEPT);



((Stub) port)._setProperty(GSIConstants.GSI_CREDENTIALS, cred);



// <----------- Manage Security using GSI API



EndpointReferenceType epref = port.create(new Create());



log = "New Auction Created...";



StringWriter sw = new StringWriter();



ObjectSerializer.serialize(sw, epref, new QName("", "AuctionEndpoint"));



// now assign the EPR to the web textarea for later use



epr = sw.toString();
……



4. Summary and Conclusion

We have presented in this paper a framework of a webportal for unified user management. We have implemented the framework to demonstrate the feasibility of constructing a portal framework which provides a unified user management interface and login process to enable a user to access grid resources through a web interface. We have presented a system for integration of a number of technologies into the framework. 
1) We use relational database to management a user's profile. 
2) We use Shibboleth to enable SSO, attribute query and federated identity service. 
3) MyProxy has been used to allow centralized (or federated) user credential management. 
4) JAAS enables the implementation of the user login logic. 
5) We use Tomcat JK Connector to connect Tomcat and Apache servers together. 
6) GSI-API has been used to embed the extracted user proxy credential into the WSRF service request.

From this project we noticed that the scalability of Grid Map file problem is actually concerned with authorization policy. It should be solved by resource management toolkits.

4.1 Future work

Currently we have implemented the first scenario of the proposed scope. Future work includes: 
1) Improvement of the login process by adding more detailed login failure message display. 
2) Implementation of scenarios 2 and 3. PURSe portlets along with MySQL database can be configured to provide the facilities of user registration. 
3) Setting up WAYF service to enable IdP federation. 
4) Moving hard coded settings into configuration files. 
5) Exploring the use and development of OGCE grid portlets. 
6) Integrating more grid applications into this framework. 

In the future we shall also try to integrate GridShib [12] into our system to extend the authorization functionalities. The GridAuth toolkit [13] may become an option to be integrated into our project to replace the user management roles of PURSe.
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Appendix

Installation and Configuration Notes

A1. Prerequisites

The system is deployed and tested on the Fedora 4 or 5 environments. Because all its components are based on open-sourced toolkits and java technology, it is compatible to any linux-based platforms. To implement this system to a new machine, development environment should be installed in advance. Latest versions are preferred. Here is the list of current environment used on aka15:

	Packages
	Version
	
	Package
	Version

	gcc, g++
	4.1.1
	
	JDK
	1.5

	make
	3.80
	
	Tomcat
	5.5

	glibc
	2.4, required by Sibboleth SP compilation
	
	Apache
	2.2

	Tomcat JK connector
	1.2.20
	
	Ant
	1.6.5


A2. Globus Toolkit

One can quickly setup a Globus environment (Globus 4.0.2 or 4.0.3) on a Linux machine by following the steps in the quick start guide located at the following link:

http://www.globus.org/toolkit/docs/4.0/admin/docbook/quickstart.html
Major steps of setting up Globus include:

1. Installation of Globus package (user setup, compilation source code);

	Major Commands and configuration files
	Privilege
	Description

	adduser, passwd
	Root
	Standard linux commands to manage users and passwords

	vi /etc/profile.d/java.sh
	Root
	Setting up global environment variables

	http://www.globus.org/toolkit/downloads/4.0.3/

	globus
	Download Globus source from its official website

	Configure --prefix=$GLOBUS_LOCATION --with-iodbc=/usr/lib
make

make install
	Root


	Generate Makefile, build and deploy


2. Setup SimpleCA or copy & install SimplaCA package from CA host

	Major Commands and configuration files
	Privilege
	Description

	$GLOBUS_LOCATION/setup/globus/setup-simple-ca
	Globus
	Initialize CA

	$GLOBUS_LOCATION/setup/globus_simple_ca_xxx_setup/setup-gsi –default
	Root
	Install the first generated simpleCA package.

	$GLOBUS_LOCATION/sbin/gpt-build globus_simple_ca_xxx_setup-version.tar.gz
$GLOBUS_LOCATION/sbin/gpt-postinstall
$GLOBUS_LOCATION/setup/globus_simple_ca_xxx_setup/setup-gsi –default
	Root

Globus

Root
	Install secondary simpleCA packages

	
	
	


3. Generate and distribute host certificate.

	Major Commands and configuration files
	Privilege
	Description

	Grid-cert-request -host <host FQDN>
	Root of destination host,
	Request certificate for destination host, generate private key, request pem

	Grid-ca-sign –in /etc/grid-security/hostcert_request.pem -out /tmp/signed.pem
	Globus CA
	Sign request certificate, generate signed certificate pem file

	cd /etc/grid-security
cp /tmp/signed.pem hostcert.pem
cp hostkey.pem containerkey.pem
cp hostcert.pem containercert.pem
chown globus:globus container*.pem
	root
	Deploy certificates and keys


4. Setup new users.

	Major Commands and configuration files
	Privilege
	Description

	Grid-cert-request 
cd .globus

View usercert_request.pem file
	Users
	Request certificate for users, generate private key, request pem

	Grid-ca-sign –in <path to request pem file> -out <path to signed pem file>
	Globus CA
	Sign request certificate, generate signed certificate pem file

	Cp <signed pem file> .globus/usercert.pem
	User
	Deploy signed certificate

	Vi /etc/grid-security/grid-mapfile
>"/O=Grid/OU=GlobusTest/OU=simpleCA-aka15.galab.uwindsor.ca/OU=galab.uwindsor.ca/CN=Lichun Zhu" zlc
	root
	Add entry for new user in grid-mapfile, maping grid user DN to local user

	Cd /etc
visudo
> globus ALL=(zlc,farhan,bksingh,elamsy,deepa,quazi,viranthi) NOPASSWD: /usr/local/globus-4.0.2/libexec/globus-gridmap-and-execute -g /etc/grid-security/grid-mapfile /usr/local/globus-4.0.2/libexec/globus-job-manager-script.pl *

> globus ALL=(zlc,farhan,bksingh,elamsy,deepa,quazi,viranthi) NOPASSWD: /usr/local/globus-4.0.2/libexec/globus-gridmap-and-execute -g /etc/grid-security/grid-mapfile /usr/local/globus-4.0.2/libexec/globus-gram-local-proxy-tool *
	root
	Register new users into /etc/sudoers, allow users to run globus commands on behalf of globus user.

	Grid-proxy-init
	Users
	Get proxy credential before accessing grid resources


5. Setup GridFTP service.

	Major Commands and configuration files
	Privilege
	Description

	yum xinetd.i386

	Root
	May need to install xinetd if it is not installed

	vi /etc/xinet.d/gridftp
vi /etc/services – add gsiftp port “gsiftp 2811/tcp”
	Root
	Daemon configuration file

	Service xinetd start/stop/restart
	Root
	Managing xinetd service

	grid-proxy-init
globus-url-copy gsiftp://kent1/etc/group file:///tmp/test.copy
	user
	Testing


6. Setup Reliable File Transfer service (Postgresql database is used by default)

	Major Commands and configuration files
	Privilege
	Description

	Yum postgresql
	root
	Install postgresql DB server

	Service postgresql start

su postgres -c "createuser -P globus"
createdb rftDatabase
psql -d rftDatabase -f  \

$GLOBUS_LOCATION/share/globus_wsrf_rft/rft_schema.sql
	root
	Start db service, default port is 5432;

Create db user, database;

Create db structure based on db schema

	vi /var/lib/pgsql/pg_hda.conf, add

>host  all       all      127.0.0.1/32      ident sameuser

>host  rftDatabase     globus   137.207.234.77/32   md5

>host  rftDatabase     globus   137.207.234.78/32   md5

>host  rftDatabase     globus   137.207.234.170/32   md5

>host  rftDatabase     globus   137.207.234.254/32   md5
	root
	Register all machines and users that allowed to access the database on this db server

	Service postgresql restart
	root
	Restart db server

	psql -h aka15 -U globus -d rftDatabase
> \d – show tables, \q – quit
> Select * from request;
	user
	Use client tool to access db

	Vi $GLOBUS_LOCATION/etc/globus_wsrf_rft/jndi-config.xml
> jdbc:postgresql://aka15.galab.uwindsor.ca/rftDatabase
> username and password


	globus
	Configure jndi JDBC connections for connecting rftDatabase

	vi /etc/init.d/globus
	root
	Setup service container  start-stop script

	Service globus start
view log at $GLOBUS_LOCATION/var/container.log
	root
	Start web service container (default port: 8443)

	Rft -h <host> -f script.xfr
	user
	Testing RFT


7. Setup MyProxy server,

	Major Commands and configuration files
	Privilege
	Description

	cp $GLOBUS_LOCATION/etc/myproxy-server.config /etc

vi /etc/myproxy-server.config
> accepted_credentials  "*"

> authorized_retrievers "*"

> default_retrievers    "*"

> authorized_renewers   "*"

> default_renewers      "none"

> authorized_key_retrievers "*"

> default_key_retrievers "none"
	root
	MyProxy Config

	vi /etc/services
> myproxy-server  7512/tcp
	Root
	Services

	vi /etc/xinetd.d/myproxy
> service myproxy-server

> {

>  socket_type  = stream

>  protocol    = tcp

>  wait       = no

>  user       = root

>  server     = ${GLOBUS_LOCATION}/sbin/myproxy-server

>  env       = GLOBUS_LOCATION=${GLOBUS_LOCATION} \

LD_LIBRARY_PATH=$GLOBUS_LOCATION/lib 

>  disable     = no

> }
	Root
	Xinetd

	Myproxy-init –s aka15 [-C usercert.pem] [-y userkey.pem] [-l username]
	User
	Upload user certificate and key to MyProxy server

	Myproxy-logon –s aka15 [-l username]
	User
	Extract user proxy credential from MyProxy server before accessing grid resources.

	grid-proxy-info
	user
	View proxy information


8. Setup WebMDS service.

	Major Commands and configuration files
	Privilege
	Description

	vi $GLOBUS_LOCATION/etc/globus_wsrf_mds_index/hierarchy.xml
>…
><upstream>https://aka15.galab.uwindsor.ca:8443/wsrf/services/DefaultIndexService</upstream>
	globus
	Configure upstream webMDS service (optional)

	$GLOBUS_LOCATION/lib/webmds/bin/webmds-create-context-file \

          $CATALINA_HOME/conf/Catalina/localhost
	root
	Deploy webMDS service to Tomcat

	Service tomcat restart
	root
	Restart Tomcat Application Server

	Goto http://aka15.galab.uwindsor.ca:8088/webmds
http://kent1.galab.uwindsor.ca:8088/webmds 
	Browser
	Visit the webMDS web entry 


9. Testing. 

	Major Commands and configuration files
	Privilege
	Description

	Scp zlc@aka15.galab.uwindsor.ca:~/testjob.xml .
	user
	Copy job description script for testing

	Grid-proxy-init

Or

Myproxy-init –s aka15
	user
	Get proxy

	globusrun-ws -submit [–debug] [–F host_to_submit] -S -f testjob.xml
	user
	Testing


A3. TOMCAT JK Connector

One can refer to http://tomcat.apache.org/connectors-doc/generic_howto/quick.html for quickly setting up JK connector (version 1.2) for Apache server 2.2 and Tomcat 5.5.

	Major Commands and configuration files
	Privilege
	Description

	http://tomcat.apache.org/download-connectors.cgi 
unpack the tarball,
cd $TARBALL_SRC/native

./configure --with-apxs=/usr/sbin/apxs2 (or where ever the apxs/apxs2 is)

make

su -c 'make install'
	root
	Software source download and installation

	Vi $APACHE_HOME/conf/workers.properties
># Define 1 real worker using ajp13

>  worker.list=ajp13
>  # Set properties for worker1 (ajp13)

>  worker.worker1.type=ajp13

>  worker.worker1.host=localhost

>  worker.worker1.port=8009
	Root
	Define workers

	Vi $APACHE_HOME/conf/httpd.conf (
# Load mod_jk module

# Update this path to match your modules location

  LoadModule    jk_module  libexec/mod_jk.so

  <IfModule mod_jk.c>

# Where to find workers.properties

  JkWorkersFile /etc/httpd/conf/workers.properties

# Where to put jk logs

  JkLogFile     /var/log/httpd/mod_jk.log

# Set the jk log level [debug/error/info]

  JkLogLevel    info

# Select the log format

  JkLogStampFormat "[%a %b %d %H:%M:%S %Y] "

# JkOptions indicate to send SSL KEY SIZE,

  JkOptions +ForwardKeySize +ForwardURICompat -ForwardDirectories

# JkRequestLogFormat set the request format
JkRequestLogFormat     "%w %V %T"
# Jk mount points

  JkMount /*.jsp ajp13

  JkMount /*.do ajp13

  JkMount /servlet/* ajp13

  JkMount /shibboleth-idp/* ajp13

  JkMount /secure/* ajp13

  JkMount /gridsphere/* ajp13

</IfModule>
	Root
	Configure Apache.

Requests matches to JkMount points will be forwarded to Tomcat via port defined in workers.properties (8009).

	Vi $TOMCAT_HOME/conf/server.xml, uncomment the following lines:
<!-- Define an AJP 1.3 Connector on port 8009 -->

 <Connector port="8009"

        enableLookups="false" redirectPort="8445" debug="0"

        protocol="AJP/1.3" request.tomcatAuthentication="false" />
	Root
	Configure Tomcat server.xml

	Apachectl restart
service tomcat restart
	root
	Restart Apache and Tomcat servers


A4. IdP Server (aka15)

Global environments defined in /etc/profile.d/java.sh

	export ANT_HOME=/usr/local/ant

export JAVA_HOME=/usr/local/java

export JAVA_BIN=/usr/local/java/bin

export CATALINA_HOME=/usr/local/tomcat

export TOMCAT_HOME=/usr/local/tomcat

export TOMCAT_HOME1=/usr/local/tomcat1

export TOMCAT_OGCE=/usr/local/tomcat2

export CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar:$TOMCAT_HOME/common/lib/axis-url.jar

export GLOBUS_LOCATION=/usr/local/globus-4.0.2

export PURSE_HOME=/usr/local/purse

export OGCE_HOME=/backup/SSO/ogce2-2.0

export IDP_HOME=/usr/local/shibboleth-idp

export SP_HOME=/opt/shibboleth-sp

export EXT_NAME=gridshib-idp

export SP_SRC=/backup/SSO/IDP/shibboleth-idp-1.3c-install

export XERCESCROOT=/backup/SSO/xerces-c-src_2_6_1

export PATH=.:$PATH:$JAVA_BIN:$TOMCAT_HOME/bin:$GLOBUS_LOCATION/bin:$IDP_HOME/bin


1. OGCE portal

The OGCE 2.0 release combines portlets include 

a) Grid credential proxy management portlets; 

b) Portlets for managing remote files through GridFTP and other file management systems; 

c) Portlets for running jobs through Globus Toolkit versions 2.4 and 4.0 (both Web Service and pre-Web Service versions); 

d) Storage Resource Broker (SRB) portlets; 

e) Grid Portals Information Repository (GPIR) portlets and services; 

f) Condor job submission portlets.
The package can be downloaded from
http://www.collab-ogce.org/ogce2/ogce2-2.0-download.html
Installation and configuration guide is available from 
http://www.collab-ogce.org/ogce2/installation.html and 

http://www.collab-ogce.org/ogce2/getting_started.html
The entry point of OGCE for our project is http://aka15.galab.uwindsor.ca:8088/gridsphere. Currently some configuration issues such as submitting grid service jobs are still not solved. Further work still need to be done on this part.

2. PURSe portlets (version 1.0.1)

PURSe portlets can be deployed to OGCE grid portal to provide User Registration Service. It can be downloaded from 

http://www.extreme.indiana.edu/portals/purse-portlets/downloads.html
The installation guide is available at 

http://www.extreme.indiana.edu/portals/purse-portlets/purse_admin.html and 

http://www.extreme.indiana.edu/portals/purse-portlets/purse_portlets_admin.html
PURSe uses relational database management systems to store user information. The default DBMS is MySQL.

	Major Commands and configuration files
	Privilege
	Description

	Mysql –u root –p

>Show databases

>Show tables

>Use purseDatabase
	user
	Common usage of MySQL client

	GRANT ALL PRIVILEGES ON *.* TO “USERNAME”@”IP” IDENTIFIED BY "PASSWORD";

FLUSH PRIVILEGES;

Ip could be 137.207.% or %.galab.uwindsor.ca
	user
	Grant remote host

	
	
	


Currently some configuration issues such as user registration and e-mail confirmation are still not solved. Further work still need to be done on this part. 

3. Shibboleth IdP (version 1.3)

1) Installation

Detailed installation guide of Shibboleth is available at 
https://authdev.it.ohio-state.edu/twiki/bin/view/Shibboleth/WebHome.

	Major Commands and configuration files
	Privilege
	Description

	Download site: http://shibboleth.internet2.edu/latest.html
wget http://shibboleth.internet2.edu/downloads/shibboleth-idp-1.3.tar.gz
tar zxvf shibboleth-idp-1.3.tar.gz
	root
	Download tarball and unpack to temporary directory

	cd shibboleth-idp-install

./ant install
	root
	Compile and deploy

	$APACHE_HOME/conf.d/ssl.conf (
SSLCertificateFile /usr/local/shibboleth-idp/etc/testshib.crt
SSLCertificateKeyFile /usr/local/shibboleth-idp/etc/testshib.key
	root
	Configure key and CA certificates used by SSL

	Cp shibboleth-idp-install/endorsed/*.jar \

$TOMCAT_HOME/common/endorsed
	root
	Copy required jars


2) IdP configuration, define IdP and SP in metadata

	Major Commands and configuration files
	Privilege
	Description

	$IDP_HOME/etc/idp.xml (
<IdPConfig …
AAUrl=http://aka15.galab.uwindsor.ca/shibboleth-idp/AA
resolverConfig="file:/usr/local/shibboleth-idp/etc/resolver.xml"
defaultRelyingParty="urn:mace:shibboleth:testshib"

providerId="https://aka15.galab.uwindsor.ca/shibboleth/testshib/idp”>

…
<NameMapping xmlns="urn:mace:shibboleth:namemapper:1.0"

   id="email" 
format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress" 
template=%PRINCIPAL%@galab.uwindsor.ca regex="([^@]+)@"

    qualifier="https://aka15.galab.uwindsor.ca/shibboleth/testshib/idp"        class="edu.internet2.middleware.shibboleth.common.provider.PrincipalNameIdentifierMapping"/>
…
<Credentials xmlns="urn:mace:shibboleth:credentials:1.0">

  <FileResolver Id="testshib_creds">

   <Key><Path>file:/usr/local/shibboleth-idp/etc/testshib.key
</Path></Key>

   <Certificate><Path>file:/usr/local/shibboleth-idp/etc/testshib.crt
</Path></Certificate>

  </FileResolver>

</Credentials>
…
<MetadataProvider type="edu.internet2.middleware.shibboleth.metadata.provider.XMLMetadata" uri="file:/usr/local/shibboleth-idp/etc/testshib-metadata.xml"/>
…
	root
	IdP main configuration file. Define profider ID (URI), service URLs, name mapping roles, credentials and path resolver, metadata files.

	Vi $IDP_HOME/etc/testshib-metadata.xml (
<EntityDescriptor entityID="https://aka15.galab.uwindsor.ca/shibboleth/testshib/idp" …>

  <IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1:protocol urn:mace:shibboleth:1.0">

    <Extensions>

         <shibmd:Scope>galab.uwindsor.ca</shibmd:Scope>

    </Extensions>

    <KeyDescriptor use="signing">

        <ds:KeyInfo>

          <ds:X509Data>
<ds:X509Certificate>… <copy from idp’s testshib.crt> …
</ds:X509Certificate>

          </ds:X509Data>

         </ds:KeyInfo>

     </KeyDescriptor>

     <ArtifactResolutionService Location="https://aka15.galab.uwindsor.ca/shibboleth-idp/Artifact" Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding" index="1"/>

           <NameIDFormat>urn:mace:shibboleth:1.0:nameIdentifier</NameIDFormat>

    <SingleSignOnService Location="https://aka15.galab.uwindsor.ca/shibboleth-idp/SSO" Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"/>

   </IDPSSODescriptor>
<AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1:protocol urn:mace:shibboleth:1.0">

     <Extensions>

         <shibmd:Scope>galab.uwindsor.ca</shibmd:Scope>

     </Extensions>

     <KeyDescriptor use="signing">

         <ds:KeyInfo>

            <ds:X509Data>

  <ds:X509Certificate>… <copy from idp’s testshib.crt> …
</ds:X509Certificate>

          </ds:X509Data>

        </ds:KeyInfo>

     </KeyDescriptor>

     <AttributeService Location="https://aka15.galab.uwindsor.ca/shibboleth-idp/AA" Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding"/>

           <NameIDFormat>urn:mace:shibboleth:1.0:nameIdentifier</NameIDFormat>

        </AttributeAuthorityDescriptor>

    <Organization>… </Organization>

    <ContactPerson contactType="technical">…</ContactPerson>
</EntityDescriptor>
	root
	Metadata for IDP

	Vi $IDP_HOME/etc/testshib-metadata.xml (
<md:EntityDescriptor entityID="https://kent1.galab.uwindsor.ca/shibboleth/testshib/sp">

        <md:SPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1:protocol">

            <md:KeyDescriptor use="signing">

                <ds:KeyInfo>

                    <ds:X509Data>

              <ds:X509Certificate>… <copy from sp’s testshib.crt> …
</ds:X509Certificate>

                    </ds:X509Data>

                </ds:KeyInfo>

            </md:KeyDescriptor>

<md:NameIDFormat>urn:mace:shibboleth:1.0:nameIdentifier</md:NameIDFormat>

     <md:AssertionConsumerService Location="https://kent1.galab.uwindsor.ca/Shibboleth.sso/SAML/POST" Binding="urn:oasis:names:tc:SAML:1.0:profiles:browser-post" isDefault="true" index="1"/>

     <md:AssertionConsumerService Location="https://kent1.galab.uwindsor.ca/Shibboleth.sso/SAML/Artifact" Binding="urn:oasis:names:tc:SAML:1.0:profiles:artifact-01" index="2"/>

      <md:AssertionConsumerService Location="http://kent1.galab.uwindsor.ca/Shibboleth.sso/SAML/POST" Binding="urn:oasis:names:tc:SAML:1.0:profiles:browser-post" index="3"/>

      <md:AssertionConsumerService Location="http://kent1.galab.uwindsor.ca/Shibboleth.sso/SAML/Artifact" Binding="urn:oasis:names:tc:SAML:1.0:profiles:artifact-01" index="4"/>

      </md:SPSSODescriptor>

      <md:Organization>…</md:Organization>

      <md:ContactPerson contactType="technical">…</md:ContactPerson>
</md:EntityDescriptor>
	root
	Metadata for SPs, use kent1 as example


3) Define Attributes, attribute datasources

	Major Commands and configuration files
	Privilege
	Description

	Vi $IDP_HOME/etc/arps/arp.site.xml
	Root
	Attribute release policy configuration file

	Vi $IDP_HOME/etc/resolver.xml
	root
	Attributes definition, dependency and data connector

	
	
	


4) Deploy Login Webapp

	Major Commands and configuration files
	Privilege
	Description

	Cp shibboleth-idp-install/dist/shibboleth-idp.war $TOMCAT_HOME/webapps/
	root
	Deploy generated war package

	vi login.jsp and login-error.jsp
	root
	Add credential lifetime input field, change submit JavaScript to append lifetime to the end of password.

	Vi $TOMCAT_HOME/conf/server.xml
…
<login-config>

  <auth-method>FORM</auth-method>

  <realm-name>Shibboleth form-based authentication
</realm-name>

  <form-login-config>

    <form-login-page>/login.jsp</form-login-page>

    <form-error-page>/login-error.jsp</form-error-page>

  </form-login-config>

</login-config>
	root
	Setup form-based authentication for Tomcat


5) Config JAAS LoginModule

One can refer the JAAS module tutorial from the following link:

http://java.sun.com/j2se/1.4.2/docs/guide/security/jaas/tutorials/GeneralAcnOnly.html.

Based on the tutorial example, we made the following modifications:

	Major Commands and configuration files
	Privilege
	Description

	MyLogin/module/MyLoginModule.java
	eclipse
	Major login logic

	Java -Djava.security.auth.login.config==MyLogin.config \

 MySSOLogin.MyAcn

java -Djava.security.manager \

 -Djava.security.auth.login.config==MyLogin.config MySSOLogin.MyAcn
	
	Testing

	jar -cvf MyAcn.jar MyLogin/*.class 

jar -cvf MyLM.jar MyLogin/module/My*.class MyLogin/principal/*.class
	
	Packaging

	Cp My*.jar MyLogin.config, MyLogin.policy \

  $TOMCAT_HOME/common/lib

vi $TOMCAT_HOME/Catalina.sh ( append 

-Djava.security.auth.login.config=$CATALINA_HOME/common/lib/MyLogin.config \
to $CATALINA_OPTS
	Root
	Deployment

	Service tomcat restart
	root
	Restart Tomcat


A5. SP Server (aka15 and kent1)

Global environments defined in kent1:/etc/profile.d/java.sh 

	export JAVA_HOME=/usr/local/java

export JAVA_BIN=/usr/local/java/bin

export TOMCAT_HOME=/usr/local/tomcat

export GLOBUS_LOCATION=/usr/local/globus

export CATALINA_HOME=/usr/local/tomcat

export ANT_HOME=/usr/local/ant

export HTTPD_HOME=/usr/local/apache2

export CLASSPATH=.:$JAVA_HOME/lib/dt.jar:$JAVA_HOME/lib/tools.jar:$TOMCAT_HOME/common/lib/axis-url.jar

export SP_HOME=/opt/shibboleth-sp

export XERCESCROOT=/backup/SSO/xerces-c-src_2_6_1

export PATH=$HTTPD_HOME/bin:.:$JAVA_BIN:$TOMCAT_HOME/bin:$GLOBUS_LOCATION/bin:$PATH
source $GLOBUS_LOCATION/etc/globus-user-env.sh


1. Shibboleth SP (version 1.3)

1) Installation

Detailed installation guide of Shibboleth is available at 
https://authdev.it.ohio-state.edu/twiki/bin/view/Shibboleth/WebHome.


Because of library cross dependency, we can’t install Shibboleth SP directly from binary distribution. Downloading several prerequisite packages and build from source are required (all installation commands requires root privilege).

	· Glibc upgrade 

../glibc-2006xxxx/configure –prefix=/usr

make;make install

	· Install libcurl, log4cpp

include/log4cpp/Manipulator.hh line 29, remove extra ";" 

./configure --prefix=/opt/shibboleth-sp --with-pthreads --disable-static --disable-doxygen

  make; make install

	· Install xerces-c-src_2_6_1.tar.gz (from http://shibboleth.internet2.edu/downloads/, source or binary+dev package)

 Export XERCESCROOT=extracted-xerces-tar-ball

  cd src/xerces/ 

./runConfigure -p linux -c gcc -x g++ -r pthread -b 32 -P /opt/shibboleth-sp
  make;make install

	· Install xml-security (source or binary+dev package)

./configure --prefix=/opt/shibboleth-sp --without-xalan
make;make install

	· Install OpenSaml

./configure --prefix=/opt/shibboleth-sp --with-curl=/opt/shibboleth-sp --with-log4cpp=/opt/shibboleth-sp

make;make install

	· Install Shibboleth (yum install apr may required)

./configure --with-saml=/opt/shibboleth-sp --with-log4cpp=/opt/shibboleth-sp --enable-apache-22 --with-apxs2=/usr/sbin/apxs --prefix=/opt/shibboleth-sp –C
make;make install


2) SP configuration, config HTTPHeader names (kent1 as example)

	Major Commands and configuration files
	Privilege
	Description

	Vi $SP_HOME/etc/shibboleth/shibboleth.xml (
<SPConfig …>

…
<Applications id="default" 
providerId="https://kent1.galab.uwindsor.ca/shibboleth/testshib/sp"

    homeURL="https://kent1.galab.uwindsor.ca/index.html"

    xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion"

    xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">

  <Sessions lifetime="7200" timeout="3600" checkAddress="false" consistentAddress="true"

       handlerURL="/Shibboleth.sso" handlerSSL="false" idpHistory="true" idpHistoryDays="7">

       <!-- This session initiator will send you directly to the TestShib IdP. -->

        <SessionInitiator isDefault="true" id="testshib" Location="/TestShib"

                     Binding="urn:mace:shibboleth:sp:1.3:SessionInit"

           wayfURL="https://aka15.galab.uwindsor.ca/shibboleth-idp/SSO"

           wayfBinding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"/>
…
</Sessions>
<AAPProvider type="edu.internet2.middleware.shibboleth.aap.provider.XMLAAP" uri="/opt/shibboleth-sp/etc/shibboleth/AAP.xml"/>
<MetadataProvider type="edu.internet2.middleware.shibboleth.metadata.provider.XMLMetadata"

      uri="/opt/shibboleth-sp/etc/shibboleth/testshib-metadata.xml"/>

     <saml:Audience>urn:mace:shibboleth:testshib</saml:Audience>
</Applications>
<CredentialsProvider type="edu.internet2.middleware.shibboleth.common.Credentials">

      <Credentials xmlns="urn:mace:shibboleth:credentials:1.0">

         <FileResolver Id="testshib">

            <Key><Path>/opt/shibboleth-sp/etc/shibboleth/testshib.key
</Path></Key>

            <Certificate><Path>/opt/shibboleth-sp/etc/shibboleth/testshib.crt
</Path></Certificate>

         </FileResolver>

       </Credentials>

   </CredentialsProvider>
</SPConfig>
	Root
	SP main configuration file. Define profider ID (URI), service URLs, name filter roles, credentials and path for metadata files.

The metadata is copied from IdP.

set <saml:Audience>urn:mace:shibboleth:testshib</saml:Audience> the same as <RelyingParty name="urn:mace:shibboleth:testshib" …/> in idp.xml

	Vi $SP_HOME/etc/shibboleth/AAP.xml


	Root
	This file is the Attribute Acceptance Policy engine. It tells shibboleth what to do with incoming attributes from an IdP AA, it also maps the shibboleth attribute names to HTTP-HEADER names

	Cp $SP_HOME/etc/shibboleth/shibd /etc/init.d

Service shibd start
	Root
	Deploy and start SP service


3. Web Application

We use AuctionService provided by IBM to test using our webportal to access grid service. Details about AuctionService package can be downloaded from 

http://www-128.ibm.com/developerworks/edu/gr-dw-gr-wsrf4-i.html. 

	Major Commands and configuration files
	Privilege
	Description

	MySSOPortal/jsp/index.jsp
	Eclipse
	Web entry point

	MySSOPortal/jsp/WEB-INF/src/auction/MyAuctionBean.java
	Eclipse
	Back-end logic for accessing grid AuctionService

	Cd MySSOPortal/jsp
cp –r * $TOMCAT_HOME/webapps/secure/
	Root
	Deploy testing web application

	Unpack globus_tutorial_auction tarball

Cd globus_tutorial_auction tarball

Ant deploy

Su – root –c “service globus restart”
	globus
	Deploy AuctionService

	Cd $JAVA_HOME/jre/lib/security
Scp globus@aka15:~/.globus/simpleCA/cacert.pem .

keytool -import -trustcacerts -file cacert.pem -keystore cacerts  (default password: changeit)

keytool -list -v -keystore cacerts
	root
	Import globus cacert.pem into $JAVA_HOME/jre/lib/security/cacerts (Tomcat will use it)

	Service tomcat restart
	root
	Restart Tomcat server

	Visit https://kent1.galab.uwindsor.ca/secure/ 
	browser
	Testing
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