No. 8 : Security and Privacy Policy of ZAK Airlines for Smart Card Technology

1.
In case of accidents, like plan-crash, how to know the passengers information ?

2.
How to update passengers personal information ? 

3.
How to receive the information for another airlines the user traveled recently ?

4.
For the elder/disable passenger, who are unable to visit airlines office, how to issue tickets for them ?

5.
Why passenger information wll be kept for only 39 months, why not mroe than that period ?

6.
How to ensure that ZAK will not access the passengers 'other' informaton encrypted into smart card ?

7.
If 3rd party maintain user private key, then how secure the key is to that 3rd party ?

8.
If the card lost, how to reproduce the card with same recent/updated all info into new card !

Thanking you.

Sincerely yours,

Md. Shamsul Wazed & Quazi Rahman
COMMENTS ON THE REPORTS SUBMITTED BY GROUP-8 AND GROUP-1

BY GROUP-7 (MUHAMMAD HASAN AND DORIAN STOILESCU)

Comments for Group#8 (Air Ticketing):

1. In terms of competitive business ZAK’s new project would be a failure if it does not allow its customer to buy tickets online. It cannot get reach of full range of customers. Though it is secured it is trading-off security with its revenue, which shows that it is not feasible. It won’t be popular either if the customers are not given the flexibility of buying tickets from distant places.

2. Though the third-party is taking care of the cards the customers will be carrying in, there should be minimum basic security standards for the cards to be mentioned in the policy.

3. There is nothing clearly mentioned about the back up of data and its confidentiality and security.

4. How to ensure that the ZAK only gets access only to the data portion related to the transactions with ZAK 

