Comments on “Electronic Passport System”

The ideas presented in this paper sound logical and I believe the system should work. I suggest some changes in the format of the paper though. So far I understand that the 2 major part of this assignment is to develop a policy and system structure that is capable of enforcing that policy. The paper mostly describes the technological part. But I believe there should be a separate section describing only the policy, i.e. the scope, acceptable use and unacceptable use of the system. 

In “figure1: Passport Creation”, it is not exactly clear what is meant by the ordinary information. And the so called ordinary information is not going through the encryption process. I guess that means there is some part of the user information is not secure. I believe all user information should be encrypted.
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(4) Security Analysis 
of Electronic Passports: Security and Privacy Issues

1. The paper did not address any real scenario to explain how the system really works. The paper leaves it to the readers to imagine how it is going to work. There is no clear steps for how the person will be issued the passport. How can we use it when visiting foreign country, at airport, custom, etc. 

2. The paper didn’t address how the person will obtain a visa to visit a country, how this visa can be electronically issued? Do they have the right to write on the smart card their digital visa ? Does the Card have enough  space to store all these records ? (smart cards has very limited space).  

3. For data recovery, how can the user retrieve the data from the data center, and who is responsible for the data backup, is it real time? Otherwise, how to keep the data consistent?

