II Critique of:-

Security and Privacy Planning for Wal-Mart - By Lihua Duan and El Amsy Tarik 

1) If as mentioned in ‘Loss Report’, the staff of Wal-Mart can access a customer’s photo-ID, the privacy of customer is compromised.

2) If Wal-Mart cancels the smartcard on loss-report basis, the back-up of customer details is compromised. (e.g. the points he has earned due to his previous transactions with Wal-Mart – stored in smartcard )

3) In role based access table, the ‘database’ and the ‘customer’ have access to ‘customer’s private key’. This compromises the privacy of the customer.

Comments on “Security and Privacy Planning for WalMart”

The authors of the paper tried to cover the proposed limited scope carefully. Still the proposed system suffers from some inconsistency and security problems. 

1. In section 2 F, they mentioned that in the case of lost card, customer will just fill out the loss report form and the card will be deactivated. But it was not mentioned how the proposed system issue a new card and populate that card with all the old transaction data that the customer had with WalMart, because if they don’t do it, the customer will have his new card, but it will not have any old data. Is this acceptable? 

2. In section 3 P1, it was mentioned that “WalMart should not access the user’s information without the agreement of the user.” So does it mean, the customers’ information will reside on Walmart server too? Because the aim of the system was only customers can have their own information.

3. The proposed system will use an imaginary device which is a flash memory stick integrated with the smart card. The smart card has a security mechanism which prevents any unauthorized access to internal data, the problem with flash memory stick is that it does not have any protection to its storage, the data is wide open to anyone who has the access to the stick, which is a potential security threat.

